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7z 1. Introduction

8 Resilient maps were introduced in 1985 by Chor et al. [1] and independently by Bennett et al. [2],

o in the context of key distribution and quantum cryptography protocols. Resilient maps have also been
10 used in the generation of random sequences aimed to stream ciphering [3].

1 The current paper deals with the notion of systematic authentication codes without secrecy as
1z defined in [4] and considered in [5,6]. Within the systematic authentication codes, two main problems
1z arise: the first problem consists in getting optimal minimal attack probabilities, the second problem
1« consists in keeping the size of the key spaces as low as possible in comparison with the size of the
15 message space, namely, the product of the sizes of the source state space and the tag space. These two
s goals are conflicting, thus a trade-off strategy is required. Theorems 2.3 and 3.1 in [7] state that when
1z optimal values for the impersonation and the substitution probabilities p;, ps are reached, then some
1= relations among the sizes of the spaces arouse, see also Theorem 14 in [8].

10 In this paper two new systematic authentication codes based on the Gray map on a Galois ring are
20 introduced with the purpose of optimally reducing the impersonation and substitution probabilities.
z  In the context of authentication codes the substitution and impersonation probabilities are important
22 characteristics. We build a first code with optimal values for these probabilities but at the cost of huge
23 key and source spaces. A second code is introduced with convenient spaces sizes but the corresponding
2a  substitution probability is not optimal.
25 The first code presented here is another example of a previously constructed code using the Gray
¢ map on Galois rings and modules over these rings [9]. The construction in [9] is based on rational
2z non-degenerated maps.Here, through the generalized Gray map and resilient maps on Galois rings
2 we obtain minimal upper bounds for the attack probabilities, thus improving former codes. Indeed,
20 the obtained impersonation and substitution probabilities are optimal. However, the introduced code
30 has a smaller source state space in comparison with the key space. We introduce precise definitions
a1 over Galois rings of the notions of resilient maps and the generalized Gray map. The introduced
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;2 construction over Galois rings is translated into finite fields via the Gray map, thus providing similar
33 codes on Galois fields

34 In [10] a family of bent maps is introduced over Galois rings of characteristic p?, with p a prime
s number. The class of these maps is closed under multiplication by units in the Galois ring. Under
36 the assumption that there exists a similar class of bent functions in Galois rings of characteristic
sz p’, with ¥ > 2. For this hypothetical code we obtain spaces of acceptable size, similar to sizes in
;s former constructions but the impersonation and substitution probabilities are improved in fact, the
3s probabilities are lower than those in other authentication codes with no optimal probabilities.

a0 The paper is organized as follows: In Section 2 the basic construction of the Gray map is recalled.
a1 In Section 3 a new systematic authentication code based on the Gray map is introduced and its main
«2 properties are determined. In Subsection 3.1 the general construction of a systematic authentication
a3 code is recalled and the new code is treated in Subsections 3.2 and 3.3, and in Subsection 3.4 we
41 introduce the second codeon the assumption of the existence of an appropriate class of bent functions.
«s In Section 4 we make a succinct comparison with formerly introduced systematic authentication codes,
s and in Section 5 we state some conclusions. The existence of the required bijection between the key
«z space and the set of encoding maps is proved in an exhaustive way and the current proof is rather
s long, hence tedious. However, the reader may find it in [11].

4 2. The Gray map over Galois Rings

50 Let Z,r be the ring of integers modulo p’, where p is a prime and r a positive integer. A monic
s1 polynomial f(x) € Zr[x] is called monic basic irreducible (primitive) if its reduction modulo p is an
s2 irreducible (primitive) polynomial over IF;,. The Galois ring of characteristic p" is defined as:

ss where f(x) € Z,r[x] is a monic basic irreducible polynomial of degree I and (f(x)) is the ideal of

sa ZLpr[x] generated by f(x). The polynomial f(x) can be taken such that it is a divisor of Xl

ss The Galois ring R = GR(p", 1) is local with maximal ideal M = (p) = pR and residue field
ss isomorphic to F; where q = p'. This ring has characteristic p’, is a chain ring and |R| = p". The
s> group of units of Ris U(R) = C x G where G is a group of order p"~1)!, C = (w) has order (p! — 1)
ss and f(w) = 0. The Teichmiiller set of representatives of R is T(R) = {0} UC. Any B € Rhas a
o unique p-adic (multiplicative) representation: 8 = By + B1p+ -+ + Br_1p" !, where B; € T(R) for
oo 0 <i<7r—1. Thering R has the structure of a Zyr-module: R = Zyr[w] = Zyr + WZLpr + - - - + wl_lzpr
e For details and further properties we refer the reader to [12] (Chapter XVI), and [13].

62 Let p be a prime number, 7, ¢,m € Z* and g = p’. Let A = GR(p",¢) and B = GR(p’, {m) be
s the corresponding Galois rings of degrees £ and ¢m. The ring A is an extension of Z, and B is an
ea extensionof A. Let Trg,4 : B — A, TrB/Zpr : B — Zy and TrA/Zp, : A — Zyr be the corresponding
es trace maps, and let pA and pB denote the maximal ideals of zero divisors of A and B respectively.

o6 Firstly, let us recall some well known facts [9]:

ez Lemma 1. Let u € A. Then the following assertions hold:

24 iTrA/Z (ux) qr ifu - 0
68 1. e? P = ’
xg 0 fu#0

2 2 , T iTra,z, o (ux) qrfl ifu € prflA
* B 0 ifugplA

r r—1 ;
P q—q ifu=20
70 3. Z e ZTA/ZPV (ux) = _qr—l ifu S Pr_lA — {0}
XEA—-pA 0 ifu ¢ pr—lA

xEpA
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From now on we assume that r > 2. The homogeneous weight on the ring A is the map [14]
wy: A — N, u— wy(u), where

27 iy
i) = (¢ —g ) -0 L e T, (1)
q X€EA—-pA
and, according to Lemma 1, Vu € A :
0 ifu=20
wy(u) =4 47" ifu e p~tA-{0} )

q”l — q”z ifue A— pr’lA

7 Indeed themap d, : Ax A — Z7, (u,0) — dy(u,v) = wy(u — v), is a metric on A. The ring A can
72 also be considered as the metric space (A, dy,).

Let IFg be the g-dimensional vector space over the Galois field IF;, and “®” denote the Kroenecker

product F}! x Ff — F™", ((Mi)i/ (Uj)].) = (u); ® (vj)]. = (Wingj = uin)i,]-- We iterate this product

“on the right” as: @}_, v, = (®Z;& vk) ®vy. Lete; = (5ij)q7(]l be the j-th vector in the canonical basis

i=

of FZ, where §;; is the Kroenecker delta, 10 = (1,...,1) = Z]q;g ej € IFZ, is the vector with constant

N
entries equal to 1, and p : A — [, the reduction modulus p map. Let T(A) = {0} U <d4>q . be the set
]=

of Teichmiiller representatives of IF; in A and let & = (0,0(¢4), ..., p(gqu_z),p(équ_l)) € Fg. For each
indexi=0,...,r —2let

r—2 1

¢ =& (1(q) + (B — 1(q))) - (1(q))®i QE® (1@7))@(?7271') € Fl 3)
k=0

7 (here, for any v € Fj, v%0 = [1] and v®*+1) = v¥k @ v). For k € Z* let [y]y = y1%) = (y,...,y). The
N——

7 vector ¢; is the concatenation of ' blocks, each one consisting of the concatenation of I:I:ltocle<5s of the
75 form [p;] g -2-i, Where p; is the j-th coordinate of &, for j = 0,..., 7 — 1 (see relation (3)).
Then, the vector ¢; can be efficiently constructed: given an index k, with 0 < k < g"~! — 1, let
ko = kmod ¢~ and k; = L#J Then ¢;(k) is the k;-th coordinate of E. In summary, for each
i=0,...,r—2,the vector ¢; defined by (3) can be expressed as:

po= | Oz @z o@D [l ?H)L,z,] . @

7e Where we are using the notation introduced immediately after the relation (3). As a final vector, let us
= define ¢,1 = [1] 1 . The Gray map is defined as follows

r—1
®:GR(p',{)=A — Fl
r—1

r—1 . r—1 )
Y ap' — @ (Z am’) =Y o(a) i (5)
i=0 i=0

i=0

7s where the elements of A are represented in their p-adic form, i.e a; € T(A).
70 In particular, if r = 2, we have

90 = (0.pCa) 05 ) pEL)
¢ = (L1,...,1,1) eFL
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Table 1. Protocol of the transmission of a source s € S.
Transmitter Receiver
evaluates t = ¢x(s) € T
forms the pair m = (s,t) s receives m' = (s, 1),
evaluates " = ¢ (s') € T
if ¥ = t’ then accepts s/, otherwise the
message m’ is rejected
o Then the Gray map, as defined by (5), equals, for any element of the form rg + r1p € GR (p?, {):
@ (ro+np) = pro)go+p(r) P
-2 -1
= p(r0) (0,0(Zn),---,p(E% ) p(E ) +p(r1) (1L1,...,1,1)
-2 -1
= ((o(r),p(r1 +708a), - p(r1 +108% *), p(r1 +102% 1))
e which coincides with the definition given in [9].
r—1
o2 The vector space IFZ can be endowed with a structure of metric space with the Hamming
es distance dp: the distance between two vectors is the number of entries at which they differ.
8a Two important properties of the Gray map are stated by the following proposition:

e Proposition 1. The following assertions hold:
1. Isometry [14]. The Gray map is an isometry between the Galois ring A and the vector space ]FZH:
Vu,ve A: dy(u,v) =dy(P(u), ®(v)).
2. The Gray map preserves addition:
V(,0) € AxpTA: D(u+0v) = D(u) + (o).

e 3. A systematic authentication code based on the Gray map

ez 3.1. General systematic authentication codes

88 We recall that a systematic authentication code without secrecy [4] is a structure (S, T, K, E) where S is
so the source state space, T is the tag space, K is the key space and E = (ex ), is a sequence of encoding rules
o S—T.

o1 A transmitter and a receiver agree to a secret key k € K. Whenever a source s € S must be sent,

o2 the participants proceed according to the protocol depcted at Table 1. The communicating channel
o3 is public, thus it can be eavesdropped upon by an intruder able to perform either impersonation or
oa substitution attacks through the public channel. The intruder’s success probabilities for impersonation
s and substitution are, respectively [7]

[{k € K] ex(s) = t}]

= 6

T e K ©
{k € K] ex(s) = t & (s') = )]

= 7

Ps = (RS e s syxr [k € Kl e(s) = 1] @)

o6 For systematic authentication codes lower bounds are known for p; and pg [5]

iéplandiéps,
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©

» and for to be acceptable, both, p; and ps must be as small as possible.

os 3.2. A new systematic authentication code

In the context of finite fields of characteristic 2, forn € ZT and 1 <t <mn,let] = {jo,...,ji-1} C
{0,...,n — 1} be an index t-subset. The affine J-variety determined by a = (ay, ..., a;_1) € Fh is

V],a,n = {XEF§|Vk€ {O,...,t—l}I X, :ak}.

©
©

Amap f : F} — F4, m < n, is J-resilient if Va € F}, the map f lv,,, is balanced, namely, Vy € F',
|Vian N f 1 (y)| = 277" The map f : F§ — F4' is t-resilient if it is J-resilient for any set ] such that
11 |J| = t. The notion of t-resilient maps has been studied by several authors in the context of Galois
102 rings, assumed as the last property of the above paragraph, and well known wider classes of t-resilient
10z maps have been provided. For instance, from Theorem 1 in [15], for any n € Z™, if B is a Galois ring
« and fp : B" — B" is a map such that any element at its image fp(B") has more than t entries which
w5 are units in B and f; : B* — B is any map, then the map f : B*" — B, (x,y) — x- fo(y) + fi(y) isa
ws t-resilientmap, 1 <t < n.

I
o
5

1

o

107 In this section a systematic authentication code is constructed using a resilient function on a
1e  Galois ring and the Gray map on this ring.
109 Let p > 2 be a prime number, r,{,m € Z*, and g = p’. Assume the same setting as in the

1o beginning of the Section 2.
Let U(B) = (B — pB) U {0} be the set of elements of the Galois ring B that are either units or zero.
112 Letn € Z7 be another positive integer, and f : B” — B be a t-resilient map. The following assertions

1

[
=

13 hold:

114 e Fora € B — pB, the map B" — B, x — a f(x), is t-resilient, hence it is also balanced.

115 e Fora € B—pB, the map B" — Zyr, x — Trp/z,, (a f(x)), is balanced (as composition of balanced
116 maps).

o As a more general result than Corollary 2 of [16], we have that the map
’)’ablen—>A, 'y,lbf:xHTrB/A(af(x)—i—b-x). (8)
117 is balanced whenever wy,(b) < t and either (a,b) € U(B) x (U(B))", with (a,b) # (0,0), or

(a,b) € (B—pB) x B".
o Recall that the Fourier transform of the map af is the function

1

i
[

2T af(x)=bx
B" = C, b fa(b) = Z o Trp/z,, (a f(x)—b ).

xeB”

119 As shown in [15], {;(b) = 0 under the same conditions as the above assertion, just because the
120 map x — Trg,z,, (af(x)+b-x) is balanced.

1 Let T(A) be the set of the Teichmiiller representatives of F; in A. Then p" 1A = {ap"~!|a € T(A)}.
> Similarly, T(B) is the set of the Teichmiiller representatives of Fym in B.

1

N

1

N

123 Letn € Zt and t < n. Forany i < n,lete; = ((Sij)n_ol be the i-th vector in the canonical set of

12« generators of B". For any b € T(B)", let

-2
Xpe = {)_bjejbr_1et_1,...,by_1e,1} C B",
=0
N = U X )
beT(B)

r—=2
L = {E ript| (ro, ..., 1r_2) € T(A)rl} . (10)

i=0
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Then |Xp;| =n—t+1,|N| =g""V + (n— (t—1))g", |L| = ¢, L C (A—p""'A) U{0} and also
Yu,ve L: (u—0) € (A—p~1A)u{0}.

Let us consider an (r — 1)n-subset of T(A) — {0,1},

n= (" 11)

and .
D,]:{(q(i_l)n+j,p’ej)|1Sigr—l,OSjgn—l}. (12)

2z Then D, C A x B"and |Dy| = (r —1)n.
q"=2 1
Let T(B) = {0} U <§'§)k:0 , G(T(B)) = {¢k] ged(kg" —1) = 1}, let & = {6;}"" be an
n-sequence of G(T(B)) (repetitions are allowed), and { € T(B) — {0}. For each integer k, with
0<k<g"—(r—1)n—21let

0<j<n—-1

T()gk _ {(9]1:, (g + 9;: p1+(k mod (rfl)))ej)}

0<i<gm—2"

126 Then Tng C B x B" and }ngk‘ = (qm — 1)11.

Now, let Z = {@k}zyig(r*l)"fz be a subset of T(B) — {0}, with (4™ —1 — (r — 1)n — 1) elements,
such that ZN#n = @, and

g"—(r—1)n-2
Tez=DyU U Toge (13)
k=0
12z Then T}79Z C B x B" and
Tyoz| = (r=Dn+(@"=1-(=1n)q" - 1)n

= [r=1)+[(¢"=1) = (r=1)n](g" —1)]n
Let Sg = {0} X (N— {0}) xL, 5 = TqGZ xL,S = (T(B) — ({O} Uﬂ)) X {0} x L and
S=5US5US , T:]Fq , K:qu(mn+1)~ (14)

12 Certainly, at this point the definition of the source set S is quite unnatural. However, defined in this
120 'Way, it guarantees an appropriate distance between elements (Proposition 2) leading to optimal results
o (Proposition 4), while keeping balanced the maps x — Trg,z, (af(x) +b-x), for a t-resilient map f.
131 This particular structure of the source space S will allow a one-to-one correspondence between keys
132 and encoding maps (Proposition 3). From relations (14), S C B x B" x A, and

Slo= (a4 (=g 1)
(r =1+ ((@"=1) = (r= D) (¢" = 1) n+ (g" = ((r = n+1)) ) ¢!

= (co +cn— c2n2) gt
Tl = ¢ (15)
|K| — qr(mn—H)

s where cg = g™ (g2 — 1) +2(g" —1),¢c; = ¢"(g" —1) + 1,2 = (¢" —1)(r — 1). The introduced
1 construction imposes the supplementary condition (r —1)(n+1) < p™ — 1.
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135 3.3. Main characteristics of the new code

r—1
Let® : A — IFZ be the Gray map on A as defined in (5). We observe that for any element
y= Zl’;g a;p' € L, with (ag,...,a, ) € T(A)""! (see (10)), the evaluation of ® at y, according to (5), is

Also, since g — 1 is even, for any ¢ generating Ty, either —¢ € T4 or —1 € T4. The following
implication holds: Vz € AVd € {1,...,q—1} [zd €Ty = —2%¢ TA] . Hence, if the p-adic form
of an element in A is z = Y3 _{ zp¥, the p-adic form of —zis —z = Y;_1(—z)p*. Let f : B" — B be
a t-resilient map. For each s = (s¢,s1,52) € S and each w € pr’lA, consider the map vs 4 : B — A,
X +— Vs, (x) where

Os,w(x) = Trpya(so f(x) +51-%) + 52+ W = g0, £ (¥) +52 + W (16)

(see relation (8) above). Let

rmn rmn+1

—1\ 1 r—1
Usw = (P (Vsw(X)))yepn € <]FZ ) , Ug = (us,w)wep,,lA € (IFZ > . (17)

rmn+1
q

r—1
s Since |[p""1A| = g, we have (IFZ ) o~ IFZ

r(mn+1) r(mn+1)

, thus we may assume u5 € IFZ

r(mn+1)

Proposition 2. Let dy be the Hamming distance on the vector space IFZ Y and let f:B" — Bbea

t-resilient map. For any two points so = (So0,510,520), 51 = (S01,511,521) € S, with sg # s1, and any two

wo, w1 € p' LA, the following relation holds:

dH(”Sofwof ”Slfwl) = qrmn(qr—l - qr—Z)'
137 Proof. Lets; = sp — sy and wy, = wy — wy. Then, the calculation of the Hamming distance of the
138 POINtS Ug, ), Us, w, is displayed in Table 2, there equality (i) holds because @ is an isometry, equality
130 (ii) follows from the defining relation (1), and equality (iif) is due to relation (16).
If (sp2, s12) # (0,0), since f is t-resilient and x — Trg/z,, (rsip - x)) is a balanced map, from (18)
the claim follows:

dp (tso g, Usyo) =4 (qril - qriz)-
If (sg2,512) = (0,0), also from (18) we obtain

Ap (Usg w9, sy y) = Y Wy (Vsp, (X)) = Y wy (52 +w2) = g™ (g1 —q"7?)

xeBn xeB"
1o becausesy +wy, € A—p 1A, O

Foreachk € K = Zq,(m,,ﬂ), let ey : S — T be the map
s > ex(s) = mi(us) : k-th entry of element us. (19)
12 The set of encoding rules in the proposed systematic authentication code is thus E = (ey); k-

12 Proposition 3. The map K — E, k — ey, is one-to-one.
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Table 2. Calculation of dgy (1sywy, sy, w; )-

dH(”So,wor usl/wl) = Z dy (CD (vso,wo (x)) , P (051,w1 (x)>)
xeB”
DYy (0syy (1), 06y, (1)
xeB”
= Z W (Usofwo (x) = Usy,wy (x))
xeB”
= ) Wy (U5, (x))
xeB"
(i) 1 2 1 %7 iTrpz . (10 Usy,wy (x))>
= e € g
XEZB” << ) q rOG;pA

27

_ qrmn (qrfl _ q772> N 1 2 Z oV iTrA/Zp, (70 Usy 0, (X))
9 xcBr rgcA—pA

(iii) rmn [ r—1 r—2
= q (q —q )
1 27 iy rows) 2% iTr 70 S 27 i 70 S X)+70S10,X
1 Z o7 A/Zpy((] z)e,,r A/Zpy(O 2) Z oV B/Zpy( 0 502f (x)+70 12(1%)

q ro€EA—pA x€eB"

Proof. The proposition is clearly equivalent to the following statement: Vkg, k; € K,
ko #ki = 3s € S my,(us) # i, (us) (20)
13 where 1 is given by relation (17).

According to (17), each element us, s € S, is the concatenation of g arrays s, each of length g
mn+1) rmn+1

rmn

The index range {0, ...,q'(
integer intervals

— 1} of the element u; can be split as the concatenation of g

Kyw = {indexes of entries with the value ® (v (x))}

ws with (x,w) € B" x p’~1 A, and each integer interval Ky ;, has length 4"~ .
We recall at this point that |[B" x p"1A| = g™"q = ¢"""*1 Letw;, : B" — {0,...,4"™ — 1},
ag:p' 1A — {0,...,q — 1} be the corresponding natural bijections. Then, up to these enumerations
and relation (4), we may identify Ky ~ {k € K| kx0wq" ™' <k < kyog '+ (g~ — 1)}, where

V(x,w) € B" x p' LA kyw = ay(x)g + aq(w). (21)

s Letkg, ky € K= {0,..., q’(’””ﬂ) — 1} be two keys such that ky # k1. Depending on the intervals Ky
1es  in which these keys fall, we may consider four mutually disjoint and exhaustive cases.

CaseI: Jw € pr_lA, dx € B": ko € Ky & k1 € Ko

Casell: Jw € p" 1A, 3x,y € B x # y & ko € Ky & k1 € Ky

Case III: Jwy, w1 € p' 1A, Ix € B": wy # w1 & ko € Ky, & k1 € Ky, -

Case IV: Jwy, wy € p”lA, dx,y € B wp # w1 &x #y &ko € Kyuy &k € Ky -

151 The analysis of these cases, giving a full proof of the proposition, is rather extensive and certainly
12 tedious. It is provided in full detail in [11]. O

Proposition 4. For the authentication code defined by the relations (14) and (19) the following relations hold:

1 1
= ~. (22)
pI q

5/ pPs =
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Table 3. Equivalent conditions for a pair of encoding sources.
ex(s0) = to } { m(us,) = to &
—
e(s1) = h me(us) = h
— e 0 ®(vspw(x)) = to &
7T © D (vsy,0 (X)) — 7 0 P(vs0(x)) = H —to
— { Mo B(vg0(x) = fh &
7T 0 D(vs,w(x)) — Mo P(vsy,w(x)) = t —to
HkOqD(TI'B/A(SOQf(X)+510-X) +Szo+w) = 1 &
Prop. 1
Ty © (b(TrB/A(SOI f(x) -+ 511 - x) + 521)
—7tk(Trp/a(s00 f(x) +510 %) +520) = t1—to
r—1
Proof. Lets = (so,51,52) € S and x € B" be fixed. Then the map p' 1A — IFZ ,
w— O (Trg A (sof (x) +51-%) + 52+ w)
is one-to-one. For any t € T = F;, we have
|{k € K| mi(us) = t}| = g"m D1, (23)

13 where u is defined by relation (17). Since |K| = ¢"(""*+1), then, from (6), p; = 1.
Now, consider sgp = (so0, S10,520), S1 = (So1,511,21) € S such that sy # s1. For each ¢y, #; € T, and
eachk € K, letw € p"~'A and x € B" be such that k € Ky 5. Then the equivalences shown in Table 3
are immediate. From there, it can be seen that

[{k € K] (ex(s0) = to)&(ex(s1) = t1)}| = 7"V — gy (u1gy 0, t1sy 0)-

Now, from (7) and (23):
B qr(mn-i-l)—l _ dH(”so,w, usl,w) qr(mn+1)—1 _ qrmn (qr—l _ qr—Z) B qrmn-i-r—z B 1
Ps = qr(mn+1)71 - qr(anrl)fl - qrmn+rfl - q'
154 D
155 Observe at this point that instead of N in (14), it is possible to take the set N’ = {b € B"| wy,(b) <

s 4} in order to produce a new systematic authenticatication code with the same impersonation and
157 substitution probabilities as in (22).

e 3.4. A second systematic authentication code

Let p be a prime number, 7, /,n € Z* and q = p’. Let A = GR(p",£) and B = GR (p’, £n) be the
corresponding Galois rings of degrees £ and ¢n. Let,

L={ro+nrp+---+ rr,2p’_2 |ro,...,tr—2 € T(A)} C A\p’_lA U {0}.

s Observe that since (p' 1) = {ap"™! |a € T(A)},ifa,b € Lthena—b € A\p''A.
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Let f be a bent function on B such that #f is a bent function for any unit u € S and let ® be the
Gray map on A. The proposed Systematic Authentication Code, A = (S, T, K, E), is the following:

S:= (T(B) x B—{(0,0)}) x L,

T :=Ty,

K:= qu(nJrl)/

E := {Ex(s) = prr(us), k € K,s € B}.
where for s = (a,b,c) € S, p € p'A = {B1,B2,---, By}, Vsp(x) = B+ Trg alaf(x) + bx) +c,
Uusp = (P(05p(x))) cp s = (us//g,)ﬂep,,m, and pry, is the k-th projection map from IFZMH) onto F,,
mapping us to its k-th coordinate.

Let L be as above and let, V = {c € B| Tr(g,4)(c) € L}. With the notation as above a second
Systematic Authentication Code, A" = (S', T/, K’, E') is also proposed:

S":={(a,b,c) € T(S) x Sx V| (a,b) # (0,0)},
T .= g,
K := qu(n+1)/
E := {Ex(s) = pre(us), ke K',s € S'},
Note that the code A’ is a slight modification of the code .A: in the definition of the source space S for

A the set L is taken while in the definition of the source space S’ for A’ the set V is used.
The impersonation and substitution probabilities p; and pg can be upperly bounded.
s , n(t+1) . .
Lemma 2. Let dy be the Hamming distance on IFZ . With the notation as above, for any s; =
(a1,b1,c1),52 = (a2,ba,¢0) € S, 51 # 52, and any elements By, B2 € p' 'R, we have,

(@' =) @™ = ™) < dyg (s, py sy ) < (07 =472 +9™).
Theorem 1. With the notation as above, the function H : K — E given by H (k) = Ej is bijective.

Theorem 2. Let A be the systematic authentication code as defined above. Then,

1 1 -1
[=—and ps < —+ —
P q 3 q

)

m+2 *

q 2

4. Parameter comparison with other codes

We summarise quite succinctly in Table 4 a parameter comparison of our codes with other codes
based on the Gray map. There, as in relations (15),

c=q"@""P =t +2(g" ~1), a=q"@" -+ =" -1 -1).

D is an integer in the interval [1,4%], and, as stated in [9] Prop. 3.5, N is a positive integer such that
g"=N>g2((p+1)(N+1) - 2).

Our first code provides optimal values for p; and p; for all parameters g, m, 1, r in which the code
exists. For the codes in [9] the optimal values are obtained only if D = 1. However, in our code, the
cardinality of the key space is greater than the product of the cardinalities of the source and tag spaces.

d0i:10.20944/preprints201807.0555.v1
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Table 4. Parameter comparison of the introduced code with other codes previously published.

Code Sizes Bound for | Bound for
S| K| \T| | p1 Ps
(1) co+cim— CZanrfl r(mn+1) q qfl qfl
(2> an qr(n+1) g | g qfl + (q_ 1)q7(n+l)
(3) q3n+1 qz(n+1) q q—l q—l + (q—l)q_("'H)
n(D—| L
(4) q (-[2]) g gt 7+ Y
(5) g? (N " -N) q g7 g 1+
g-1 q%N.
q qn,
(p+1)(N+1)-2)
n(D—|L
(6) q ( v )p’l pr p | p i+ p i+
ED;l p>+p—2 D1
P _p2 P p2-(p—1)(D-1)
D—| L
% qn( p5J> qn+(e g g7 q—1+%13q%1

The codes are the following;:
(1) Our code. (2) [17] Prop. 11 (3) [18] Thm. 4.3.  (4) [9] Prop. 3.2.  (5) [9] Prop. 3.5
(6). [9] Prop. 4.5.  (7) [9] Thm. 5.1.

Table 5. Parameters of the obtained SAC A.

Code Sizes Bound for | Bound for

El Kl 1T [ p1 Ps
A (qn(t-'rl) _ 1)q(t—1) qt(n—i-l) q q—l q_l (g 1)q’%
Al (qn(tJrl) _ 1)q(nt71) qt(nJrl) q qfl 1171 (g 1)(1_%

In [10], it is stated that a map f : A" — A valued on a Galois ring A = GR (p", ¢) is a bent function
if

Y o A (-0 g

xeAn

and it was shown that, for the special case of r = 2, whenever k and g — 1 = p’ — 1 are relatively prime,
then for any @« € A and any unitu € A —pAin A,themap A — A, x — u (xk”‘Irl + ucxp), is a bent
function (n = 1).

Namely, for the special case of r = 2, a class of bent maps, closed by the multiplication of units in
the Galois ring, can be used to build a systematic authentication code (SAC).

Later, the Gray map and the above mentioned class of bent maps were used to build a new
SAC improving the impersonation and substitution probabilities. In fact, these constructions may be
extended to any characteristic p’, with > 1, under the assumption that there exists a similar class of
bent maps, closed by the multiplication of units in the Galois ring. In this case, the obtained SAC A
would have the parameters displayed in Table 5.

In comparison with the values displayed at Table 4, we have that this last hypothetical construction
would have more convenient parameters for the spaces: the source space is greater than the key space,
and the tag space is rather small, evenmore, it has a greater difference on the cardinality of the the
cardinality of the key space and the product of the cardinalities of the source and tag spaces. This is an
advantage even when comparing with other SAC’s with no optimal impersonation and substitution
probabilities. For instance this last hypothetical construction would improve the probabilities and the

d0i:10.20944/preprints201807.0555.v1
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10s  space sizes of the codes in [4,8] although the code in [8] does not attain the optimal values for these
105 probabilities.

196 Similar constructions were performed through resilient maps and functions generalising bent
17 maps, for any characteristic p”, with r > 1.

10 5. Conclusions

200 An authentication code using the trace, the Gray maps and the resilient functions on Galois rings
21 was constructed. In this regard, the current construction is similar to the constructions in [9]. In
202 order to diminish the substitution and impersonation probabilities, here we used resilient maps on
203 Galois rings of general characteristic p”, with p a prime number and r an integer greater or equal to
204 2, in contrast to the former approach based either on non-degenerate and rational maps on Galois
20s rings of general characteristic [9], or on bent maps on Galois rings of characteristic p?. The current
206 construction provides optimal substitution and impersonation probabilities, at the expense of growth
207 of cardinalities and an elaborated space structure. In contrast with [9], the key space in our code is of
208 greater cardinality than the source space. Our code attains optimal probabilities values, but it has a
200 key space greater than the corresponding source space.

210 A second authentication code is built and this code has convenient space sizes with a significant
2 difference between the key space and the source space, and a small cardinality in the tag space. The
22 probabilities are rather small, but the substitution probability is not optimal. However, this second
23 construction is conditioned to the existence of a class of bent functions closed under the multiplication
214 by units in the corresponding Galois ring. We look towards the proof of existence of this necessary
215 class of bent functions.
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