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Abstract: As generative Al (GenAl) technologies proliferate, the need for trust and transparency in
digital ecosystems intensifies, especially within democratic frameworks. This article investigates
decentralized Web3 mechanisms, specifically those based on blockchain, decentralized autonomous
organizations (DAOs), and data cooperatives, to establish robust detection techniques fostering
trust in GenAl. These mechanisms are explored against the backdrop of the EU-funded Horizon
Europe lighthouse project on Trustworthy Al entitled ENFIELD as foundational elements that
support content authenticity, community-driven verification, and data sovereignty, aligning with
the EU’s Al Act and Draghi Report policy framework. After a state-of-the-art deep analysis, this
article presents a multi-layered framework to address the risks associated with Al-generated
misinformation encompassing seven detection techniques of trust, including (i) federated learning
for decentralized Al detection, (ii) blockchain-based provenance tracking, (iii) Zero-Knowledge
Proofs for content authentication, (iv) DAOs for crowdsourced verification, (v) Al-powered digital
watermarking, (vi) explainable AI (XAI) for content detection, and (vii) Privacy-Preserving Machine
Learning (PPML). This approach not only strengthens Al governance through P2P frameworks but
also mitigates the socio-political impacts of Al on public trust, offering a pathway through these
seven techniques to allow resilient democratic systems in an era of increasing technopolitical
polarization.

Keywords: generative Al; decentralization; Web3; trustworthy Al blockchain; DAOs; data
cooperatives; big data; detection techniques; democracy

1. Introduction: Trustworthy AI for Whom?

The rise of generative artificial intelligence (GenAl) has introduced transformative tools capable
of generating complex, human-like content in text, imagery, and sound [1,2]. While these
technologies hold vast potential for innovation across industries, they also pose significant risks
related to trust, authenticity, and accountability. As the European Commission has globally advanced
the Al Act framework to regulate and assure "trustworthy AL" the question of clarifying trustworthy
for whom becomes increasingly urgent [3,4]. This inquiry is foundational, especially as GenAl tools

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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permeate sensitive sectors such as healthcare, law enforcement, and governance, where misuse could
erode democratic principles, spread misinformation and disinformation, or reinforce biases [5-20].

Generally speaking, the evolution of artificial intelligence (Al), particularly in its generative
forms (GenAl), has sparked both admiration for its potential and concerns over its societal impact
[21-23]. GenAl's ability to autonomously create text, images, and other forms of content challenges
not only the boundaries of creativity but also the very foundations of truth and trust in the digital era
[24,25]. GenAl has often been portrayed as a technological marvel, capable of revolutionizing
industries and improving efficiencies [11,12]. However, the “elephant in the room,” to borrow a
metaphor, is the potential for Al to erode democratic systems by flooding information channels with
highly persuasive, fabricated content [15,24]. As Amoore et al. highlight [7], the political logic of
GenAl transcends mere technicality, embedding itself into the political fabric of societies by altering
how information is produced, disseminated, and consumed. This shift challenges democratic
institutions that rely on transparency, accountability, and trust in information, prompting urgent
questions about the governance of GenAl in decentralized systems [26—41].

Against this backdrop, the European Commission’s Al Act, alongside the Draghi Report [3,4],
provides a comprehensive policy framework aimed at balancing innovation with ethical oversight in
Al systems. The Al Actintroduces a risk-based classification model, categorizing Al applications into
unacceptable, high, limited, and minimal risk levels, with tailored regulatory measures for each
category. This ensures that high-stakes sectors such as healthcare, law enforcement, and governance
adhere to stringent requirements for transparency, accountability, and human oversight.
Complementing this, the Draghi Report emphasizes Al as a strategic enabler of economic resilience,
competitiveness, and sustainability within the European Union, framing AI technologies as
infrastructure essential for diverse sectors. It underscores the importance of innovation sandboxes,
fostering experimentation while ensuring compliance with ethical standards. Together, these policy
frameworks advocate for the development of trustworthy Al systems that align technical standards
with societal values, addressing challenges such as data sovereignty, democratic resilience, and
public trust in Al-driven systems. The convergence of these policies represents Europe’s commitment
to navigating the complexities of digital transformation while safeguarding democratic integrity and
equity [42-50].

Building on these policy foundations, the research question central to this article is: Trustworthy
Al for whom (and for what)? This inquiry challenges conventional narratives of technological
neutrality, emphasizing the need to scrutinize the social, political, and economic implications of trust
in Al systems [51]. GenAl models, while transformative, introduce complex challenges, particularly
in ensuring transparency, accountability, and equity in their outputs and processes [21]. The notion
of "trustworthy AI" must move beyond technical compliance to consider whose trust is prioritized,
what ethical frameworks are employed, and how diverse stakeholders—including minority
communities —are included in decision-making processes [52-60].

In this context, the role of decentralized Web3 technologies —blockchain [61-66], decentralized
autonomous organizations (DAOs) [67], and data cooperatives [68,69] —emerges as a critical
countermeasure to the risks associated with centralized Al models [23]. Web3 structures prioritize
transparency, data sovereignty, and community participation, aligning with democratic ideals by
enabling users to directly influence Al development and governance. By distributing control across
peer-to-peer networks rather than within isolated data monopolies, these frameworks offer a
pathway to more resilient, socially accountable Al This article explores these questions through the
lens of decentralized Web3 ecosystems, focusing on how technologies like blockchain, decentralized
autonomous organizations (DAOs), and data cooperatives can redefine the governance and detection
of trust in GenAl systems. By integrating these decentralized mechanisms, the research examines
seven key techniques for fostering trust: (i) federated learning for decentralized Al creation and
detection, (ii) blockchain-based provenance tracking, (iii) zero-knowledge proofs for content
authentication, (iv) DAOs for crowdsourced verification, (v) Al-powered digital watermarking, (vi)
explainable AI (XAI) for content detection, and (vii) privacy-preserving machine learning (PPML) for
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secure content verification. These techniques collectively present a multi-layered framework for
detecting and governing GenAl outputs, emphasizing transparency, participatory governance, and
data sovereignty. The article positions these approaches as critical to addressing the socio-political
risks of Al, including misinformation, disinformation, and democratic erosion [30], while aligning
with the broader aspirations of the European Union's Al Act and the Draghi Report. Through this
exploration, the title—Trustworthy Al for Whom? GenAl Detection Techniques of Trust Through

Decentralized Web3 Ecosystems—underscores the urgency of rethinking trust in Al as a shared

responsibility that transcends traditional regulatory paradigms.

Web3 refers to a decentralized, blockchain-based ecosystem that enables peer-to-peer networks
without reliance on central authorities. The integration of Al into decentralized Web3 ecosystems
introduces further complexities [25], as these networks operate without central authority, making
traditional forms of governance and control inadequate [26,27]. The proliferation of Al-generated
content poses profound implications for democratic integrity [28-30], as the line between real and
synthetic content blurs, creating fertile ground for misinformation and disinformation. Furthermore,
these challenges are compounded by the unsustainability of current data ecosystems that underlie
GenAl [16], requiring innovative strategies for navigating the contradictions between digitalization
and sustainability [55].

This introduction sets the stage for an exploration of trust detection techniques within
decentralized Web3 ecosystems that can enhance GenAl’s democratic accountability. Through this
lens, we examine not only the technical approaches required to verify Al-generated content but also
the socio-political imperatives of establishing a multi-layered trust infrastructure. This analysis is
rooted in the collaborative efforts under the umbrella of the Horizon Europe-funded project
ENFIELD and within the AI4SI research programme supported by the Basque Foundation for
Science, which focuses on leveraging Web3 detection techniques to ensure that Al applications serve
public trust, transparency, and resilience, especially within urban and governance contexts, while
being committed to leveraging the social impact of the European regulation, including the AI Act and
the Draghi Report, by contextualizing them in each specific regional uniqueness but being committed
to fundamental rights and to equitable European digital futures.

The development of GenAl technologies has redefined trust, democratizing access to content
creation but also amplifying concerns around authenticity and misuse. As these technologies become
more pervasive, the challenge lies in determining “trustworthiness” in an environment where Al can
impersonate humans and autonomously generate realistic content. This issue is intensified by the
varying standards and perceptions of digital trust across cultural, political, and technological
contexts, leading to the pressing research question of this article. To address these complexities,
decentralized Web3 technologies—blockchain, DAOs, and data cooperatives—have gained attention
as tools for fostering transparency and safeguarding democratic integrity in digital spaces [30]. These
technologies present an alternative to centralized Al governance by embedding verification
mechanisms within peer-to-peer networks, potentially enhancing the reliability of Al-driven content
in democratic contexts.

But how to frame the research question Trustworthy Al for whom? There are four preliminary
considerations and caveats that should be acknowledged before developing the structure of this
article:

(1) Recent advances in digital watermarking present a scalable solution for distinguishing Al-
generated content from human-authored material. SynthID-Text, a watermarking algorithm
discussed by Dathathri et al. [70], provides an effective way to mark Al-generated text,
ensuring that content remains identifiable without compromising its quality. This
watermarking framework offers a pathway for managing Al’s outputs on a massive scale,
potentially curbing the spread of misinformation. However, questions of accessibility and
scalability remain, particularly in jurisdictions where trust infrastructures are
underdeveloped. SynthID-Text's deployment exemplifies how watermarking can help
maintain trust in Al content, yet its application primarily serves contexts where technological
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infrastructure supports high computational demands, leaving out communities with limited
resources.

(ii) The concept of “personhood credentials” (PHCs) provides another lens for exploring trust.
According to Adler et al. [71], PHCs allow users to authenticate as real individuals rather
than Al agents, introducing a novel method for countering Al-powered deception. This
system, based on zero-knowledge proofs, ensures privacy by verifying individuals’
authenticity without exposing personal details. While promising, PHCs may inadvertently
centralize trust among issuing authorities, which could undermine local, decentralized trust
systems. Additionally, the adoption of PHCs presents ethical challenges, particularly in
regions where digital access is limited, raising further questions about inclusivity in digital
spaces purportedly designed to be “trustworthy.”

(iii) In the context of decentralized governance, Poblet et al. [61] highlight the role of blockchain-
based oracles as tools for digital democracy, providing external information to support
decision-making within blockchain networks. Oracles serve as intermediaries between real-
world events and digital contracts, enabling secure, decentralized information transfer in
applications like voting and community governance. Their use in digital democracy
platforms has demonstrated potential for enhancing transparency and collective decision-
making. Yet, this approach is not without challenges; the integration of oracles requires
robust governance mechanisms to address biases and inaccuracies, especially when scaling
across diverse socio-political landscapes. Thus, oracles provide valuable insights into
building trustworthy systems, but their implementation remains context-dependent, raising
critical questions about the universality of digital trust.

(iv) Lastly, the discourse on digital sovereignty, as discussed by Fratini et al. [72], is integral to
understanding the layers of trust in decentralized Web3 ecosystems. Their research outlines
various digital sovereignty models, illustrating how governance frameworks vary from state-
based to rights-based approaches [73-79]. The rights-based model emphasizes protecting
user autonomy and data privacy, resonating with democratic ideals but facing practical
challenges in globalized digital economies. In contrast, state-based models prioritize national
security and centralized control, often clashing with decentralized ethos. These sovereignty
models underscore the need for adaptable governance structures that consider the diversity
of trust needs across regions, reflecting the complexities of fostering “trustworthy” Al in
decentralized contexts.

After presenting the research question in this introduction, a European policy analysis will be
carried out in the next section around Trustworthy Al through the AI Act and the Draghi report.
Stemming from this European policy analysis, the third section will present the seven techniques for
detecting trust as part of the ongoing research project within the framework of the Enfield EU
lighthouse project. The final section of the article will present several discussions and conclusions,
limitations, and future research avenues.

2. Method: The State-of-the-Art of the European Trustworthy AI Policy Analysis
Through AI Act and Draghi Report

This section explores the European Union’s policy response to the challenges and opportunities
presented by Al through the lens of two critical and timely documents: the Al Act [4,80] and the
Draghi Report [3]. As such, this methodological section aims to frame the research question by
conducting a state-of-the-art analysis of the European Trustworthy Al Policy through the AI Act and
the Draghi Report. This state-of-the-art analysis underscores the need to position Al as both an
enabler of economic growth and a guarantor of ethical, trustworthy, and socially beneficial outcomes.
The Draghi Report situates Al as a pivotal driver of economic growth, competitiveness, and resilience
across the EU. It articulates a vision where Al extends beyond being a collection of tools to becoming
an integral infrastructure underpinning diverse sectors, such as healthcare, urban development, and
governance. This transformative potential, however, comes with the shared challenge of ensuring
that Al contributes to resilient and sustainable societies while mitigating the risks of democratic
erosion and inequality. This is related to the research question of this article when asking,
"Trustworthy Al for whom?" [81].
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Complementing the Draghi Report, the AI Act introduces a comprehensive regulatory
framework aimed at balancing innovation with ethical standards. It emphasizes establishing trust in
high-stakes applications such as healthcare, law enforcement, and autonomous systems, where
societal impact is profound. The Act outlines a risk-based approach, categorizing Al systems by
potential harm and implementing oversight mechanisms accordingly.

2.1. Al Act at the Crossroads of Innovation and Responsibility

The European Union's Al Act represents a landmark effort to balance innovation with societal
protection. Its risk-based framework establishes a uniform classification of Al risks across Member
States, ensuring consistent governance while allowing flexibility to accommodate national priorities.
For technologists, the Draghi Report resonates with its call to align technical advancements with
societal priorities, urging stakeholders to build trust into the Al lifecycle. The report challenges
policymakers and practitioners alike to leverage Al in ways that bolster economic and social
resilience, aligning innovation with responsibility. This regulatory blueprint aims to harmonize
technical standards with societal needs, ensuring that innovation does not come at the expense of
ethical integrity. By promoting transparency, accountability, and explainability, the Al Act aspires to
prevent misuse and discrimination while fostering trust in Al systems. This article explores key
aspects of the Act, emphasizing the interplay between uniform standards and localized
implementation strategies as follows:

2.1.1. Risk Classification [43,95]: A Unified Framework with Tailored Enforcement

At the heart of the AI Act lies a risk classification system that categorizes Al applications based
on their potential harm. This uniform framework ensures that all Member States adhere to a shared
baseline for assessing and managing Al risks. However, the enforcement of these classifications may
differ based on national priorities [82]. For instance, while all countries are required to address high-
risk Al applications, specific sectors may receive heightened attention depending on their relevance
to the state's economic or strategic interests, which requires a deep understanding of digital rights
regarding whose stakeholders are involved in the trustworthy Al process [96-100].

2.1.2. Human Oversight [101-107]: Enhancing Governance in Critical Sectors

Human oversight remains a cornerstone of the Al Act, ensuring accountability and ethical
compliance in Al deployment. Member States have the discretion to amplify oversight measures in
sectors critical to their national interests. For example, countries with robust healthcare systems may
focus on ensuring transparency and explainability in Al-driven medical applications, whereas others
may prioritize oversight in domains such as defence or financial technology.

2.1.3. Innovation Sandboxes: Bridging Compliance and Creativity

To foster innovation while maintaining regulatory compliance, the AI Act encourages the
creation of innovation sandboxes —controlled environments where Al technologies can be tested and
refined. Countries with strong Al ecosystems or ambitious technological agendas may leverage these
sandboxes to accelerate Al adoption while adhering to ethical standards. By providing a space for
experimentation, innovation sandboxes allow Member States to remain competitive in the global Al
landscape without compromising on safety and trustworthiness.

2.1.4. Sector-Specific Priorities: Aligning Al with Regional Significance

The flexibility of the AI Act extends to addressing sector-specific priorities. Member States are
encouraged to focus on sectors of regional significance or those deemed high-risk. For example,
Germany, known for its manufacturing prowess, might emphasize Al compliance in industrial
automation, while Sweden could prioritize energy sector applications, aligning regulatory efforts
with national strengths and challenges. This approach ensures that Al regulations not only address
universal concerns but also support localized economic development.
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2.1.5. A Unified Vision with Localized Flexibility

The overarching goal of the Al Act is to foster a high level of protection across the EU while
enabling Member States to tailor their approaches to Al governance. This dual objective reflects the
EU's commitment to harmonizing innovation and responsibility. By accommodating each state's
unique priorities and industries, the AI Act provides a framework that promotes both
competitiveness and ethical integrity.

2.1.6. Toward a Balanced Future?

As Al continues to reshape societies and economies, the EU’s Al Act serves as a model for
navigating the complexities of regulation in a rapidly evolving landscape. By blending uniform risk
classification with localized flexibility, the Act ensures that Member States can address their unique
challenges while contributing to a collective vision of trustworthy and innovative AL

In Table 1, several key aspects of Al Act are examined including (i) risk classification, (ii) high-
risk Al requirements, (iii) transparency obligations, (iii) data governance, (iv) human oversight, (v)
compliance and penalties, (vi) innovation sandboxes, (vii) national Al strategies, and (viii) public

sector Al applications.

Table 1. European Trustworthy Al Policy Analysis Through AI Act [4].

EU-Wide Application

Country-Specific Focus

Aspect Under AI Act [3,4]
Individual states may
prioritize specific sectors (e.g.,
Risk Al systems are classified as healthcare in Germany,
cp e unacceptable, high, limited, transportation in the
Classification

or minimal risk.

Netherlands) where high-risk
Al applications are more
prevalent.

High-Risk AI

data quality, transparency,

Mandatory requirements for

Enforcement and oversight
approaches may vary, with
some countries opting for

Requirements
1 robustness, and oversight. stricter testing and
certification processes.
Implementation might vary,
Users must be informed with some countries adding
Transparency . . . . .
L when interacting with Al requirements for specific
Obligations N
(e.g., chatbots, deepfakes). sectors like finance (France) or
public services (Sweden).
States with stronger data
Data Data used by Al systems protection laws, like Germany,
must be free from bias and may adopt stricter data
Governance . .
respect privacy. governance and audit
practices.
Human High-risk Al requires Emphasis may vary, with
. mechanisms for human some states prioritizing
Oversight

intervention and control.

human oversight in sectors
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like education (Spain) or labor
(Italy).

Compliance and

Non-compliance can result in

While fines are harmonized,
enforcement strategies may

doi:10.20944/preprints202501.2018.v1

- fi to 6% of global .
Penalties hes Hp 1o 670 ot globa differ based on each country's
turnover.
regulatory framework.
Some countries, like Denmark
Innovation Creation of sandboxes to and Finland, have existing
Sandboxes promote safe innovation in sandbox initiatives and may
AL expand them to further
support Al development.
Countries may adapt
National Al Member States align their AI  strategies to their economic
Stratesies strategies with the AI Act's strengths (e.g., robotics in
& principles. Czechia, Al-driven fintech in
Luxembourg).
Some countries prioritize
t d ethics i
. Public services using Al ransparency anc.e .1cs.1n
Public Sector AI . , government Al applications,
.. must comply with the Act’s . o 5,5
Applications with additional guidelines

requirements.
q (e.g., Estonia and digital

services).

2.2. Draghi Report

Both the Draghi Report and the AI Act converge on a critical question: How can Al technologies
be developed and deployed in ways that support resilient, sustainable economies and societies [83—
86]? Central to this inquiry is the recognition that trustworthiness and technical excellence must go
hand in hand. From creating inclusive datasets to enabling user-friendly and context-aware
applications, these policies highlight the role of Al in shaping not only markets but also democratic
norms and citizen engagement. The Draghi Report serves as a critical policy document framing Al as
both an enabler of economic growth and a tool for addressing societal challenges. By examining the
beneficiaries and potential disparities embedded in the report’s vision, we can better understand the
socio-political dynamics of Al governance and the pathways toward equitable innovation [108-115].

2.2.1. Trustworthiness Beyond Technological Robustness

The Draghi Report underscores trustworthiness as a fundamental pillar of Al, encompassing
transparency, accountability, and ethical integrity [116]. Yet, these values are often interpreted
through the lens of technocratic frameworks, emphasizing regulatory compliance and algorithmic
reliability. While these aspects are crucial, the focus on technical standards risks sidelining the
broader social contexts in which Al systems operate. For whom, and by whom, are these systems
deemed trustworthy? This perspective shifts the debate from technological robustness to societal
inclusivity, interrogating whether current frameworks adequately address the needs of marginalized
or underrepresented groups. The report’s call for trustworthy Al resonates with high-stakes domains
such as healthcare, education, and public services, but these applications often disproportionately
impact vulnerable populations. Trust, in this sense, should be co-constructed through participatory
governance mechanisms that empower affected communities to shape the design, deployment, and
oversight of Al technologies.
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2.2.2. Economic Competitiveness vs. Ethical Equity

A central tension in the Draghi Report is its dual emphasis on fostering economic
competitiveness and maintaining ethical Al standards. This tension reflects broader policy challenges
within the EU: balancing the need to lead in the global Al race while safeguarding fundamental
rights. However, questions arise regarding whose economic interests are prioritized. Large
technology firms and well-resourced industries are better positioned to align with regulatory
frameworks, whereas smaller enterprises or non-profit initiatives may struggle to compete [29,30].
This uneven playing field raises concerns about the inclusivity of Al-driven economic growth. From
a trustworthy Al for whom perspective, policies must address these disparities by ensuring that Al
innovation benefits a broad spectrum of stakeholders, including SMEs, grassroots organizations, and
historically marginalized communities. Initiatives such as innovation sandboxes, proposed in the
Draghi Report, offer a promising avenue for bridging this gap. These controlled environments can
democratize access to cutting-edge technologies, enabling smaller actors to experiment with Al
solutions while adhering to regulatory standards.

2.2.3. Trustworthiness in High-Stakes Sectors

The Draghi Report emphasizes trustworthiness in high-stakes sectors such as healthcare, law
enforcement, and energy. While these applications promise transformative benefits, they also entail
significant risks of misuse and bias, particularly for minority and marginalized populations. For
example, Al systems deployed in healthcare must navigate complex ethical dilemmas, such as
balancing personalized treatments with equitable access. Similarly, predictive policing algorithms,
often cited as a high-risk application, have been criticized for perpetuating systemic biases [117-119].
The report’s focus on risk-based classification is a step toward mitigating these harms, but the
implementation of such frameworks requires careful consideration of social dynamics.
Trustworthiness in these contexts cannot be reduced to compliance checklists; it demands continuous
monitoring, stakeholder engagement, and mechanisms for redress. By involving affected
communities in governance processes, policymakers can ensure that Al systems serve as tools for
empowerment rather than oppression [87-93]. In several socio-political contexts, as discussed in the
Enfield project, presidential elections could also face trustworthiness challenges, particularly when it
comes to the manipulation of social media, fake news and post-truth strategies.

2.2.4. Toward a Participatory and Inclusive Vision

The Draghi Report’s framing of trustworthy Al implicitly raises the question of inclusion in
governance processes (Table 2). Who gets to define what is trustworthy, and whose voices are
excluded in these deliberations? The report highlights the importance of public trust in Al systems,
but this trust must be earned through meaningful engagement with diverse stakeholders [32,48].
Participatory approaches, such as citizen assemblies, living labs, or co-design workshops, can bridge
the gap between policymakers, technologists, and end-users, fostering a shared understanding of
AT’s societal impact. In conclusion, the Draghi Report provides a robust foundation for advancing
trustworthy Al, but its effectiveness will ultimately depend on how inclusively these principles are
implemented. By centering the trustworthy Al for whom perspective, policymakers can ensure that Al
technologies contribute to a fairer, more equitable society. The EU’s commitment to ethical AI must
go beyond regulatory compliance, embedding principles of inclusivity, equity, and justice into the
fabric of Al governance [120-124].

Table 2. European Trustworthy AI Policy Analysis Through Draghi Report [3].

Dimension Key Insights Implications
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Encompasses transparency,

Calls for participatory

Trustworthiness . . governance to ensure
. accountability, ethical ; .
Definition . . inclusivity and co-
integrity. :
construction of trust.
Uneven playing fields for
] Tension between fostering SMEs and grassroots
Economic . . .. e . .
.. innovation and maintaining initiatives; innovation
Competitiveness

ethical standards.

sandboxes as a potential
equalizer.

High-Stakes

Focus on healthcare, law
enforcement, energy; risks of

Continuous monitoring and
inclusive frameworks to
ensure systems empower

Sectors . :
bias and misuse. rather than oppress vulnerable
populations.
. . . Encourages diverse
Advocates for inclusion via &
.. o\ . stakeholder engagement to
Participatory citizen assemblies, living ) y
) align technological
Governance labs, and co-design .
advancements with
workshops. .
democratic values.
Promotes innovation while
Regulatory Balances economic growth safeguarding against tech
Frameworks with societal equity. concentration and ethical
oversights.
Emphasizes blockchain and
Risks of bias, P .
. . . . other tech as solutions to
Challenges in misinformation, and reduced .
_— I enhance accountability
Decentralization  accountability in _ .
q without compromising user
decentralized ecosystems. .
privacy.
Highlights disparities in Need for policies that ensure
Equitable economic benefits across Al benefits reach marginalized
Innovation industries and societal communities and foster
groups. equity.
. Debate over prioritizin . .
Technological <P & Shift required towards
. technological robustness vs. .
vs. Societal L . frameworks addressing
societal inclusivity in
Context underrepresented groups.

trustworthiness.

doi:10.20944/preprints202501.2018.v1

2.3. Trustworthy Al for Whom: Approaching from Decentralized Web3 Ecosystem Perspective

This state-of-the-art in this section underscores the importance of creating Al frameworks that
are trustworthy, explainable, and aligned with societal needs. As GenAl becomes increasingly
influential, there is an urgent need to ensure it serves as a force for social innovation rather than a
tool for democratic erosion [30]. By leveraging cutting-edge technologies and adopting a
transdisciplinary perspective, the EU’s approach—through the Draghi Report and Al Act—offers a
model for navigating the challenges posed by GenAl. These frameworks encourage the integration
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of innovation with ethical safeguards, bolstering the integrity of democratic systems in an
increasingly digital world [94].

2.3.1. The Challenges of Detection Techniques for Trust Through Decentralized Web3 Ecosystems

One of the fundamental challenges that GenAl presents to democratic integrity is its capacity to
produce content that is indistinguishable from human-generated material [1,2,101]. This is
exacerbated in decentralized Web3 ecosystems [125], where information flows without centralized
oversight [41]. As Tsai et al. [12] explain in their exploration of GenAl across various domains, the
sophistication of Al models has reached a point where they can mimic human creativity, making
detection increasingly difficult [126,127]. In a decentralized environment, the lack of a central
authority to verify and validate content further amplifies the problem, necessitating the development
of robust detection methodologies. Although it remains to be seen, whether decentralization actually
implies distributing power or, by contrast, is concentrated in a few tech-savvy elites [128].

In decentralized Web3 ecosystems, such as blockchain-based social media platforms
[31,49,64,65,87,88] or DAOs [38], information authenticity and trust are key to maintaining
democratic integrity. However, the very nature of these ecosystems—characterized by their peer-to-
peer architecture and absence of central control —poses a challenge for ensuring the credibility of
content. The traditional mechanisms of verification, such as third-party fact-checkers or centralized
content moderation, are ineffective in these spaces. As Magro suggests [97], emerging digital
technologies in the public sector, particularly within decentralized networks, require new
frameworks for governance, transparency, and trust [71].

2.3.2. GenAl and Disinformation/Misinformation [11]: A Perfect Storm?

The capacity of GenAl to produce convincing, yet false, content creates a perfect storm for
disinformation and misinformation. Shin et al. [11] explore how disinformation and misinformation
from GenAl influences user information processing, revealing that people often struggle to discern
Al-generated misinformation from real content [144]. This cognitive challenge becomes even more
problematic in decentralized ecosystems, where the volume of information and the lack of centralized
curation make it difficult for users to verify the authenticity of the content they encounter. In the
context of democratic systems, this creates a fertile ground for disinformation and misinformation
campaigns designed to manipulate public opinion and undermine trust in democratic institutions
[129-131].

The ability of GenAl to produce highly realistic yet false content heightens the threat of
disinformation campaigns, particularly in decentralized Web3 environments. Such campaigns have
already been used by state and non-state actors to influence democratic processes, as seen in the
disinformation tactics employed to sway public opinion during the U.S. election [76], probably due
to the recent surge of the social media platform BlueSky (a decentralized social media with a friendly
user experience). With Al amplifying these manipulative tactics, the scale and reach of disinformation
are dramatically increased, making it harder for citizens to differentiate between truthful and
misleading information. Furthermore, as the lines between media and tech platforms blur, power is
shifting from traditional media moguls to influential figures like Elon Musk and Mark Zuckerberg,
whose control over major platforms directly impacts the spread of information [77], avoiding a
pluralistic democratic debate beyond polarization [88]. This shift raises concerns over national
sovereignty, freedom of speech, and the rule of law, especially as tech companies exert increasing
influence over democratic discourse [74]. Moreover, initiatives like legislative efforts to restrict
children's access to social media platforms highlight the growing recognition of the dangers posed
by unchecked digital environments. The convergence of GenAl and decentralized ecosystems thus
necessitates new regulatory frameworks to safeguard the integrity of democratic systems from Al-
driven disinformation [132].

As noted by Farina et al. [17], the economic and societal impacts of GenAl tools are profound,
with misinformation being one of the most pressing issues. The spread of Al-generated
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misinformation can erode public trust in democratic processes, as citizens are bombarded with
conflicting and false information. This not only skews public perception but also challenges the very
foundations of democracy, which rely on informed citizenry and transparent, trustworthy
information channels [129,130].

2.3.3. Ethical Al and Accountability in Decentralized Systems

One of the central questions raised by the proliferation of GenAl in decentralized ecosystems is
accountability [133]. In traditional, centralized systems, accountability for content lies with
publishers, platforms, and regulators [108]. However, in a decentralized Web3 environment, where
content creation and dissemination occur in a peer-to-peer manner, assigning responsibility becomes
more complex. As Spathoulas et al. [134] discuss, privacy-preserving and verifiable Al processing are
essential in maintaining the balance between innovation and accountability, especially in cyber-
physical systems that interact with Al-generated content. Roio et al. [64] further highlight how
privacy-preserving selective disclosure of verifiable credentials can be employed to enhance
accountability without compromising user privacy, ensuring that entities can be held responsible
while maintaining anonymity where necessary. Similarly, Adler et al. [71] explore the importance of
personhood credentials, emphasizing the value of privacy-preserving tools in distinguishing real
individuals from Al-generated entities online. These developments signal a shift towards creating
tools and frameworks that address the accountability challenges posed by GenAl in decentralized
ecosystems, enabling both trust and privacy.

The challenge of accountability is compounded by the opacity of Al systems themselves [135].
As Guersenzvaig and Sanchez-Monedero [116] argue, the intrinsic values guiding Al research and
development are often misaligned with societal needs, creating a disconnect between the creators of
Al systems and their users. This disconnect is particularly problematic in decentralized ecosystems,
where the absence of oversight mechanisms means that harmful content can spread unchecked, with
no clear path for recourse or accountability.

2.3.4. The Role of Blockchain in AI Content Authentication

A promising solution to the problem of accountability in decentralized ecosystems is the use of
blockchain technology to trace and authenticate Al-generated content [23,27-31]. Blockchain’s
decentralized ledger system provides a transparent and immutable record of content creation and
modification, making it possible to track the provenance of Al-generated material. As Chafetz et al.
suggest [8], the integration of GenAl with open data frameworks can create a new wave of
transparency in content creation, allowing users to verify the authenticity of the information they
consume [124,136,137].

Digital watermarking techniques, which embed unique identifiers into Al-generated content,
can be further enhanced by blockchain technology [102]. These identifiers serve as a form of digital
fingerprint, allowing content to be traced back to its source and verified for authenticity. This
approach not only enhances transparency but also provides a scalable solution for detecting Al-
generated misinformation in decentralized systems, as noted by Estévez Almenzar et al. in their
glossary of human-centric Al frameworks [98].

2.3.5. Transdisciplinary Approaches to AI Governance

The complexity of GenAl's impact on democratic integrity necessitates a transdisciplinary
approach, integrating insights from fields such as cybersecurity, data ethics, and digital humanities
[138]. As highlighted by the United Nations High-level Advisory Body on Artificial Intelligence [103],
governing Al for humanity requires a multifaceted perspective that considers not only the technical
aspects of Al systems but also their societal implications. This includes addressing issues of bias,
fairness, and transparency, all of which are critical to maintaining democratic integrity in
decentralized ecosystems [42].
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Karatzogianni et al. emphasize the importance of digital citizenship in navigating the ethical and
political challenges posed by emerging technologies [50]. In the context of GenAl, this involves
creating systems that are not only technically robust but also aligned with democratic values of
transparency, accountability, and trust [14,109]. By incorporating these ethical considerations into the
design and governance of Al systems, it is possible to mitigate the risks of disinformation and
democratic erosion [139].

2.3.6. Addressing the Elephant in the Room

GenAl represents a double-edged sword in the context of decentralized Web3 ecosystems [104].
On the one hand, it offers unprecedented opportunities for innovation, creativity, and efficiency [140].
On the other hand, it poses significant risks to democratic integrity by enabling the widespread
dissemination of misinformation and disinformation. Addressing this “elephant in the room”
requires a comprehensive, transdisciplinary approach that integrates advanced detection
methodologies, blockchain-based content authentication, and ethical Al frameworks [10,19,95,117].

The integration of Al in decentralized data ecosystems [99], particularly through GenAl, has
raised significant questions about the future of democratic integrity. Trust in Al systems is crucial for
maintaining democratic integrity. In recent years, discussions surrounding Al governance have
shifted towards ensuring that Al technologies operate within ethical frameworks that protect human
rights, privacy, and public trust. As stated by the partners working in the EU-funded project AIl4Gov
[141], which focuses on implementing Al in governance structures, the trustworthiness of Al is
foundational for democratic processes. In decentralized Web3 ecosystems, trust is even more critical
due to the lack of centralized oversight. Al4Gov emphasizes the importance of developing Al systems
that are transparent, explainable, and aligned with democratic principles, thereby ensuring that Al
serves the public interest rather than undermining it.

Decentralized systems, such as those powered by blockchain technology, pose unique
challenges for Al governance. Traditional governance models, which rely on centralized authorities
to ensure accountability and transparency, are not applicable in decentralized ecosystems. In line
with what Belanche et al. argue [79], this article states that the "dark side" of Al in services can
manifest when there is no clear mechanism for accountability, leading to potential abuses of power
and erosion of public trust. This issue becomes particularly relevant in decentralized ecosystems,
where peer-to-peer networks operate without central authorities to regulate Al-generated content.

Ethical considerations are at the forefront of discussions about GenAl and its impact on
democratic systems. Buolamwini highlights the ethical dilemmas posed by Al systems, particularly
in terms of bias, discrimination, and the dehumanization of individuals [105]. These ethical concerns
are magnified in decentralized ecosystems, where GenAl can produce content without oversight. The
absence of centralized control raises questions about how to ensure that Al systems respect ethical
boundaries, particularly in terms of fairness, transparency, and accountability.

One of the key ethical challenges of GenAl is its potential to exacerbate existing inequalities. For
example, Al-generated content can perpetuate harmful stereotypes, influence public opinion, and
manipulate democratic processes. The lack of diversity in Al development teams often leads to biased
algorithms that disproportionately harm marginalized communities [110]. In decentralized systems,
where there is little oversight, these biases can go unchecked, further undermining democratic
integrity [142].

To address these ethical concerns, Al governance frameworks must incorporate principles of
fairness and accountability. In line with ongoing advancements by the ENFIELD EU-funded project
[143], which explores Al's role in shaping future governance models, decentralized systems must be
designed with ethical considerations at their core. ENFIELD project advancements advocate for the
development of Al systems that prioritize human rights, transparency, and accountability, ensuring
that Al serves as a force for social good rather than a tool for manipulation. The ability of Al to
generate content that is indistinguishable from human-produced material raises serious concerns
about the spread of false information.
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In conclusion, the challenges posed by GenAl in decentralized Web3 ecosystems demand a
robust and transdisciplinary approach to maintain democratic integrity and public trust. Building on
the EU’s regulatory framework through the Al Act and the Draghi Report, this article identifies the
necessity of advanced detection methodologies as foundational pillars of trustworthy Al governance
(Figure 1). The following seven techniques—federated learning for decentralized Al detection,
blockchain-based provenance tracking, Zero-Knowledge Proofs for content authentication, DAOs for
crowdsourced verification, Al-powered digital watermarking, Explainable AI (XAI) for content
detection, and Privacy-Preserving Machine Learning (PPML)—are presented as a comprehensive
framework to counter the risks of misinformation, disinformation, and erosion of accountability.
These techniques not only address the technical complexities but also align with ethical principles,
offering a pathway for fostering innovation while safeguarding democratic resilience in an
increasingly decentralized digital landscape.

1. Al Act
2. Draghi Report 3. Trustworthy Al [4‘ Decentralized Web3 Ecosystem]

l
5. Detection Techniques

5.1, Federated Learning

/5.2, Blockehain Tracking
Proofs.

5.3. Zero-Knowl
5.4. DAQs Verification
[5:5. Digital Watermarking]
(5.6. Explainable Al (XAl}|

5.7 MW@HE ML (PPML)

Figure 1. Bridging Methods (Al Act and Draghi Report) and Results (7 Techniques of Detection of Trust).

2.4. Justification for the Relevance and Rigor of the Methodology

The choice to examine the European Trustworthy Al Policy landscape through the dual lenses
of the Al Act and the Draghi Report is both highly relevant and methodologically rigorous, given the
current challenges posed by GenAl in decentralized ecosystems. For the readership of the journal Big
Data and Cognitive Computing, which often emphasizes computational and technical advancements,
this approach highlights the critical, timely, and novel importance of integrating perspectives beyond
pure computer scientific methodologies as the action research process has shown working in a hybrid
team of computer scientist and non-computer scientists (i.e.,, social and political scientists).
Addressing societal, ethical, and policy dimensions is not a peripheral concern but a fundamental
requirement for ensuring that Al-driven systems are trustworthy, inclusive, and aligned with
democratic values. By grounding this research in policy analysis, the methodology enriches the scope
of Big Data and Cognitive Computing, illustrating how interdisciplinary approaches can bridge the gap
between innovation and accountability in Al systems.

2.4.1. Bridging Policy and Practice for Technological Communities

Computer scientists and engineers often focus narrowly on the technological aspects of Al
development, potentially overlooking the broader societal implications. By analyzing the AI Act and
Draghi Report, this methodology contextualizes the governance mechanisms that underpin Al
systems. These policies are not just abstract regulatory frameworks, but actionable blueprints
designed to ensure that innovations align with ethical standards and democratic principles.
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Highlighting this connection makes the case for why computer scientists should engage with policy,
as it directly impacts how their (technical and social) innovations are deployed and regulated in real-
world contexts.

2.4.2. The Al Act as a Framework for Risk Classification and Ethical Safeguards

The Al Act introduces a risk-based classification model that is integral to aligning technical
innovation with societal protection. By categorizing Al systems based on risk, from minimal to high,
the Act enforces stringent measures on high-stakes applications such as healthcare, law enforcement,
and governance. For researchers in Big Data and Al, understanding this framework is critical for
designing systems that meet these regulatory benchmarks while fostering public trust. This policy-
driven alignment bridges the technical and ethical aspects of Al, making the methodology both
relevant and indispensable for advancing trustworthiness in Al systems.

2.4.3. The Draghi Report as a Vision for Strategic Resilience

Complementing the Al Act, the Draghi Report positions Al as a strategic enabler of economic
resilience and sustainability. This focus on innovation sandboxes and sector-specific priorities offers
a roadmap for experimental and regionally adaptive Al systems. For computer scientists, these
insights provide a structured way to think about scalable yet responsible innovation. The Draghi
Report's emphasis on public trust and ethical equity also aligns with the foundational principles of
decentralized ecosystems, making it a valuable reference for designing Al systems that are not only
technologically advanced but also socially accountable.

2.4.4. Policy Relevance in Decentralized Web3 Ecosystems

The integration of decentralized Web3 ecosystems into this methodological framework adds
another layer of rigor. Web3 technologies such as blockchain, DAOs, and data cooperatives represent
cutting-edge solutions for fostering transparency and data sovereignty. By situating these
technologies within the policy frameworks of the Al Act and Draghi Report, this approach offers a
robust mechanism for addressing the unique challenges posed by decentralized environments, such
as misinformation, data misuse, and democratic erosion. This analysis is particularly relevant for
computer scientists working on Web3 technologies, as it provides a roadmap for embedding trust
and accountability into their systems.

2.4.5. Advancing Detection Techniques of Trust

The methodology extends beyond policy analysis to operationalize its findings through seven
advanced detection techniques. These techniques are rooted in state-of-the-art technological
solutions. They offer a comprehensive toolkit for countering the risks associated with GenAl,
particularly in decentralized contexts. For computer scientists, these techniques are not just
theoretical constructs but practical solutions that can be directly implemented in their systems.

2.4.6. A Transdisciplinary Perspective for a Complex Problem

Finally, this methodology is inherently transdisciplinary, combining insights from policy
analysis, computer science, and social sciences. This holistic perspective ensures that the research not
only advances technical innovation but also addresses the broader societal, ethical, and democratic
implications of Al technologies. For reviewers in Big Data and Cognitive Computing, this approach
underscores the necessity of integrating policy analysis into technological research to create systems
that are not only innovative but also equitable and trustworthy.

In conclusion, the methodological framework centered on the Al Act and Draghi Report
provides a robust foundation for addressing the complex interplay between technological innovation
and societal impact. By bridging policy analysis with practical detection techniques, it offers a
comprehensive approach to advancing trustworthy AI in decentralized ecosystems. This
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methodology is highly relevant for computer scientists, as it equips them with the insights and tools
needed to navigate the regulatory and ethical landscape of Al development.

3. Results: Seven Detection Techniques of Trust ThSrough Decentralized Web3
Ecosystems

Building upon the comprehensive analysis of the Al Act [4,80] and Draghi Report [3], which
collectively establish the foundational frameworks for European Trustworthy Al governance, the
transition from policy to practice becomes imperative. These policies underscore the critical need for
Al systems that balance innovation with ethical and societal responsibilities, particularly in
decentralized Web3 ecosystems where traditional oversight mechanisms are challenged. The
frameworks discussed in the Methods section highlight the EU's commitment to transparency,
accountability, and inclusivity. However, addressing the operational challenges of trust in
decentralized environments requires actionable methodologies.

To address the trust deficit in GenAl, decentralized Web3 mechanisms offer innovative solutions
by leveraging their inherent features of transparency, immutability, and peer-to-peer governance.
Blockchain technology provides a robust foundation for establishing content provenance, ensuring
that information can be traced to its origin with a transparent, tamper-proof ledger. DAOs facilitate
community-driven verification processes, enabling collective oversight that aligns with democratic
values and reduces reliance on centralized authorities. Additionally, data cooperatives empower
individuals and communities by granting them control over their data, fostering trust through
participatory governance and ethical stewardship [23]. Together, these decentralized mechanisms
challenge traditional approaches to trust and accountability, offering scalable, resilient frameworks
to detect and mitigate Al-generated misinformation and disinformation while maintaining alignment
with the ethical imperatives outlined in the Al Act and Draghi Report.

This section introduces seven advanced detection techniques as a practical bridge from the
theoretical underpinnings of Trustworthy Al to the operational realities of combating disinformation,
ensuring content authenticity, and fostering democratic resilience. These techniques—federated
learning, blockchain-based provenance tracking, Zero-Knowledge Proofs, DAOs for crowdsourced
verification, digital watermarking, Explainable Al (XAI), and Privacy-Preserving Machine Learning
(PPML) [144] —serve as a toolkit to uphold trust, transparency, and accountability in Al applications,
aligning with the principles set forth in the AI Act and Draghi Report. By operationalizing these
techniques, this article navigates the pathway from policy analysis to tangible solutions that
safeguard democratic systems in the face of GenAl's transformative potential [145-148].

These seven detection techniques outlined in this study were systematically identified and
developed under the framework of the ENFIELD Horizon Europe project, which seeks to establish
trustworthy Al governance through innovative, decentralized methodologies. ENFIELD, bringing
together computer scientists and political and social scientists, provides a transdisciplinary platform
that integrates insights from policy, technology, and societal impact to tackle the challenges of Al in
decentralized Web3 ecosystems. These techniques—federated learning, blockchain-based
provenance tracking, zero-knowledge proofs, DAOs, digital watermarking, explainable Al, and
privacy-preserving machine learning —were chosen for their alignment with the project’s mission to
foster transparency, accountability, and participatory governance. Each technique was rigorously
evaluated in terms of its applicability to the EU’s AI Act and Draghi Report, ensuring they are both
operationally feasible and ethically sound. This integration underscores ENFIELD’s commitment to
bridging theoretical frameworks with real-world applications, enabling scalable solutions that
address misinformation, democratic erosion, and public trust deficits in Al systems. By embedding
these detection mechanisms into the broader policy landscape, the ENFIELD project not only
operationalizes the principles of the AI Act and Draghi Report but also positions Europe as a global
leader in trustworthy AI governance, while in North America, there is a strong appetite for such
technical and social experimentation [11,29,33,128]. This Big Data and Cognitive Computing article aims
to open up a new entrepreneurial research avenue by exploring the robust Trustworthy Al European
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regulatory framework as well as incorporating a proactive entrepreneurial approach for socio-
technical initiatives taking place in North America.

Against this backdrop, the rise of decentralized Web3 ecosystems presents unique challenges to
the detection of Al-generated content and the establishment of trust in such environments while
fostering social innovation [149] as was the case with the previous buzz around smart cities [150-
153]. Unlike traditional centralized systems, where oversight and governance are clearly defined,
decentralized systems rely on peer-to-peer networks, leaving the authenticity and trustworthiness of
information to be validated by the users themselves. As GenAl continues to evolve, its capacity to
produce convincing yet fabricated content makes it increasingly difficult to detect disinformation,
posing risks to democratic integrity, particularly spread from highly concentrated groups of people
giving rise to the relevance of Al urbanism in post-smart cities momentum [154-158].

Detection of Al-generated content is crucial for preserving trust in decentralized Web3
ecosystems. As Eubanks notes [159], the automation of high-tech tools, including Al has historically
been employed to profile, police, and punish marginalized groups. This power dynamic becomes
even more problematic when applied to decentralized networks, where there is no central authority
to govern the flow of information. Without reliable detection tools, Al-generated disinformation can
quickly undermine the credibility of decentralized platforms, exacerbating social inequalities and
eroding trust in the system [160-164].

Web3 ecosystems rely on distributed nodes and smart contracts, which complicates the
development of reliable detection frameworks [145]. However, detecting Al-generated
disinformation in a decentralized environment remains an unresolved issue, requiring innovative
approaches that balance privacy, security, and verification [13,66,90,146].

Trust is the backbone of any democratic process, and it becomes even more critical in
decentralized ecosystems where traditional forms of oversight are absent. Gohdes [163], in Repression
in the Digital Age, highlights the ways in which states have historically employed digital tools for
surveillance and censorship, which are increasingly integrated into decentralized systems [160]. The
diffusion of power in decentralized networks makes it easier for bad actors to spread disinformation
without accountability. This poses a significant threat to public trust, as users struggle to discern
authentic content from Al-generated misinformation. As the HAI notes [13,147], trust in Al systems
is contingent on their transparency and explainability, both of which are challenging to implement
in decentralized networks. The absence of centralized control complicates efforts to establish
verification protocols, making it essential to develop new methods for detecting and authenticating
content in decentralized Web3 ecosystems.

Here there is the list of seven techniques of trust through Decentralized Web3 ecosystems
studied in light of the ENFIELD EU project [143]:

Table 3. Seven Detection Techniques of Trust through Decentralized Web3 Ecosystems.

Techniques Description

T1. Federated Learning for Collaborative AI model training across decentralized
Decentralized Al Detection platforms, preserving privacy without sharing raw data.

Blockchain technology records content creation and
dissemination, enabling transparent tracking of content
authenticity.

T2. Blockchain-Based
Provenance Tracking

T3. Zero-Knowledge Proofs Cryptographic method to verify content authenticity
for Content Authentication without revealing underlying private data.

T4. Decentralized
Autonomous Organizations
(DAOs) for Crowdsourced
Verification

Crowdsourced content verification through DAOs,
allowing communities to collectively vote and verify
content authenticity.

T5. AI-Powered Digital Embedding unique identifiers into Al-generated content to
Watermarking trace and authenticate its origin.
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Té6. Explainable AI (XAI) Provides transparency in Al model decision-making [164],
for Content Detection explaining why content was flagged as Al-generated.

T7. Privacy-Preservin . e .
y 5 Enables secure detection and verification of content while

Machine Learning (PPML) . ) . .
preserving user privacy, leveraging homomorphic
for Secure Content . .
P encryption and other techniques.
Verification

Each technique aligns with the ENFIELD project’s goals of fostering transparency,
accountability, and privacy in Al detection across urban decentralized systems, helping bolster public
trust [143].

The seven detection techniques presented in this article are not mutually exclusive; rather, they
represent a cohesive and complementary framework for fostering trust in decentralized Web3
ecosystems. Each technique addresses a unique aspect of trustworthiness—ranging from privacy
preservation to transparency, traceability, and participatory governance—and their integration
amplifies their collective effectiveness. For example, T1 can be enhanced with T7 techniques to ensure
secure and decentralized model training. Similarly, T2 can work in tandem with T3 to validate
content authenticity while maintaining user privacy. T5 benefits from T2 to ensure traceability, while
T6 provides transparency for T4. These synergies exemplify the ENFIELD Horizon Europe project’s
focus on leveraging interdisciplinary approaches to operationalize the principles of the Al Act and
Draghi Report. By combining these techniques, decentralized AI governance can address the
multifaceted challenges of misinformation, disinformation, and democratic erosion, delivering
scalable and ethically aligned solutions to safeguard public trust.

3.1. Federated Learning for Decentralized Al Detection (T1)

Federated learning represents a transformative methodology for decentralized Al detection,
aligning with the AI Act’s focus on safeguarding user privacy while promoting innovation [4,80]. By
enabling multiple decentralized nodes to collaboratively train Al models without sharing raw data,
federated learning ensures that sensitive information remains local, addressing privacy concerns
emphasized in the Draghi Report [3] and supporting the privacy-preserving goals of the ENFIELD
Horizon Europe project [143]. This technique addresses the operational challenge of balancing
decentralized governance with global model accuracy. For instance, as Burton et al. [165] emphasize,
collective intelligence frameworks benefit from federated learning’s ability to refine detection
capabilities without the need for centralized control.

A practical European example of federated learning can be seen in the GAIA-X (www.gaia-x.eu)
initiative, which promotes secure and decentralized data ecosystems for industries across Europe.
GAIA-X leverages federated approaches to enable cross-border data sharing while maintaining strict
data protection standards, aligning with the EU's General Data Protection Regulation (GDPR) and
the AI Act's principles. By pooling decentralized resources, federated learning enhances
disinformation detection while fostering autonomy within Web3 ecosystems. This scalability enables
trust-building across decentralized networks, ensuring compliance with the EU’s emphasis on
transparency and user-centric AL

3.2. Blockchain-Based Provenance Tracking (T2)

Blockchain provides a transparent, immutable ledger that enables robust provenance tracking
for Al-generated content, aligning with the Al Act’s requirement for traceability in high-risk Al
applications and the Draghi Report’s emphasis on transparency [3,4,80]. By recording every instance
of content creation, modification, and dissemination, blockchain ensures the authenticity and
accountability of digital information. This approach directly addresses the ENFIELD Horizon Europe
project’s objective of fostering public trust in decentralized ecosystems. As Lalka [166] and Li [167]
note, blockchain’s application in tracking content provenance is pivotal in combating misinformation.
By embedding digital signatures or hash functions, blockchain provides a verifiable trail of content
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origin, ensuring stakeholders can distinguish authentic from manipulated materials, which is critical
for maintaining trust in decentralized Al governance.

A practical European example is the OriginTrail project (www.originaltrail.io), which employs
blockchain technology to ensure the traceability of data and products in supply chains across Europe.
OriginTrail’s decentralized knowledge graph leverages blockchain to authenticate the provenance of
goods, ranging from food to pharmaceuticals, ensuring compliance with EU regulations.

3.3. Zero-Knowledge Proofs (ZKPs) for Content Authentication (T3)

ZKPs exemplify the EU’s dual commitment to innovation and data protection as outlined in the
Al Act and Draghi Report [3,4,80]. ZKPs enable the verification of Al-generated content’s authenticity
without disclosing sensitive details, ensuring compliance with the privacy-first approach
championed by the ENFIELD Horizon Europe project [143]. This technique is particularly relevant
for decentralized ecosystems, where users demand confidentiality and transparency. As Medrado
and Verdegem argue [168], cryptographic tools like ZKPs are vital for addressing the ethical
challenges of decentralized governance. By allowing platforms to confirm content authenticity while
protecting proprietary information, ZKPs provide a scalable solution that fosters trust and aligns with
the EU’s focus on inclusive and secure Al systems.

A European example of ZKP application can be found in the European Blockchain Services
Infrastructure (EBSI) (https://digital-strategy.ec.europa.eu/en/policies/european-blockchain-
services-infrastructure), an initiative led by the European Commission and the European Blockchain
Partnership (EBP). EBSI integrates ZKPs to enhance data security and privacy across multiple use
cases, including verifying digital credentials for education and cross-border administrative processes.
By enabling institutions to confirm the authenticity of diplomas or professional certifications without
exposing personal data, EBSI demonstrates how ZKPs can address privacy concerns while ensuring
trust in decentralized systems.

3.4. DAOs for Crowdsourced Verification (T4)

DAOs democratize the verification of Al-generated content, reflecting the Draghi Report’s call
for participatory governance and the Al Act’s emphasis on inclusivity [3,4,80]. By integrating peer
review mechanisms, voting systems, and reputation scores, DAOs empower communities to
collectively assess content authenticity, fostering trust in decentralized networks. This community-
driven approach resonates with the ENFIELD Horizon Europe project’s objective to embed trust
within local ecosystems [143]. As Mejias & Couldry [169] highlight, DAOs counteract the
concentration of power in digital platforms by decentralizing decision-making. This framework
democratizes Al governance, creating a collaborative and transparent system for content verification
that directly aligns with EU regulatory goals.

A European example of DAOs in practice is Aragon (https://www .aragon.org/), an open-source
platform that provides tools for creating and managing decentralized organizations. Founded in
Spain and widely adopted across Europe, Aragon enables communities to set up DAOs for
collaborative decision-making and governance. For instance, it has been used in environmental
projects where stakeholders collectively verify the authenticity of sustainability claims and vote on
funding allocations.

3.5. Al-Powered Digital Watermarking (T5)

Al-powered digital watermarking embeds unique identifiers into Al-generated content,
ensuring traceability throughout its lifecycle. This technique directly supports the AI Act’s
transparency obligations and the Draghi Report’s emphasis on accountability in high-risk
applications [3,4,80]. By providing a digital fingerprint, watermarking enables real-time detection
and verification of content authenticity.

This approach advances the ENFIELD Horizon Europe project’s goals by ensuring that all Al-
generated materials within decentralized systems remain identifiable and verifiable. As Murgia notes
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[170], digital watermarking enhances the ethical deployment of Al by making alterations traceable,
thus addressing concerns over content manipulation in decentralized networks.

A European example is the C2PA (Coalition for Content Provenance and Authenticity) initiative
(https://c2pa.org/), which includes European stakeholders and collaborates on open standards for
embedding metadata and watermarks in digital media. For instance, Adobe, a key participant in
C2PA, has partnered with European media organizations to pilot digital watermarking solutions that
help verify the origin and integrity of visual content. These efforts align with the EU’s regulatory
focus on combating misinformation and ensuring content authenticity, particularly in journalism and
digital communications.

3.6. Explainable AI (XAI) for Content Detection (T6)

XAI enhances transparency by clarifying Al decision-making processes, a core principle of the
Al Act and Draghi Report [3,4,80]. By providing insights into why specific content was flagged as Al-
generated or misinformative, XAl fosters public trust in decentralized systems.

This technique aligns with the ENFIELD Horizon Europe project’s focus on explainability as a
cornerstone of ethical AL. As Johnson & Acemoglu argue [171], transparent Al systems are essential
for sustaining public trust and democratic resilience. XAl bridges the gap between technical
robustness and societal understanding, ensuring accountability and adherence to EU principles in
decentralized Al ecosystems.

A European example is the Horizon 2020 Trust-Al project (www trustai.eu), which focuses on
developing explainable and trustworthy AI models across various sectors, including healthcare,
finance, and public administration. For instance, in the healthcare domain, Trust-Al collaborates with
European institutions to implement XAI systems that explain diagnostic decisions made by Al-
powered tools, enabling medical professionals to validate and trust the outputs. This work aligns
with EU principles by ensuring that Al systems remain transparent, interpretable, and accountable.

3.7. Privacy-Preserving Machine Learning (PPML) for Secure Content Verification (T7)

PPML enables Al models to verify content authenticity without compromising user privacy,
reflecting the Al Act’s data protection requirements and the Draghi Report’s focus on equitable
innovation [3,4,80]]. Techniques such as homomorphic encryption and secure multi-party
computation allow sensitive data to remain secure while enabling robust analysis.

PPML supports the ENFIELD Horizon Europe project’s vision of decentralized and privacy-
focused Al systems. As Rella et al. emphasize [172], integrating PPML into federated learning ensures
that detection processes are both secure and ethical. This approach fosters user trust and addresses
operational challenges in decentralized ecosystems, aligning with EU mandates for trustworthy and
inclusive AL

A European example of PPML in practice is the MUSKETEER project (www.musketeer.eu),
funded under the EU Horizon 2020 program, which focuses on developing privacy-preserving
machine learning frameworks for industrial and societal applications. MUSKETEER integrates
homomorphic encryption and secure multi-party computation to enable collaborative model training
across organizations without exposing sensitive data. For instance, it has been piloted in the
healthcare sector to allow hospitals across Europe to train Al models on patient data while complying
with GDPR and safeguarding privacy.

The seven techniques collectively operationalize the EU’s regulatory principles as outlined in
the Al Act and Draghi Report, bridging policy frameworks with actionable methodologies [3,4,80].
They align with the Enfield Horizon Europe project’s mission to advance decentralized governance,
privacy, and public trust in Al systems [143]. By integrating these techniques, decentralized Web3
ecosystems can ensure transparency, accountability, and resilience against Al-driven challenges
while adhering to the EU’s commitment to fostering ethical and innovative Al environments.

The seven European examples underscore that Trustworthy Al is designed not just for
governments and regulatory bodies but for a diverse set of stakeholders. This inclusivity is central to
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the EU’s approach, as reflected in the Al Act and Draghi Report. The examples reveal that
Trustworthy Al benefits multiple audiences as we can observe in Table 4 that respond to the Research
Question of this article: Trustworthy Al for Whom?

Table 4. Trustworthy Al for Whom? Responding to the Research Question per Each of the Seven Detection
Techniques of Trust.

Response to the
Technique European Example Research Question Trustworthy Al for Whom?

End Users and Citizens:

T1. Federated e . . Projects like GAIA-X
. GAIA-X initiative promoting secure ~ Supports user-centric data .
Learning for ) . . (federated learning) focus on
. and decentralized data ecosystems sharing and privacy . )
Decentralized ) . user-centric designs that
. www.gaia-x.eu compliance across Europe .
Al Detection prioritize transparency and
data privacy.
Communities and
Organizations: Tools like
T2. Blockchain- _ . . ; . . . .. OriginTrail (blockchain-based
crehain OriginTrail project ensuring data and Enhances product authenticity riginTrail (bloc chain-base
Based e . . provenance tracking) ensures
product traceability and trust in supply chains for ..
Provenance .. o ; ) that organizations and
. www.originaltrail.io consumers and industries
Tracking consumers can trust the
authenticity of data and
products.
Regulators and
Policymakers: By embedding
European Blockchain Services EU principles into operational
T3. Zero- Infrastructure (EBSI) for credential frameworks, initiatives like
Knowledge verification Ensures privacy and security  the European Blockchain
Proofs for https://digital- for credential verification in Services Infrastructure (EBSI)
Content strategy.ec.europa.eu/en/policies/euro education and public services demonstrate that Trustworthy
Authentication pean-blockchain-services- Al aids regulators in
infrastructure enforcing compliance while
maintaining transparency and
inclusivity across borders.
Communities and
Organizations: Tools like
T4. DAOs for Aragon platform enabling Empowers communities with ~ Aragon (DAOs) empower
Crowdsourced collaborative decentralized governance participatory governance and decentralized decision-
Verification https://www.aragon.org/ collaborative decision-making making, fostering

collaborative governance
among community members.

Industry and Innovation
Ecosystems: Projects like
C2PA (digital watermarking)
T5. AI-Powered C2PA initiative embedding metadata  Improves traceability and  support industrial and media
Digital and watermarks in digital media  content authenticity for media  ecosystems by providing
Watermarking https://c2pa.org/ and journalism robust frameworks. These
initiatives promote innovation
while adhering to ethical
guidelines.
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End Users and Citizens:
Projects like Trust-AI (XAI)
focus on user-centric designs

T6. Explainabl
xpraable Horizon 2020 Trust-Al project Enhances transparency and  that prioritize transparency

AI (XAD £
C(onte)ntor developing explainable Al models trust in Al decision-making for and data privacy. Citizens
. www.trustai.eu users and professionals ~ gain trust in Al systems when
Detection . .
these systems explain their
decisions, safeguard personal
data, and remain accountable.
Industry and Innovation
Ecosystems: Projects like
T7. Privacy- MUSKETEER (PPML)
P . . a1
reserYlng MUSKETEER project creating privacy- N support mdu.st.rla ecosystems
Machine . . . Ensures secure Al training and by providing robust
. preserving machine learning . . . .
Learning compliance with privacy laws  frameworks for privacy-
frameworks . , .
(PPML) for for industry stakeholders preserving analysis and
www.musketeer.eu o
Secure Content content authentication. These
Verification initiatives promote innovation
while adhering to ethical
guidelines.

4. Discussion and Conclusion
4.1. Discussions and Conclusions

The emergence of GenAl and its integration into decentralized Web3 ecosystems presents both
transformative opportunities and profound challenges. This article has explored the tension between
fostering innovation and ensuring democratic accountability through the lens of Trustworthy Al
Framed by the research question, “Trustworthy Al for whom?”, this inquiry has been situated within
the context of the Al Act, the Draghi Report, and the ENFIELD Horizon Europe project. It argues that
trust in Al systems must transcend compliance frameworks and technical excellence. Instead, it must
prioritize inclusivity, societal equity, and participatory governance.

The seven detection techniques of trust—federated learning, blockchain-based provenance
tracking, Zero-Knowledge Proofs (ZKPs), DAOs, Al-powered digital watermarking, Explainable Al
(XAI), and Privacy-Preserving Machine Learning (PPML)—demonstrate the potential of
decentralized mechanisms to enhance transparency, accountability, and public trust. These
methodologies align closely with the regulatory aspirations of the AI Act and the strategic
imperatives outlined in the Draghi Report, offering actionable pathways to operationalize trust in Al
ecosystems.

Critically, these detection methodologies address a central challenge identified in both policy
frameworks: balancing innovation with ethical and societal responsibilities. Tools such as DAOs and
federated learning emphasize the importance of participatory governance, challenging the issue of
"technological paternalism," as discussed by Merchant [173], where the beneficiaries of Al are often
determined without sufficient input from marginalized groups. Integrating end-user perspectives
into the development of decentralized Web3 tools could foster greater public trust, ensuring that
these systems genuinely serve the communities they aim to empower.

The examples presented in this study highlight the broad applicability of Trustworthy Al to
diverse stakeholders. End Users and Citizens benefit from initiatives like GAIA-X (federated learning)
and Trust-Al (XAI), which prioritize transparency and privacy, empowering individuals to
understand and trust Al systems. Communities and Organizations gain from decentralized governance
mechanisms such as Aragon (DAOs) and OriginTrail (blockchain-based provenance tracking),
fostering collaborative decision-making and trust in data authenticity. Industry and Innovation
Ecosystems are supported by tools like C2PA (digital watermarking) and MUSKETEER (PPML), which
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provide robust frameworks for privacy-preserving analysis and content authentication while
adhering to ethical standards. Finally, Regulators and Policymakers are aided by frameworks such as
EBSI, which ensure privacy and compliance while maintaining transparency and inclusivity.

Equally significant is the need to shift from theoretical frameworks to practical implementation.
As Sieber et al. emphasize [174], the success of Al governance relies on the public actively engaging
with these technologies. Enhancing user experience (UX) is key to this engagement. For instance,
sophisticated but intuitive tools that communicate the functionality of blockchain-based provenance
tracking or Al-powered watermarking could bridge the gap between technical innovation and
societal adoption. Similarly, improving the explainability of Al decision-making through XAI could
demystify complex processes, fostering trust among diverse stakeholder groups.

Ultimately, the success of decentralized Web3 ecosystems depends on how effectively these tools
are adapted to regional, cultural, and societal contexts. As Tung observes [175], the future trajectory
of Al governance will be shaped by its capacity to reconcile universal principles with localized needs.
By fostering multistakeholder collaboration, the ENFIELD Horizon Europe project provides a
valuable framework for integrating decentralized governance tools with public values, ensuring that
Al remains a democratic enabler rather than a disruptor.

In conclusion, Trustworthy Al, as conceptualized and operationalized in this article, serves as a
framework for inclusivity, equity, and transparency. The seven detection techniques outlined in this
research demonstrate how Al systems can align with societal values while addressing the
complexities of decentralized environments. By combining the regulatory guidance of the Al Act and
Draghi Report with innovative, practical tools, this article outlines a pathway to ensure that Al
becomes a tool for societal empowerment rather than disruption. Trustworthy Al, ultimately, is Al
for everyone —serving diverse stakeholders and reinforcing the democratic principles that underpin
its development.

4.2. Limitations

Despite its contributions, this study acknowledges several limitations in the development and
deployment of trustworthy Al in decentralized Web3 ecosystems.

(1) Technical and Operational Challenges: Many of the techniques discussed, such as federated
learning and PPML, require advanced computational infrastructure (Quantum Computing)
and significant technical expertise. Their deployment in resource-constrained environments
may be limited, perpetuating global inequalities in digital access and trust frameworks.

(if) Ethical and Governance Gaps: While tools like DAOs and blockchain foster transparency and
decentralization, they raise ethical concerns regarding power concentration among
technologically savvy elites [128]. As recently noted by Calzada [128] and supported by Al
hype approach by Floridi [176], decentralization does not inherently equate to
democratization; instead, it risks replicating hierarchical structures in digital contexts.

(iii) Regulatory Alignment and Enforcement: The Al Act and the Draghi Report provide robust
policy frameworks, but their enforcement mechanisms remain uneven across EU member
states. This regulatory fragmentation may hinder the uniform implementation of the
detection techniques proposed.

(iv) Public Awareness and Engagement: A significant barrier to adoption lies in the public’s
limited understanding of decentralized technologies. As Medrado and Verdegem highlight
[168], there is a need for more inclusive educational initiatives to bridge the knowledge gap
and promote trust in Al governance systems.

) Emergent Risks of Al: GenAl evolves rapidly, outpacing regulatory and technological
safeguards. This dynamism introduces uncertainties about the long-term effectiveness of the
proposed detection techniques.

4.3. Future Research Avenues

To address these limitations and advance the discourse on trustworthy Al, future research
should explore the following avenues:
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(i) Context-Specific Adaptations: Further research is needed to tailor decentralized Web3 tools
to diverse regional and cultural contexts. This involves integrating local governance norms
and socio-political dynamics into the design and implementation of detection frameworks.

(ii) Inclusive Governance Models: Building on the principles of participatory governance
discussed by Mejias and Couldry [169], future studies should examine how multistakeholder
frameworks can be institutionalized within decentralized ecosystems. Citizen assemblies,
living labs, and co-design workshops offer promising methods for inclusive decision-
making.

(iii) User-Centric Design: Enhancing UX for detection tools such as digital watermarking and
blockchain provenance tracking is crucial. Future research should focus on creating user-
friendly interfaces that simplify complex functionalities, fostering greater public engagement
and trust.

(iv) Ethical and Legal Frameworks: Addressing the ethical and legal challenges posed by
decentralized systems requires interdisciplinary collaboration. Scholars in law, ethics, and
social sciences should work alongside technologists to develop governance models that
balance innovation with accountability.

v) Al Literacy Initiatives: Expanding on Sieber et al. [174], there is a need for targeted
educational programs to improve public understanding of Al technologies. These initiatives
could focus on empowering marginalized communities, ensuring equitable access to the
benefits of Al

(vi) Monitoring and Evaluation Mechanisms: Future studies should investigate robust metrics
for assessing the efficacy of detection techniques in real-world scenarios. This includes
longitudinal studies to monitor their impact on trust, transparency, and accountability in
decentralized systems.

(vii)  Emergent Technologies and Risks: Finally, research should anticipate the future trajectories
of Al and Web3 ecosystems, exploring how emerging technologies such as quantum
computing or advanced neural networks may impact trust frameworks.

(viii)  Learning from Urban Al A potentially prominent field is emerging around the concept of
Urban Al, which warrants further exploration. The question "Trustworthy Al for whom?”
echoes the earlier query "Smart City for whom?”, suggesting parallels between the challenges
of integrating Al into urban environments and the broader quest for trustworthy Al [177-
182]. Investigating the evolution of Urban Al as a distinct domain could provide valuable
insights into the socio-technical dynamics of trust, governance, and inclusivity within Al-
driven urban systems [183-185].

This article underscores the critical importance of trustworthy Al in navigating the complexities
of GenAl and decentralized Web3 ecosystems [186]. By aligning with the Al Act, Draghi Report, and
the objectives of the ENFIELD Horizon Europe project, the proposed detection techniques provide
actionable pathways to strengthen democratic resilience and societal trust. However, achieving this
vision requires a continued commitment to multistakeholder collaboration, inclusive governance,
and user-centric innovation. As the field evolves, integrating diverse perspectives and addressing
emerging challenges will be pivotal in ensuring that Al serves as a force for equitable and sustainable
societal transformation [187-196].
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