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1 Featured Application: Localization of a wireless track and trace device communicating over
2 Sigfox and using nearby Wi-Fi access points as references.

s Abstract: Supply chain management requires regular updates of the location of assets, which can
s be enabled by low power wide area networks, such as Sigfox. While it is useful to localize a device
s simply by its communication signals, this is very difficult to do with Sigfox because of wide area
¢ and ultra narrowband nature. On the other hand, installing a satellite localization element on the
»  device greatly increases its power consumption. We investigated using information about nearby
s Wi-Fi access points as a way to localize the asset over the Sigfox network, so without connecting
o to those Wi-Fi networks. This paper reports the location error that can be achieved by this type of
1o outdoor localization. By using a combination of two databases, we could localize the device on all
1 36 test locations with a median location error of 39 m. This shows that the localization accuracy of
1z this method is promising enough to warrant further study, most specifically the minimal power
13 consumption.

1« Keywords: localization; internet of things; low power wide area networks; Wi-Fi; sigfox;
s fingerprinting

¢ 1. Introduction

"

17 The location of an asset at a given time is an important piece of information in supply chain
1= management [1-3]. Hillbrand and Schoech [4] divide tracking and tracing of assets into two categories:
1o discrete and continuous. The discrete category relies on barcodes and Radio Frequency Identification
20 (RFID) approaches to know when a specific asset is at a predefined location. The continuous category
=z relies on a Global Navigation Satellite System (GINSS) such as the Global Positioning System (GPS) to
22 establish the location of the asset and a cellular data connection to communicate this location with
= the management software. Kandel ef al. [5] define a subcategory to continuous tracking, called the
22 quasi-continuous tracking. In this subcategory, the management software continuously tracks a vehicle,
2 while the vehicle has knowledge about the assets it carries through discrete tracking. Oliveira et al. [6]
26 present and discuss a number of recent quasi-continuous tracking solutions.

27 In an Internet of Things scenario, assets would have a permanent connection to the internet
2s themselves, rather than through a hub in the transportation vehicle. This allows the owner of the
20 assets to be independent of the transporter. While this connection can in theory be a cellular data
30 connection, in practice the energy requirements for such connections limit its applicability only to
a1 assets that are large enough to carry additional batteries for this connection. Low Power Wide Area
sz Networks (LPWAN) propose to reduce the energy requirement of the mobile data connection, albeit at
;s reduced data rates [7].
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34 Sigfox [8] is one of the major players in the LPWAN market. It uses an ultra narrow band (UNB)
s channel of 100 Hz with a Differential Binary Phase Shift Keying (BPSK) modulation operating on
36 the 868 MHz telecommunication frequency in Europe. This frequency does not require a license for
sz operating Short Range Devices (SRD), defined as devices with a limited transmission power. To comply
s with these regulations, a Sigfox device can only transmit 140 messages of 12 B each on a single day at
s 100bit/s. The communication range is around 30 km outside cities and 3 km inside cities [7,9]. In this
«0 article, we present our idea of enabling localization of a device using the 12 B payload limit of Sigfox.
a Localization based on wireless communication can be split into three categories: proximity;
a2 geometry, or trilateration or triangulation; and pattern recognition, also referred to as scene analysis or
a2 fingerprinting [10]. Proximity localization assumes that a mobile unit is at or near the location of the
« gateway with which it is connected. It depends on the range of the communication method. Proximity
a5 localization is often used in Radio Frequency Identification (RFID) scenarios, which have a limited
s range [11]. If the range increases, the mobile unit can be in communication with multiple gateways,
«z which allows more sophisticated estimation of the mobile unit’s location. These types of estimation
s quickly approach the trilateration technique. Trilateration, a type of geometric localization, estimates
4 the distance between the mobile unit and multiple gateways. These distance estimates can be based
so on the time of flight of the signal [12], or based on the attenuation of the signal when received by
s either the mobile unit or the gateways [13]. Triangulation, as opposed to trilateration, estimates the
s2 angle of arrival of the received signal through an antenna array. Pattern recognition, most commonly
ss  known in the localization community as fingerprinting, consists of comparing a snapshot of the current
s« environment with a database of such snapshots linked to known locations [14].

55 Wi-Fi fingerprinting is excellently reviewed by He and Chan [15]. It consists of an offline phase,
ss during which a site survey is conducted, resulting in a fingerprint database, and an online phase, during
s»  which a mobile unit is actually localized by comparing its fingerprint measurements with the database.
s« A fingerprint, in the case of Wi-Fi, is a list of all nearby Wi-Fi access points, paired with their received
ss signal strength at the mobile unit. One thing to consider in Wi-Fi fingerprinting is in how to compare
e the fingerprint created by the mobile unit with the fingerprints in the database. Torres-Sospedra
e1 et al. [16] provide an overview of 51 distance metrics that could be used for this comparison. Another
ez consideration in Wi-Fi fingerprinting is the challenge of constructing the fingerprint database. While the
es traditional approach is to collect the fingerprints during a labor intensive site survey, some researchers
s« have looked into crowd sourcing the database construction [17].

o5 Since Sigfox is an ultra-narrowband technology, localization based on its communication signal
es is very challenging. Gezici et al. [18] show that the Cramér-Rao Lower Bound (CRLB) for estimating
er the range between mobile device and base station through the time delay of the signal is reversely
ss proportional to the bandwidth. They also indicate that the CRLB for estimating that range through
es the received signal strength is proportional to the distance between the mobile unit and the base
70 station; since Sigfox is a wide area network, we can assume that the CRLB will generally be rather
= high. Sallouha et al. [19] demonstrate a classification or fingerprinting solution to Sigfox localization,
72 employing GPS enabled devices to create the fingerprints. They achieve a classification accuracy of
73 78 % in fingerprints with a radius of 150 m, separated by 2.5 times this distance from other fingerprints.
74 In this article, we present our approach to Sigfox localization, based on sensing nearby Wi-Fi
75 access points. Due to the limitations of Sigfox, we can transmit only two Basic Service Set Identifiers
76 (BSSID), which are six bytes each. This leaves no payload space to transmit any received signal strength
7z information. Since we do not wish to invest time in constructing the Wi-Fi access point database,
7s  we will use online crowd sourced services. While crowd sourced services have obvious drawbacks,
7 especially being noisy, Sapiezynski ef al. [20] achieved a 15 m median location error for 73 % of their
s test scans. The aim of the research in this article is to establish the expected location error for our
e approach.

82 The article continues as follows. Section 2 outlines the localization approach, discusses the online
s Wi-Fi databases, and presents the measurement locations. Section 3 describes the localization results,
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s« and the frequency of missing an access point. Section 4 analyses and discusses those results. Finally,
e Section 5 draws the conclusion.

ss 2. Methods and Materials

87 This section is split into the localization approach and a discussion of the online Wi-Fi access
ss point databases. It also includes an overview of the test locations.

e 2.1. Localization Approach

% The general approach of Wi-Fi fingerprinting localization can be divided into two steps: the
o1 training and operational step. The first, training step is to discover networks or Wireless Access Points
o2 (WAP) and store their BSSID in a database, usually linked with the received signal strength at that
s location. There is no need to connect the Wi-Fi device with these access points. The second, operational
s step is requesting from the database the location of newly discovered WAP during operation. The
os database will reply with the location of each WAP. We will not construct the database ourselves, but
s utilize databases that are available online; thus, we will only concern ourselves with the operational
o7 step.

o8 To discover nearby access points, a laptop or a smartphone with a Wi-Fi adapter is required.
s A Python script saves the BSSID and received signal strength of each discovered access point. In
10 Windows, this can easily be done by running the following command: netsh wlan show networks
101 mode=bssid. The Python script then saves the output to a file, together with the current location. The
12 current location is determined by a GPS module. To be more accurate, all locations are chosen to be
103 recognized on a map, so that a visual check of the GPS location can be performed. This procedure is
10s  executed on 36 locations in and around Antwerp, Belgium.

105 When the data is collected, a HTTP-request to a database will be performed for every BSSID.
106 Afterwards, the database will respond with a message, which includes the coordinate of the access
17 point. If the BSSID is not found in the database, an error message will be sent. Subsequently, all possible
10s combinations of two BSSIDs are generated and the mean coordinate of every pair is calculated. If only
100 one of the two BSSIDs was found in the database, the coordinate of that BSSID will be considered as
1o the mean coordinate. Finally, the distance error can be calculated. This is the distance between the
w1 coordinate of the position where the measurement took place and the mean coordinate of the pair
12 of BSSIDs. This distance is calculated using the Haversine function, which takes into account the
13 curvature of the Earth [21].

114 Additionally, we calculate the probability of having no match of the BSSID in the database:

P(—nB) = T)' (1)

115 where P(-) is the probability operator; W is the number of access point seen at a location; B are
e the BSSIDs in W that are found in the database, =B are the BSSIDs that are not found in the database;
uz 1 is the number of BSSIDs that can be used for localization—in our case, this is maximum 2 because of
ue the limitations of Sigfox communication; —-nB are the combinations of # BSSIDs that are not found in
1o the database. This probability is interesting, because if none of the BSSIDs of the Wi-Fi access points
120 that are seen at a location can be found in the database, the location of the device cannot be estimated.
121 In an attempt to improve the accuracy of the results, we develop an additional strategy: to send
122 only the combination of BSSIDs that have the strongest signal strength. It is not possible to send the
123 RSSI values together with the BSSIDs in one Sigfox message, but we can use it in the sending device to
12 determine the right combination of BSSIDs. Although this strategy is likely to consume more energy
12 from the device (to pick the right combination of BSSIDs), it may decrease the mean location errors.
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Table 1. Summary of largest Wi-Fi fingerprinting databases
Database name | Amount of Wi-Fi access points | Reference
Combain Positioning Service 1,296,000,000 [22]
LocationAPI by UnwiredLabs 1,500,000,000 [23]
Mozilla Location Service 30,000,000,000 [24]
Navizon unknown [25]
WiGLE 4,750,076,107 [26]
126 Another improvement is attempted by combining the WiGLE and LocationAPI databases. The

127 most straightforward combination is to take the average of the locations returned by each database. If a
12 database does not return a location for one or both access points, these locations are simply disregarded
120 in the calculation of the average. Since LocationAPI returns a single location for two BSSIDs, we
130 account for that location twice, so that it receives an equal weight compared to the two results from
131 the WiGLE database. In fact, we do not know if LocationAPI knows about only one of the two access
132 points; in this case the weight of that location is erroneously doubled, but this cannot be prevented.
133 This straightforward combination neglects the fact that the location error from the LocationAPI
13 database is generally much better than that of the WiGLE database. Thus, another approach for
135 combination is to choose the location provided by the LocationAPI database, unless the BSSIDs could
13¢ not be found in that database; in which case the WiGLE database is consulted for a location estimate.
137 While we will show the location error results of the first approach, this second combination approach
13e  will be analyzed further.

130 2.2. Wi-Fi Databases

140 There is a variety of fingerprinting databases to work with. Some companies send their so called
11 wardrivers all over the world to gather information about Wi-Fi access points. However, there is a
12 trend to create more and more crowd-sourced databases [20]. People can just create a free account and
13 upload data of the access points in their neighborhood. The most popular and largest databases are
12 summarized in Table 1.

145 Databases with information about Wi-Fi access points are growing at a significant rate. This can
s be stated by observing that, for example, the Navizon database is growing at a rate of 500,000 data
1z points every day [27]. It is interesting to note that this database also keeps track of the amount of cell
1 phone towers. One of the many reasons of this significant rate is the Internet of Things (IoT) and the
1ss  world of ubiquitous computing we are living in today. Navizon even pays people [28] to contribute to
150 the database. The one million registered users can just download the app, drive around in their car
11 and earn a pay-out of $15 for every 10,000 access points.

152 One database used for this research is called WiGLE [26]. WiGLE is short for Wireless Geographic
153 Logging Engine. The website is an open source platform; everyone can view registered BSSIDs around
1ss the world on a map. If a free account is created, requests can be performed and data can be uploaded
155 to the database. At this moment, WiGLE wardrivers have discovered over 4.5 billion Wi-Fi access
156 points around the world. This database is chosen because it is easy to work with and has a decent
157 amount of access points.

158 Another database used for this research is LocationAPI [23]. LocationAPI is a website hosted by
15 UnwiredLabs, an Indian corporation focusing on positioning systems. At this moment, LocationAPI
160 wardrivers have discovered over 1.5 billion Wi-Fi access points worldwide. Its database contains a
101 large number of wireless access points in Belgium.

162 To obtain an objective look at the error or accuracy of Wi-Fi localization through a Sigfox network,
163 the characteristics of both databases are compared. WiGLE has a larger worldwide database. This does
16s Not mean that the WiGLE results are more accurate, because there are more access points discovered in
165 the USA than in Belgium. WiGLE claims wardrivers have discovered 1.7 million WAPs in Belgium. On
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"resultCount":1,

"last":1,

"success":true,

"results [{"trilat":51.17709351,
"trilong":4.41607475,
"ssid":"UAntwerpen",
"qos":1,
"transid":"20110605-00081",
"firsttime":"2011-05-31T17:11:13.000Z",
"lasttime":"2013-10-28T11:32:52.0002",
"lastupdt":"2013-10-28T09:33:29.000Z",
"netid":"00:0b:86:26:86:16",
"name":null,
"type":"infra",
"comment":null,
"wep":"2",
"channel":6,
"bcninterval":0,
"freenet":"?7",
"dhcp":"?",
"paynet":"?",
"userfound":falsel}],

"first":1

Figure 1. WiGLE returns detailed information about an access point.

‘status’: ‘ok?’,
‘balance ’: 89,
“lat’: 51.17786625,
‘lon’: 4.42454131,
‘accuracy’: 10

Figure 2. LocationAPI returns only the average location of multiple BSSIDs, but also an estimated

accuracy.

166 the other hand, while LocationAPI contains a smaller amount of access points, this database includes
1z 11 million WAPs in Belgium.

168 A request to the WiGLE database results in a string with a lot of information. It returns the latitude
10 and longitude, but also data like security details and uptime indicators, see Figure 1. LocationAPI
170 returns less information, but it is important to note that the data it does return is more useful: each
11 result includes the mean coordinate of multiple BSSIDs, plus the estimated accuracy in meters. A nice
172 extra feature is the ‘balance” parameter. This informs us on how many successful requests we have left,
173 see Figure 2. However, it is not possible to request the location of a Wi-Fi access point in LocationAPI.
174 The documentation of both services helps to get started with performing requests. However,
175 the documentation of WiGLE is harder to find and understand, since it is still under development.
176 The LocationAPI documentation is very easy to find, more human readable and it contains examples.
17z Table 2 presents a summary of all the properties and characteristics of the two databases.

17s  2.3. Measurement locations

179 Measurements are executed at 36 different locations in and around Antwerp. The locations are
1.0 chosen so that there is a variety of more and less densely populated areas. At every location, a script
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Table 2. Comparison of the properties and characteristics of the WiGLE and LocationAPI databases

‘ WiGLE LocationAPI
Amount of access points worldwide 4,750,076,107 1,500,000,000
Amount of access points in Belgium 1,700,000 11,000,000
Accuracy given in request No Yes
Balance given in request No Yes
Number of BSSIDs in a request 1 BSSID At least 2 BSSIDs
Number of coordinates in a response | 1 coordinate per WAP 1 mean coordinate
Documentation More complex More intuitive

11 is run to save all BSSIDs and RSSI values of the access points in the vicinity, together with the exact
12 coordinate of the measurement location. Figure 3 shows a map of the different measurement locations.

183 3. Results

184 This section summarizes the location estimate results by database. First the WiGLE database,
15 then the LocationAPI database, and finally the combination of both databases. For each database, we
1es discuss the overall location error, the probability of finding the BSSIDs, and the location error when
1wz transmitting only the two BSSIDs with the highest received signal strength.

1ss  3.1. WiGLE Results

189 The location estimates when localizing using the WiGLE database are prone to large errors, see
10 Figure 4. The overall mean location error is 6.24 km, while the overall median location error is 77 m.
11 The 75th percentile location error is larger than 1km only at locations 12 and 14; at location 14, it is
102 5.12km. Ten locations have an error greater than 2 km, which are clipped in Figure 4. One of those is
103 location 8. The mean location error is 101 km and the median location error is 45 m. To represent the
10s measurement, a cumulative distribution of the errors at this location is shown in Figure 5. There are
105 some combinations of BSSIDs with a significant location error: 802 km and 1633 km. However, more
16 than 90 % of the BSSID combinations have an error smaller than 119 m, see Figure 5b.

107 The average probability of finding the BSSIDs in the WiGLE database of a single WAP at one of
108 the 36 locations is 32.6 %. This is calculated using Equation (1) with n = 1. The average probability of
10 finding neither of two BSSIDs in the WiGLE database is 13.2 %, which is calculated with n = 2 or:

-B )
P(—2B) = &= )

(2)
200 A graph of the probability of finding neither BSSID in the WiGLE database is shown in Figure 6.
201 When only sending the combination of BSSIDs with the highest RSSI values to the WiGLE

202 database, the mean error of all measurement locations decreases from 6.24 km to only 103 m. The
203 median error decreases from 77 m to 66 m. The probability that neither of those BSSIDs could be found,
20s  however, is 11.1 %; no location can be estimated at those locations. Figure 7 shows the distribution of
205 the error.

206 3.2. LocationAPI Results

207 The location estimates when localizing using the LocationAPI database are much less prone to
20 large errors than with the WiGLE database, see Figure 8. The overall mean location error is 21.06 km,
200 Wwhile the overall median location error is 37 m. The 75th percentile location error is never larger than
20 0.5km. Seven locations have an error greater than 2 km, which is clipped in Figure 8. One of those is
2 location 1. The mean location error is 546 km and the median location error is 23 m. The cumulative
212 distribution of the errors at this location is shown in Figure 9. There is one combination of BSSIDs with
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Figure 3. Measurement locations in Antwerp, ©2017 Google. See Figure S1 for an interactive version.

213 a significant location error: 8543 km. However, more than 93.6 % of the BSSID combinations have an
z1e  error smaller than 43 m, see Figure 9b.

215 The average probability of finding neither BSSIDs in the LocationAPI database of a combination
zns of WAP seen at one of the 36 location is 12.5%. This is calculated as in Equation (2). Since it is not
z7  possible to request a single BSSID to the LocationAPI database, the chance of match of a single BSSID
21s  cannot be calculated. A graph of the probability of finding neither BSSIDs in the LocationAPI database
210 is shown in Figure 6.

220 When only sending the combination of BSSIDs with the highest RSSI values to the LocationAPI
2z database, the mean error of all measurement locations decreases from 16 km to only 114m. The
222 median error decreases slightly, from 37 m to 33 m. The probability that neither of those BSSIDs can be
223 found, however, is again 19.4 %; no location can be estimated at those locations. Figure 7 shows the
224 distribution of the error.

225 3.3. Combination of WiGLE and LocationAPI

226 A straightforward solution to improve the results is to combine the WiGLE and LocationAPI
22z databases. As a first approach, we propose to combine the location estimates from both database by
226 taking their average; this result can be seen in Figure 10. The overall mean location error is 31.79 km,
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Figure 4. Overview of the location error on all 36 locations using the WiGLE database. Errors larger
than 2 km are clipped.
8\ 1 [ T 1
g
5 081 ] 08| .
g
E 06 - 0.6 1 -
S
‘E- 04 . 04 -
=}
£ 021 ] 02| .
=}
U o9 \ \ | 0 | | | \ \ | |
0 500 1,000 1,500 0 0.02 0.04 006 0.08 0.1 0.12 0.14
Error [km] Error [km]

(a) (b)

Figure 5. Cumulative distribution of the location error at the eighth measurement location, using the
WIiGLE database. A detail of Figure (a) is shown in Figure (b). The mean location error is 101 km, the
median location error is 45 m.
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Figure 6. Probability of finding no result for either of two BSSIDs in the WiGLE and LocationAPI
database. The mean chance of finding no result over all locations is 13.2 % for WiGLE , 12.5% for
LocationAPI, and 1.9 % for the combination.
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Figure 7. Cumulative distribution of the location error when the two BSSIDs are transmitted that had
the highest RSSI. In the WiGLE database, the mean location error is 103 m, the median location error is
66 m, and no location estimate can be found at 4 test locations. In the LocationAPI database, the mean
location error is 114 m, the median location error is 33 m, and no location estimate can be found at 7 test
locations. In the combination of the databases, the mean location error is 125 m, the median location
error is 39 m, and an estimate can be found at all 36 test locations. One outlier of LocationAPI and the

combination is at 2.01 km.
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Figure 8. Overview of the location error on all 36 locations using the LocationAPI database. Errors
larger than 2 km are clipped.
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Figure 9. Cumulative distribution of the location error at the first measurement location, using the
LocationAPI database. A detail of Figure (a) is shown in Figure (b). The mean location error is 546 km,
the median location error is 23 m.
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Figure 10. Overview of the location error on all 36 locations using the combination of the two databases
by averaging. Errors larger than 2 km are clipped.
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Figure 11. Overview of the location error on all 36 locations using the combination of the two databases
by first choosing LocationAPI and then WiGLE. Errors larger than 2 km are clipped.

220 while the overall median location error is 53 m. The 75th percentile location error is only once larger
230 than 1km. Fifteen locations have an error greater than 2 km, which is clipped in Figure 10.

231 The location error overview of the second approach, which favors the LocationAPI database
232 since it generally has a lower location error, is shown in Figure 11. The overall mean location error is
233 24.17 km, while the overall median location error is 40 m. The 75th percentile location error is never
23s  larger than 0.5 km. Twelve locations have an error greater than 2 km, which is clipped in Figure 11.
235 The average probability of finding neither BSSIDs in the LocationAPI database, nor in the WiGLE
236 database, of a combination of WAP seen at one of the 36 locations is 1.9 %. This is calculated as in
2z Equation (2). A graph of the probability of finding neither BSSIDs in the combination of databases is
238 shown in Figure 6.

230 When only sending the combination of BSSIDs with the highest RSSI values to the combination of
20 databases, the mean error of all measurement locations decreases from 24.17 km to only 125m. The
2a1  median error decreases slightly from 40 m to 39 m. Using this method, a location could be estimated at
2a2  all 36 test locations. Figure 7 shows the distribution of the error.

23 4. Discussion

248 The WiGLE and LocationAPI Wi-Fi fingerprint databases both contain a lot of entries, worldwide
25 as well as in Belgium. However, the results of the databases differ from each other at some locations.

2e6  4.1. Comparison of databases

247 When considering the median errors, the LocationAPI results are almost always better than the
2ee  ones of WiGLE. At only four of the 36 measurement locations, the requests to WiGLE yield a smaller


http://dx.doi.org/10.20944/preprints201707.0034.v1
http://dx.doi.org/10.3390/app7090936

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 14 July 2017 d0i:10.20944/preprints201707.0034.v1

11 0f 14
0.4 T T T T T T T i i
Parks and less populated areas. mm WiGLE
E [ocationAPI
031 == Combination | |

Median location error [km]
o o
— N
T T
|

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36
Location ID

Figure 12. Median location error at each test location for both the WiGLE and LocationAPI databases,
and for their combination. The location error is not consequently larger in less populated areas. See
Figure S2 for an interactive map; its color legend is the same as in this figure.

2e0 median location error, see Figure 12. The mean distance errors are in the range of 15m to 546 km. This
20 variety of mean errors is, as mentioned in the results, due to outliers in the location estimates.

251 The probability that a BSSID combination is sent that contains two BSSIDs that result in no match
=2 s for both databases around 13 %. However, there are large differences in this probability on specific
=3 locations, see Figure 6. This how the combination of the two databases reduces the probability to 1.9 %.

2sa 4.2, Reasons for flaws in the results

255 When looking at the size of the location errors, we observe that a large error often occurs because
26 a single BSSID leads to a wrong latitude and longitude pair. This causes a large error in every
27 combination which contains that BSSID. When not considering that single ‘failed BSSID’, the errors
2se  will remain quite small and the distance error would decrease. Therefore, we also always calculate the
2se median location error, which is more resistant to such outliers.

260 There is sure to be a fault during the resolving of some BSSIDs to coordinates. Therefore, when
201 localizing a device using Wi-Fi and the WiGLE or LocationAPI database, one should keep in mind that
202 there could be a ‘corrupt’ BSSID in the databases. When requesting a BSSID, the servers might respond
263 with a wrong coordinate of the wireless access point. The distance between the GPS coordinate and
2es the mean coordinate can vary from a few meters to over several thousand kilometers. Of course, this
2es influenced the mean error of every measurement where such a flaw occurred.

266 For example, at location 1, when using the LocationAPI database, there is a large deviation at the
26z errors of one or more BSSIDs. Only 5 % of all combinations result in an error that is equal to 8543 km.
2ee  The coordinates that are returned are located in Brazil. .. The remaining 95 % of the errors are always
200 below 44 m. Therefore, the median error is only 23 m, while the mean error is 546 km.

270 The reliability of the databases can definitely be questioned. For example, anyone can
xnnanonymously upload data to the databases. Hopefully, there is a kind of check before the data
2z is actually made available for other users. Otherwise users can put wrong data into the database,
2rs for any number of reasons. The managers of the WiGLE and LocationAPI database admit that there
zza  could be geographical errors in their databases. However, an administrator of the LocationAPI website
275 stated the following [29]:
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276 “A lot of effort has gone into enabling our algorithms to auto-adapt based on the type
277 of geography requested, correct for unclean data-sets (in case of crowd-sourced data) by

278 intense cleansing of both contributor and customer data.”

270 Since it is not possible for companies like WiGLE of UnwiredLabs to verify each coordinate of
200 every uploaded wireless access point, a localization application should have some built-in control
22 mechanisms. Imagine, for example, a user uploading 100 coordinates of access points in a specific,
22 relatively small region. If 99 of the coordinates are only a few meters away from each other, and there
2es  is one coordinate a few kilometers further, this could indicate that this single coordinate is the result of
zsa  the bad resolving in the database. The information of this access point should be left out of the data, to
2es  avoid sending a combination with the coordinate of that ‘corrupt’ BSSID.

286 Another problem which must be tackled is that, even though MAC addresses are unique
2e7 ' worldwide, there will always be MAC spoofers. MAC spoofers manipulate their MAC addresses for
2ee any number of reasons. Therefore, there should be a Duplicate Address Detection (DAD) mechanism
2e0  in the localization application. Using DAD, it becomes possible to eliminate the entry with the ‘false
200 location” from the database if the ‘real” location is already registered multiple times in the database.
201 Furthermore, it needs to be mentioned that there could be small distance errors, due to the
202 limitations of the hardware. The GPS and the Wi-Fi adapter of the laptop have a certain refresh speed,
203 50 the user location or list of wireless access points is not instantly updated when moving.

20a  4.3. Population density

205 Usually, a lot of Wi-Fi networks can be discovered in the heart of a city like Antwerp. In the
206 countryside or in open fields or parks, it is harder to detect a Wi-Fi network, because there are just
207 less WAP available in such areas. Therefore, it is interesting to investigate whether or not there is a
208 relationship between the kind of area and the distance error. Of the 36 locations, there are six locations
200 Which can be categorized as less densely populated areas: locations 6, 9, 10, 23, 14, and 32. These
s0 locations are indicated in Figure 12.

301 There could be a relationship between the size of the median error and the kind of area where
;02 the measurement took place. Three out of the five biggest median errors were measured at a less
;03 densely populated location. However, the largest error was measured at a densely populated location
;0 and there are also errors in less densely populated areas that are smaller than the mean error. So, we
s0s cannot be sure if there is a relationship between the distance error and the kind of location. Despite the
306 limitation of to the use of only two BSSIDs, the amount of access points in the vicinity does play a role.
sz The chance of having no match in the database increases in less populated areas from 13 % to 20 %.

s0s 5. Conclusions

309 We wanted to know how accurately we can localize a mobile device that communicates over Sigfox
a0 by observing nearby Wi-Fi access points. We used two online databases, WiGLE and LocationAP]I, of
s Wi-Fi access points locations to search for the access points found by the mobile device. Because of the
sz limitations in Sigfox communication, only two BSSIDs can be searched for in a single transmission,
a3 with a maximum of 140 transmissions per day.

314 Using the WiGLE database, we achieved a median location error of 45 m, with a 86.8 % chance of
a5 finding the combination of BSSIDs transmitted by the device. Using the LocationAPI database, we
a1 achieved a median location error of 23 m, with a 87.5 % chance of finding the combination transmitted
a1z by the device. Both databases have outliers well above 100 km. However, only in the WiGLE database
sie  the 75th percentile location error is larger than 1km, and this only at two of the test locations.

310 To increase the chance of finding the combination of BSSIDs transmitted by the device, we
s20 combined the results of both databases. Since the LocationAPI database is more accurate than the
22 WiGLE database, we chose to combine them by only using the WiGLE database when the combination
322 of BSSIDs was not found in the LocationAPI database. With this method, we achieved a median
a3 location error of 40 m, with a 98.1 % chance of finding the combination transmitted by the device.
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324 Since only 140 transmissions are allowed per day, and only two BSSIDs can be sent in a single
;25 transmission, we additionally explored a strategy for selecting the combination of BSSIDs. The strategy
26 consists of selecting the two BSSIDs with the highest received signal strength. Using our combination
s2z  of both databases, the median location error is 39 m, and this combination could be found on all 36 test
22 locations.

320 After this experiment with real data, we want to increase the reliability by building a device that
330 can both sense the Wi-Fi access points and transmit two BSSIDs over Sigfox. This will not only enable
=1 US to confirm our results in a closed experiment, but also allow us to measure how much energy is
sz exactly required for this type of localization, so that we know if it is a viable way to track and trace
s33  assets in an Internet of Things scenario.

s3a  Supplementary Materials: The following are available online at www.mdpi.com/link—Figure S1: Dynamic map
335 of test locations, Figure S2: Dynamic map of median error at the test locations. Results for WiGLE, LocationAP]I,
336  and the combination are colored as in the other figures: WiGLE is blue, LocationAPI is red, and the combination is
337 yellow.
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