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Abstract: The Internet-of-Things (IoT) enables enterprises to obtain profits from data but
triggers data protection questions and new types of cyber risk. Cyber risk regulations for the
IoT however do not exist. The 10T risk is not included in the cyber security assessment
standards, hence, often not visible to cyber security experts. This is concerning, because
companies integrating [oT devices and services need to perform a self-assessment of its loT
cyber security posture. The outcome of such self-assessment need to define a current and
target state, prior to creating a transformation roadmap outlining tasks to achieve the stated
target state. In this article, a comparative empirical analysis is performed of multiple cyber
risk assessment approaches, to define a high-level potential target state for company
integrating loT devices and/or services. Defining a high-level potential target state represent
is followed by a high-level transformation roadmap, describing how company can achieve
their target state, based on their current state. The transformation roadmap is used to adapt
IoT risk impact assessment with a Goal-Oriented Approach and the Internet of Things Micro
Mart model. The main contributions from this paper represent a transformation roadmap for
standardisation of IoT risk impact assessment; and transformation design imperatives
describing how IoT companies can achieve their target state based on their current state with
a Goal-Oriented approach. Verified by epistemological analysis defining a unified cyber risk
assessment approach. These can be used for calculating the economic impact of cyber risk;
for international cyber risk assessment approach; for quantifying cyber risk; and for planning
for impact of cyber-attacks, e.g. cyber insurance. The new methods presented in this paper
for applying the roadmap include: IoT Risk Analysis through Functional Dependency;
Network-based Linear Dependency Modelling; 0T risk impact assessment with a Goal-
Oriented Approach; and a correlation between the Goal-Oriented Approach and the [ocTMM
model.

Keywords: Functional Dependency; Network-based Linear Dependency Modelling; Internet
of Things; Micro Mart model; Goal-Oriented Approach; Transformation Roadmap; Cyber
risk regulations; Empirical Analysis; cyber risk self-assessment; cyber risk target state.

1. Introduction

Economic impact of Internet-of-Things (IoT) cyber risk is increasing with the integration of
digital infrastructure in the digital economy !. Cyber security standardisation and regulation
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would play a key role in the process of reducing cyber-attacks while continuing to harness the
economic values.

The cyber risk from IoT devices is present across different and sometimes at a higher level in
sectors where such risk is unexpected. For example, in the US, healthcare is now the largest
target of cyber security attacks, reportedly at greater risk than manufacturing and banking 2.
According to the same report 2, the value of stolen personal health information is ten to twenty
times greater than the value of a stolen credit card number. To understand and define a generic
target state for cyber maturity, we need to understand the business context and the cyber risk
priorities through discussions between cyber security experts and decision makers .

This research article conducts epistemological analysis focused on understanding the best
approach for increasing safety, security and economic value in the IoT space. Our research
has two objectives. To identify and capture a detailed target state for the mitigation of cyber
risk vectors from the 10T, and to adapt existing cyber security practices and standards to
include IoT cyber risk in a high-level cyber security transformation roadmap. We discuss and
expand on these further in the remainder of this article. In Section 2 we present the research
methodology.

2. Methodology

There is a strong interest in regulating the cyber risk assessment procedures. Regulation and
standardisation of cyber security frameworks, models and methodologies has not been done
until present. Standardisation in this article refers to the compounding of knowledge to
advance the efforts on integrating cyber risk standards and governance, and to offer a better
understanding of cyber risk assessments. Here we combine literature analysis with
epistemological analysis, and an empirical with a comparative analysis. The empirical
analysis is conducted with seven cyber risk frameworks and two cyber risk models. The
comparative analysis engages with fifteen high-tech national strategies.

The research firstly identifies the best approach to define a target state according to existing
cyber security models. Secondly, the methodology compares the high-profile target state with
the main cyber security frameworks to design a high-level transformation roadmap,
describing how IoT companies can achieve the target state based on their current state. The
transformation roadmap is based on comparing the target state with recommendations from
the main cyber security frameworks, and the most recent cyber security literature on this
subject. The results of the research outline a detailed target state and a high-level cyber
security transformation roadmap.

The methodology of the research article is structured in the following format. In Section 3 we
conduct literature analysis. In section 4 through epistemological analysis we seek to probe the
current understanding of cyber risk impact assessment. With epistemological analysis, we
evaluate the design principles by conducting theoretical evaluation to uncover the best
method to define a unified cyber risk assessment. In section 5 we propose cyber risk target
state for the [oT vectors, by conducting a comparative empirical research on national loT
strategies and cyber risk assessment frameworks, methods and quantitative models. The
literature analysis and the comparative empirical research examine the emerging IoT
technologies and we propose design principles to define a transformation roadmap for
standardisation of IoT risk impact assessment. In section 6 we evaluate the design principles
with case study research od secondary and primary data and we populate the design
principles of the transformation roadmap with transformation imperatives. To organise the
case study data, we apply the controlled convergence with a goal-oriented approach. In
section 7 the transformational roadmap framework and the transformation imperatives are
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used to adapt IoT risk impact assessment with a Goal-Oriented Approach and the Internet of
Things Micro Mart model and we discuss the new impact assessment principles. In Section 8
we discuss the findings. In Section 10 we present the conclusions and limitations of the
research.

3. Current state of cyber risk

Current state of cyber risk concerns are beyond the machine to machine risk +°, even further
than the cyber physical systems risk ®. Current cyber risk trends are based on intelligent
manufacturing equipment -1°. Followed by risk trends from artificial intelligence, the cloud,
and IoT *!1:12, This creates risk from systems of machines capable of interacting with the
cyber-physical world 1318,

The cyber risk impact analysis faces technical assessment challenges from software defined
networks !° and storage 2, cloud hosting !°, and mesh networks 2!. The integration of such
technologies creates cyber security risk, e.g. integrating less secured systems '3 in
manufacturing 2. Existing cyber risk assessment models 2>~ ignore the risk impacts of
sharing infrastructure 2224233031 and the cyber risk estimated loss range variously 22-2425-32.33,
To analyse cyber risk, the impact assessment need to evaluate risk from cloud technologies
91334538, internet-based system and service oriented architecture %37~ and IoT processes and
services 44448 and (4) machine decision making %!337:49,

Further cyber risk assessment challenges emerge from compiling of connected systems 302

devices ** and platforms >, in manufacturing 37-%->%33 The machines are becoming social
CPS 3% operating as real-time >1-°6>7 ToT systems of systems 343, The real-time IoT
technology #¢ creates cyber risk from data in transit 2231493862 This requires standardisation
of design and process 2>% because such system security is complex %4, The cyber risk
assessment need to be integrated in the businesses 3 and cyber strategy 37-70 assessing
heterogeneous IoT technologies 2>7! supported by cloud computing techniques 72. This
evolution of cyber risks is specifically concerning for small and medium sized enterprises
(SME’s). The large enterprises have the recourses to control the entire supply chain, while
SME’s frequently have to integrate their supply chain operations 7374, Integrating multiple

SME’s in the supply chain requires higher visibility and coordination between participants
75,76

4. Epistemological analysis to uncover the best method to define a unified cyber
risk assessment

The colour coding in the NIST framework traffic light protocol 77, represent conventional
abstractions or in CVSS 7® a mathematical approximation. In in CVSS 7® a modified attack
vector is allocated to a numerical value of 0.85 for a network metric value, and a numerical
value of 0.62 for adjacent network metric value 7. The question is why 0.85 and why 0.62
and why red represents information not for disclosure 7’. These units of measurement in
effect represent symbols with a defined set of rules in a conventional system, where truths
about their validity can be derived from expert opinions, hence proven to be correct. These
units of measurement do not, however, represent quantitative units based on statistical
methods for predicting uncertainty.

The examples represent a conventional system where symbols are based on true or false, right
or wrong. But the rules in the examples describe an ethical system, where the absolute true or
false is hard and almost impossible to verify. For example, in the above described scenario,

the number values of 0.85 or 0.62, are not based on probabilistic data. The allocated numbers
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emerge from an assessment, which is based on multiple statements from experts, but the
experts do not claim that these numbers are representative of the attack vectors. It seems
more appropriate for the described examples to be perceived as ethical systems, where
validity is conditional and output is presented as better or worse, in the form of a colour
coded system (e.g. NIST). This is the best result that can be obtained from ethical analysis,
where ethical decisions cannot represent sums. Logical proofs are not a valid way of deriving
ethical verification. Instead, ethical decisions can be weighted. The alternative is to conduct
quantitative assessment, based on established statistical and mathematical methods and
probabilistic data.

This analysis can be confirmed by comparing knowledge with understanding. Knowledge in
this scenario, refers to the knowledge that red represents information not for disclosure and a
numerical value of 0.62 is allocated for adjacent network metric value. Understanding
requires that such knowledge can be applied in a meaningful way. But the numerical value of
0.62 does not represent a measurement unit for cyber risk for all adjacent network. Such
numerical value would be case-specific and depend on many other factors that the proposed
conventional systems are not designed to understand.

Knowledge requires ‘truth, belief and justification’ as individual conditions *°. Knowledge
that a numerical value of 0.62 is ‘true’ metric value for adjacent network, as the related
CVSS approach ‘believes’, needs to be ‘justified’ to confirm it does not represent just a guess
of luck. Since a numerical value. Justification needs to be based on evidentialism 8!#?, where
a proposition e.g. numerical value of 0.62, is epistemically justified as determined entirely by
evidence. The debate whether cyber risk standards can be epistemically justified, must be
based on the facts and evidence currently available. In evidentialism, epistemic evaluations
are separate from moral believes and practical assessments, as epistemically justified
evaluations might conflict with moral and practical estimations 8!.

Analysing the cyber risk assessment approaches with evidentialism is not intended to discard
the validity of these standards. Quite the opposite, evidentialism theory includes justified
beliefs and experiences as evidence and the prior analysis in this article argues that current
cyber risk standards do have knowledge level justification. The argument is that the
knowledge level justification of the discussed cyber risk assessment standards, seem to be
based on other externalist theories such as reliabilism 84, This is confirmed with presenting
numerical values (e.g. 0.62) represented as metric values, despite the lack of quantitative
evidence or other conditions that justify such knowledge. Most cyber security standards
follow the reliabilists theory where a cyber risk assessment process can be justified and
constitute knowledge, even if the process that makes the assessment reliable is not
understood. This is known as the generality problem 34, where a given justification of
knowledge can also be identified with different and concurrently operating processes, which
may, or may not be statistically reliable. Reliabilism is also associated with the ‘the new evil
demon problem’ 85, where ‘we believe ourselves to be doing things that we are not doing’.
The discussed cyber risk assessment standards appear to be based on reliabilism, because the
standards attribute quantitative knowledge to cyber risk measurements, that would otherwise
be considered incapable of measuring quantitatively.

5. Comparative empirical research study

5.1. Comparative analysis

Following the academic literature analysis, this section represents a comparative analysis of
national IoT strategies in this space. The comparative analysis starts with the American
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Industrial Internet Consortium (IIC) 3687 partnership; the British Department for Culture,
Media and Sport (DCMS) 38 report; the German Industrie 4.0 initiative 37; and the Japanese
Industrial Value Chain Initiative (IVI) 0. The IoT strategies have been initially selected
because they represent the most comprehensive and well-documented initiatives. These are
compared with the Russian National Technology Initiative (NTI) °!. The Russian IoT strategy
is selected for the initial comparative research because of the divergence from the approaches
taken in all other [oT strategies. The NTI focuses on market creation instead of technology
creation and promotes regulations vs loosely defined standards. The comparative analysis is
followed by a review of an additional ten less evolved IoT strategies. These are added to the
analysis, in the pursuit of answers for the emerging gaps in the well-documented initiatives in
terms of IoT cyber risk assessment. This section represents a comparative analysis, conducted
to understand cyber risk impact assessment in national IoT strategies.

In the Industrial Internet Consortium (IIC) 8647, similarly to the Industrie 4.0 %7, and the UK
report by Department for Culture, Media and Sport (DCMS) %, cyber security strategies are
proposed in the form of Cloud-computing platforms, but there is no mention on how these
cloud computing platforms actually provide/allow for cyber risk impact assessment. In
similar fashion the Industrial Value Chain Initiative (IVI) 8% promotes loosely defined
standards that can evolve simultaneously with new cyber risks. The Russian IoT strategy
(NTI) *!, takes different approach and does not assess risks in real-time cloud networks.

Some IoT strategies have explicitly developed cyber risk architectures; e.g. IIC 86%7; and
impact assessment e.g. Industrie 4.0 *72. Other focus on loosely defined impact assessment
that emerge from forums, such as in the case of IVI ¥%; or blogs, in the case of Made Different
93, or surveys, in the case of High Value Manufacturing Catapult (HVM) *4. In terms of
defining the IoT cyber risk vectors, the most interesting approach is the direct electronic open
submission of recommendations for changing or editing the strategy, such as the NTT °1.
Because IoT cyber risk is often invisible to cyber security experts and direct feedback
mechanism would enhance visibility of IoT cyber risks.

Some IoT strategies promote cyber risk assessment through workgroups (e.g. IVI) in a
similar methodological approach to the Operationally Critical Threat, Asset, and
Vulnerability Evaluation method ?°. While other promote activities in the format of testbeds
(e.g. IIC) or digital catapults (e.g. HVM). From the comparative research, it emerges that the
direction of impact assessment, seems to be decided by the cyber risk assessment activities,
e.g. workgroups ¥ and testbeds 8¢, supported by economic assessments °. Impact is also
decided by assessing key projects in the digital industry, e.g. Fabbrica Intelligente °7 and
Industrie 4.0 %8,

The different approaches to impact assessment, could be resulting from the differences in
focus on IoT technologies. The Industrial Internet Consortium % focuses on promoting core
IoT industries; while other strategies, such as the New France Industrial (NFT) *°, the High
Value Manufacturing Catapult °* and the National Technology Initiative °, all focus on
promoting the development of key IoT technologies. Another IoT strategy, Made in China
2025 1%, promotes tech sectors, while the Made Different *3 promotes key IoT
transformations. The diversity of the approaches in IoT strategies grows in magnitude. Some
can be described as less evolved in identifying [oT cyber risk vectors (e.g. The Netherlands -
Smart Industry '°!; Belgium - Made Different °*; Spain - Industrie Conectada '%%; Ttaly -
Fabbrica Intelligente °7; G20 - New Industrial Revolution '°%). This could be because some
IoT strategies lack documentation and appear disorganised, or simply are not ready for the

14.0. Such arguments are present in literature %4, Although some appear to be purposely


http://dx.doi.org/10.20944/preprints201904.0133.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 11 April 2019 d0i:10.20944/preprints201904.0133.v1

University of Oxford

elusive in terms of defining IoT cyber risk vectors (e.g. China - Made in China 2025 '%;
Russia - National Technology Initiative °!).

The main [oT risk elements of each IoT strategy are compounded into categories representing
the most prominent [oT cyber risk vectors. However, the compelling of data into these
categories is quite challenging, as some strategies, represent a collection of descriptive
explanations and do not provide explicit [oT cyber risk vectors. Such descriptive explanations
present complexities in developing a unifying strategy. There are problems, when, for
example, some of the IoT strategies differ in terms of [oT cyber risk vectors and propose very
different impact assessment approaches. For example The Catapult programme *° and the
New France Industrial (NFI) %°, promote economic impact assessments. While the National
Technology Initiative °! promotes market assessment. To resolve this issue, we use the
grounded theory methodology, where most prominent IoT cyber risk vectors are categorised
and used as reference themes. Then, the categories are used for examining IoT cyber risk, to
define a standardisation approach that relates various IoT risk vectors to eliminate conflicts in
different and sometimes contrasting assessments of risk vectors. The comparative research
also identifies a number of gaps in IoT strategies. By gaps, we refer to topics or [oT cyber
risks not incorporated or discussed in the associated strategies.

The differences in impact assessment approaches in the IoT strategies do not necessarily
represent a lack of understanding of such risk vectors. It does, however, represent a lack of
presence or recommendation in these vectors. Considering the volume of gaps, especially in
the emerging and less evolved areas, and the roughly defined IoT strategies, the overall
understanding of cyber risks emerging from the IoT becomes questionable. In some
strategies, e.g. the Advanced Manufacturing Partnership %, these gaps are understandable,
because one strategy would have evolved into a new high-the strategy, e.g. IIC %. Similarly,
in some loT strategies the IoT cyber risk vectors are not discussed e.g. the Digital Catapults
9496 because of the separate national IoT strategies that cover these areas, e.g. the DCMS
report 8. Some IoT strategies are very narrowly focused on futuristic IoT technologies, e.g.
New Robot Strategy '°°; Robot Revolution Initiative '°7; and the ToT technologies do not yet
exist. Hence, we can only speculate on the expected cyber risks. In such cases, the [oT cyber
risks are better assessed by reviewing the associated strategies for IoT technologies that are
currently in use, e.g. the Industrial Value Chain Initiative %.

The most concerning gaps in discussions or recommendations on IoT cyber risk, are present
the emerging and less evolved ToT strategies *>°7-191:192 and the elusively defined IoT
strategies 71190103 Tt is unclear if some of these national ToT strategies e.g. Made Different
are aware of the ToT cyber risks, or in other strategies °'!1%, whether the IoT cyber risk are
ignored and not considered as a cause of concern.

5.2. Empirical analysis of gaps in cyber risk impact assessment approaches

The empirical analysis initiates with identifying cyber security frameworks and comparing
with most recent cyber security literature on this subject. The empirical analysis includes the

qualitative approaches to measuring cyber risk 7-9>19%8-110 "and the quantitative approaches
11,112

Some of the frameworks propose diverse qualitative methods, such as the Operationally
Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) %, measures cyber risk
through workshops. Apart from frameworks, some qualitative approaches for measuring
cyber risk propose methodologies. The Threat Assessment & Remediation Analysis (TARA)
199 methodology applies a threat matrix. There also systems that combine qualitative and
quantitative approaches. The Common Vulnerability Scoring System (CVSS) is a
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mathematical quantification calculator 737 that applies expert’s opinions, presented as
statements, where each statement is allocated a level of cyber risk and the calculator assesses
the overall level of risk form all statements. Such mathematical quantifications of qualitative
data has been considered by other quantitative approaches as misrepresentation '!'!. But
considering the lack of more precise methods, the modified base metrics represent the state of
the art at present. CVSS calculator does not calculate the cyber risk from shared
infrastructure, e.g. supply chains, and does not assess the cyber risk from IoT connected
devices.

To identify a current cyber risk state that includes supply chain cyber risks, the Exostar
system '3, which represent a qualitative approach, can be used for complimenting the CVSS
and covering the supply chain aspect of cyber risk. The Exostar system '!3 provides guidance
points for assessing the supply chain cyber risk. The design principles of the CVSS calculator
and the Exostar system can be compounded to design a process for depicting the maturity
levels. Such a combined method could use primary data based on interview and survey
responses, to create and compare a current state of cyber controls required for different levels
of cybersecurity maturity. The results could be verified with the Exostar survey for
determining supply chain cyber security maturity levels 3. Excluding the supply chain cyber
risk, the overall current state of cyber maturity can be verified with the Capability Maturity
Model Integrated (CMMI) 19 which integrates five levels of the original Capability Maturity
Model (CMM) 14,

To reach the required cyber security maturity level, the current cyber state can be transformed
into a given a target cyber state by applying the National Institute of Standards and
Technology’s (NIST) 1% cyber security framework implementation guidance '!°. However,
the NIST guidance is specifically designed for Federal Agencies and requires adaptations to
be applicable to enterprises.

The most concerning aspect of the NIST framework is the fourth step of the guidance point,
which requires organisations to conduct a risk assessment. The risk assessment approach is
based on the framework for improving cybersecurity of critical infrastructure !¢ and follows
recommendations for qualitative risk assessments e.g. standards based approach, or internal
controls approach. In addition, the recommendations !¢ are few years old and the cyber risk
environment is changing at a rapid pace 22. This could render the recommendations obsolete
if the standards are not continuously updated at a similar speed as cyber risk are changing.
While NIST is working hard on an updated version ', the cyber risk seems to be changing at
a faster pace, especially the [oT cyber risk. By probing the characteristic for the NIST
framework, additional gaps emerge. The NIST framework requires determining a detailed
current cyber profile and a maturity level, but does not provide a model for these steps. The
CVSS calculator 7% could be used to create a current cyber profile, in addition to the
Exostar system !!* for determining the supply chain cyber maturity level, and CMMI ' the
overall current state of cyber maturity. The final gap in the NIST framework is the lack of
cyber risk quantitative assessment, which is crucial for making an informed and detailed
recommendations for a target cyber profile. The risk assessment is a core step in the
framework, and they provide several informative references on how it can be conducted.
However, the informative references are not related to the recommendations from the World
Economic Forum 2*:!!® and FAIR institute 1112,

Another approach to understanding risk is through the use of emerging quantitative cyber risk
models, such as the Factor Analysis of Information Risk Institute (FAIR) approach !'°. FAIR
suggests the development of a framework for ‘understanding, measuring and analysing
information risk’. The FAIR approach is complementary to existing risk frameworks that are
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deliberately distanced from quantitative modelling (e.g. NIST) and adapts existing
quantitative models, e.g. RiskLens !'!, and Cyber VaR (CyVaR) 2. In a way, FAIR is
complementing the work of NIST and the International Organisation for Standardisation
(ISO) '2° which is the international standard-setting body and includes cyber risk standards.
For example, the ISO 27032 provides specific recommendations and ISO 27001 sets
requirements for cyber security. Notable for this discussion, only FAIR ' provides
recommendations for quantitative risk estimation, which some of the other frameworks and
models have focused on qualitative estimation approaches. The state of the art in current risk
estimation (also known as risk analysis) is based on the high, medium, low scales (also
known as the trafic lights system or colour system).

The Exostar system !>, CMMI 1% CVSS 787 represent approaches to assess risk (including
vulnerabilities/threats/impacts), but their risk estimation techniques use likelihood of impact
on high, medium, low scales, and only CVSS [116], [120], try to use actual figures and
mathematical formulae to come up with quantified risk values. The mathematical formulae
however, are not based on probabilistic data. Hence CVSS simply allocates a number to the
high, medium, low scales does not quantify risk with the traditional statistical probability
approach. To clarify this argument, risk assessment covers three main areas: risk
identification, risk estimation and risk prioritisation 6. While recovery planning is a part of
risk treatment, which is covered by risk management. A key point to note here is that risk
estimation is used for risk management, and as such quantitative risk impact estimation is
needed for making decisions on topics such as cyber risk insurance. The [oT cyber risk
insurance requires precision and given the lack of actuarial tables, qualitative quantification is
its subjective and lack precision . Given this lack of precision, one expert perception of a
threat as low might not conform to another expert perception or belief. On the other side of
the argument, probabilistic models lack sufficient actuarial data and given the complexity of
the analysis in interconnected systems, there are very few probabilistic models that claim
success in quantitative risk estimation and analysis. These risk assessment approaches e.g.
FAIR "%, RiskLens '!!, and CyVaR !'2, are still be in their infancy and could benefit from
considering recovery planning in the quantitative risk impact assessment. Although even
quantitative risk impact assessment approaches do not provide guidance on recovery
planning, these approaches enable the recovery planning function of risk management,
through the quantitative risk impact estimation and analysis.

Continuing with the gap analysis of current state of the art approaches, OCTAVE is a risk
assessment method based on a qualification technique (high, medium, low) to measure risk.
OCTAVE does not provide a quantification of risk estimation with a quantitative technique
(i.e., actual figures, costs, etc.). Quantification of risk estimation is required for calculating
the required level of recovery and for ensuring that cyber risk insurance policies cover the
required level of recovery. For example, a cyber risk insurance policy with the required level
of recovery, would enable a company to recover better, then a company with estimated level
of recovery. Similarly, TARA, does not quantify level of exposure through risk estimation.
These risk assessment frameworks and methodologies need to be concentrated on cyber risk
impact estimation, because that is the area of risk assessment they have not covered. One
approach for bringing the focus on risk impact estimation, is to integrate the cyber recovery
recommendations from the ISO and NIST frameworks. Once the element of recovery is
considered, then the risk impact estimation becomes of great importance for relating the risk
assessment with the risk management functions. Another approach for bringing the focus on
risk impact estimation, is to integrate the FAIR recommendation for quantifying the level of
exposure.
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There seems to be a disconnection from the aforementioned risk assessment approaches and
the quantitative risk assessment approaches. The discussed frameworks and methodologies,
including the Exostar systems and CVSS calculator, all represent a qualitative approach to
assessing cyber risk. For the purposes of the empirical analysis, two quantitative risk
assessment models are compared: RiskLens and CyVaR. The main difference between the
two models is that RiskLense uses BetaPERT distributions !'! and the CyVaR is based on the
Value at Risk model 2>!112:118:121 'Both models however, do not assess the cost of recovery but
only the financial impact.

5.3. Transformation roadmap for standardisation of IoT risk impact assessment

To define a transformation roadmap for standardisation of [oT risk impact assessment, the
methodology follows established approaches 227128 and few recently developed design
processes '22129-137 The following section performs strengths, weaknesses, opportunities and
threats (SWOT) analysis. This diversity of approaches identified in the gap analysis, presents
conflict in risk assessment, e.g. qualitative versus quantitative, or Threat Matrix versus
Maturity models versus BetaPERT distributions. To enable the standardisation design, in
Table 1, firstly the core cyber impact assessment concepts are extracted to defining the design
principles for cyber risk impact assessment from IoT vectors. Then the design principles are
examined with SWOT analysis. The design principles define how to identify, manage,
estimate, and prioritise cyber risk. These are described as:

e Risk identification (measure) — calculate economic impact of cyber risk.

e Risk management (standardise) — international cyber risk assessment approach.

¢ Risk estimation (compute) — quantify cyber risk.

e Risk prioritisation (strategy) — plan for impact of cyber-attacks, e.g. cyber insurance.
[Vectors IFAIR ICMMI ICVSS ISO INIST Octave TARA
Risk identification [Financial Maturity models|Base metrics ~ [[SO 27032  [Categorising \Workshops Threat Matrix
(measure)
Risk management [Compliance ISO 15504 - Mathematical [[SO 27001 |Assembling Repeatability (Template threats
(standardise) SPICE lapproximation
Risk estimation Quantitative Maturity levels |Qualitative Compliance |Compliance Qualitative Qualitative
(compute)
Risk prioritisation [Level of IN/A IN/A ISO 27031 |Compliance Impact areas  [System recovery
(strategy) lexposure

The strengths, weaknesses, opportunities and threats (SWOT) analysis of the reviewed frameworks, methods, systems and models can be
summarised as follows:

The strengths of the reviewed approaches include:

OCTAVE has developed a standardised questionnaire that can be applied to investigate and categorise recovery impact areas.

TARA is a predictive framework that enables targeting of the most crucial exposures, as opposed to promoting the defence of all
possible vulnerabilities.

CVSS is relatively easy to use and translate results. Moreover, it is based on input and feedback from various sources and can be used to
translate simple qualitative input into a numerical score reflecting severity and characteristics of a vulnerability.

Exostar System enables enterprises to assess, measure, and mitigate risk in real-time across multi-tier partner and supplier networks and
determines the gaps between cybersecurity posture and regulatory compliance.

CMMI combines set of best practices in the disciplines of systems analysis and design, software engineering and management. CMMI
can simultaneously address multiple as opposed to stand alone improvements. This enables improvement in the entire enterprise risk and
the full product development life cycle risk.

The NIST framework is valuable in assessing cyber risk, but more valuable in managing cyber risks. NIST is also the most advanced
framework in terms of disaster and recovery planning.

FAIR model promotes a quantitative, risk based, acceptable level of loss exposure.

ISO promotes standardisation of cyber risk and reflects international experience and knowledge. ISO provides standards for cyber risk
and disaster recovery.

RiskLense presents a quantitative assessment with Monte Carlo simulations.

CyVaR presents a method to quantitatively assess risk with Monte Carlo simulations.

The weaknesses of the reviewed approaches can be summarised as follows:

OCTAVE fails to provide a quantification method for calculating the required level of recovery.

TARA fails to quantify the impact of cyber risks, which is crucial for deciding on appropriate recovery planning.

CVSS contains scoring range between 0.0 to 10.0, but is based on a 3-level system and because the score is derived from a limited
number of variables, it creates dissimilar vulnerabilities receiving similar score.

Exostar System does not assess enterprises own cyber risk exposure. Instead, it helps enterprises to manage risk by understanding the
strengths and vulnerabilities of their supply chain partners.
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CMMI does not explain how to implement improvements, but only indicates where improvements are needed. The improvements are not
methodological processes and the actual processes an enterprise chooses depend on multiple factors. The CMMI may simply not map the
processes in a specific enterprise.

NIST framework is documented, not an automated tool and does not contain an impact assessment model for quantifying cyber risk.
FAIR framework promotes standardisation of quantitative models, but is difficult to use and is not as documented as other frameworks,
e.g. OCTAVE. The greatest shortcoming is the lack of access to current information about the methodology and examples of how the
methodology is applied.

ISO is based on voluntary shared knowledge and is consensus based. International standardisation requires a level of compulsory
compliance.

RiskLense contains a lack of details on the algorithm supporting its risk assessment.

CyVaR has the potential issue of a lack of the required risk data to perform adequate and comprehensive assessments.

The opportunities of the reviewed approaches can be summarised as follows:

OCTAVE is aimed at companies with limited resources, it is free and can be used as the foundation risk-assessment component or
process for other risk methodologies.

TARA is a methodology that can be implemented as a complementary method, in combination with other risk assessment processes.
CVSS currently has a 3-level scoring system, and as such the biggest opportunity is to integrate more levels in the calculator to represent
cyber risk with greater precision. Since the numbers are based on experts’ opinion and do not represent an ultimate precision, the
calculator represents a guiding point. As such, colour coded system with more risk categories could be easier to understand than a
number. Numbers may also provide a fake sense of precision, while the numbers in the calculator are not based on established
mathematical or statistical probabilistic data.

Exostar System could evolve into a system that assesses enterprises own cyber risk exposure, while enabling the assessment of cyber risk
from supply chain partners.

CMML is related to ISO 9001. The ISO 9001 specifies a minimal acceptable quality level, while CMMI specifies continuous process
improvement. Biggest opportunity is to adapt CMMI with continuous updates from ISO 9001 and other standards.

The NIST is based on an extensive use of acronyms, which can be confusing and require a detailed understanding of the standards
referred to in the acronyms. Hence, the greatest opportunity would be changing and simplifying the design. This could be done by
replacing the acronyms with a new user friendly tool to incorporate a fully automated guidance process (e.g. such as CVSS calculator).
FAIR is complementary to existing risk frameworks and applies knowledge from existing quantitative models. This represents an
opportunity for developing a standardisation reference architecture.

ISO could evolve into an international standardisation of cyber risk/security frameworks, models and methodologies.

RiskLense could evolve into the first standardised quantitative model for cyber risk assessment. More academic research is required on
this model to define and disclose the algorithm. This would increase the acceptance of this model, as academic research would enable the
model to be verified and validated.

CyVaR needs to be adapted and modified to include units of measurement for IoT cyber risk vectors.

The threats of the reviewed approaches can be summarised as follows:

OCTAVE method is complex and takes time to understand. This is the main weakness as it is a qualitative method that does not provide
mathematical or financial modelling.

TARA focuses on reducing cost by covering only the exposures that are most likely to occur. Considering that not all exposures are
covered, greater focus should be on recovery planning. TARA promotes and facilitates system recovery, but does not address the level of
cyber risk impact.

CVSS converting qualitative data into a quantitative result, with relatively low level mathematical approximation, could create a false
level of security.

Exostar System uses third-party sources to provide insights in the cyber health and viability of supply chain partners. The validity of the
data depends on the third-party sources and if this cyber data is incomplete or compromised, the insights would also be compromised.
CMMI measures are easy to recognise but difficult to develop. For instance, CMMI does not provide guidance on how to implement
improvements, it simply indicates where improvements are required.

NIST as a documented model, depends on many documents being continuously updated. Unless it evolves into a more automated
process, the framework would need constantly to be reviewed and updated as new technology and laws emerge.

FAIR depends on a computational engine for calculating risk and a model for analysing complex risk scenarios RiskLens '''. RiskLens
!5 a commercial product and the software comes at a cost. Standardisation of commercial products could create disadvantages for
small enterprises that lack resources of large enterprises. Small enterprises may choose free models such as OCTAVE.

ISO contains members from 161 countries and 778 technical committees and subcommittees. This presents a major challenge in
coordination and integration of specific standards.

RiskLense, without the academic peer-review rigour and industry expert review, represents a model that is very difficult to verify and
validate. Without such validation, the results would be questionable.

CyVaR is a fairly complicated approach and unless simplified, in a software format, similar to the CVSS, it could be difficult to
implement as a standard model for cyber impact risk assessment.

Table 1: Transformation roadmap for standardisation of loT risk impact assessment

The resulting definition of transformation roadmap emerges from the gap analysis and the
SWOT analysis of existing cyber risk impact assessment approaches. To reduce the content
of the emerging concepts from the comparative empirical analysis, the controlled
convergence methods was applied in a case study research.
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6. Case study research
6.1. The case study

The case study research involved four workshops that included 18 distinguished engineers
from Cisco Systems, and 2 distinguished engineers from Fujitsu. The workshops with Cisco
Systems were conducted in the USA in four different Cisco research centres. These centres
were as follows: First Centre - Security and Trust Organisation; Second Centre - Advanced
Services; Third Centre - Security Business Group; and Fourth Centre - Cisco Research
Centre. In pursuit of validity, a separate workshop was conducted with two experts from
Fujitsu centre for Artificial Intelligence the UK. The Fujitsu workshop was conducted
separately to avoid those experts being influenced or outspoken by the larger goup from
Cisco systems.

The first two Cisco workshops were conducted to apply the controlled convergence 38137,

The following two Cisco workshops, and the Fujitsu workshop, to verify the design. This
approach to pursuing validity follows existing literature on this topics 4%! and provides
clear definitions that specify the units of analysis for IoT cyber risk vectors. The reason for
pursuing clarity on the units of analysis for IoT cyber risk, was justified by existing literature,
where these are identified as recommended areas for further research '#2. The ToT risk units
of analysis from individual IoT strategy are combined into standardisation vectors. The
process of defining the standardisation vectors followed the Pugh controlled convergence
method, where experts were asked to confirm the valid concept, merge duplicated concepts,
and delete conflicting concepts. The main limitation of the Pugh controlled convergence
method is the difficulty in gathering large number of experts in one location.

To resolve this, the workshops were limited to two hours and the results from the
comparative analysis, the empirical analysis, the gap analysis and the SWOT analysis were
distributed in advance, through Cisco secured server to all participants. The experts were
asked to perform the first round of concept selections online and distribute their results
anonymously in a secured file. Considering the participants included distinguished engineers,
senior managers and directors of the Cisco centres, anonymity was considered crucial to
ensure the answers are not biased or influenced by what the management wanted to hear. To
increase participation, secure WebEx video conferences were established in Cisco Research
Centre in North Carolina, U.S. That enabled experts from other parts of the U.S. to join in the
workshops. The data from the controlled convergence workshops was transcribed and stored
on the Cisco secured file.

6.2. Transformation imperatives describing how loT companies can achieve their target state
based on their current state with a Goal-Oriented approach

Following the identification of a high-level target state in the comparative empirical analysis,
the controlled convergence was applied to narrow the emerging implementation tasks through
case study. The controlled convergence was applied for the development of a high-level
transformation roadmap. To build the transformation imperatives in Table 2, the case study
reviewed secondary data the main cyber risk impact assessment approaches. The emerging
categories are validated with applying the controlled convergence with a group of experts.
The process of confirming validity of the data in Table 2, included four workshops with
experts in the field. Table 2 outlines the transformation process but does not include all the
steps as the aim is to present a methodology, not the actions. The rationale is that different
enterprises will have different cyber security steps to perform in order to transition to a higher
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maturity lever. A long and detailed list of steps can be found in the NIST framework and the
Exostar system.

High level transformation imperatives

Training and awareness

Control goal (parent) 1: Security skills assessment and training

Control objective (child) 1: Skills and integrated plan to support defence of the enterprise.

Control element (orphan) 1: Analysis of needed skills; provide training to match the required skills and validate skills through periodic
tests. More advanced control orphans include: security assessments using real-world examples to measure mastery or skills.

Control goal (parent) 2: Penetration testing.

Control objective (child) 2: Test the defences by simulating cyber-attacks.

Control element (orphan) 2: Regular focussed penetration tests for detecting unprotected systems through vulnerability scanning and
penetration testing combined.

Control goal (parent) 3: Mobile device

Control objective (child) 3: Mitigate cyber risk from mobile devices.

Control element (orphan) 3: Mobile devices should have access controls to enforce policies and option to remotely clean the device.
Cyber threat intelligence

Control goal (parent) 1: Boundary defence

Control objective (child) 1: Manage the flow of information between network trust levels.

Control element (orphan) 1: Prevent communications with malicious IP addresses, use two-factor identification; design DMZ network
and scan connections that aim to bypass the DMZ; block known bad signature or attack behaviour.

Security event monitoring

Notes: links with: (a) network security; (b) identity and access management.

Control goal (parent) 1: Maintenance, monitoring and analysis of audit logs

Control objective (child) 1: Collect, manage and analyse audit logs of events.

Control element (orphan) 1: Two synchronised timestamps in logs to ensure consistency; develop a log retention policy.

Control goal (parent) 2: Secure configurations for network devices such as firewalls, routers and switches

Control objective (child) 2: Actively manage the security configuration of the network infrastructure.

Control element (orphan) 2: Documenting all new configurations rules that allow traffic to flow through network security devices; use
two-factor identification and encryption.

Control goal (parent) 3: Account monitoring and control

Control objective (child) 3: Control the life-cycle of system and application accounts.

Control element (orphan) 3: Disable unused account; imprint accounts expiration date; enable revoking system access accounts; log-off
users after a standard period of inactivity; encrypt transmitted passwords.

Table 2: Transformation imperatives describing how loT companies can achieve their target state based on their current state
with a Goal-Oriented approach

For implementing the recommendations emerging from the transformational imperatives, we
refer to the NIST cyber security implementation tiers as support guidance. NIST advocates
transforming current cyber profiles that dictate reactive approach, into risk informed,
repeatable and adaptive target cyber profiles !'>. The NIST implementation tiers are
developed specifically for critical infrastructure and needed to be adapted for enterprise cyber
risks. In developing the target profile implementation tiers on enterprise level, we used a
broader approach, considering risk management across the entire enterprise cyber risk, rather
than examining individual categories and subcategories. The target state implementation tiers
should firstly focus on the network security e.g. cyber security through vigilance, resilience
and behaviour, and security by design and by control 43, These implementation steps are the
prime focus of government and industry efforts for improving cyber security exposure. In the
following section, the transformation roadmap and imperatives are used to define a new [oT
risk impact assessment with a goal-oriented approach and the Internet of Things Micro Mart
model.

7. loT risk impact assessment with the transformation roadmap and imperatives

Dependency goal-oriented modelling can be applied to connect unconnected risk models and
to build a risk model for a complex IoT systems. The first step is to link separate models.
This requires identifying the shared principles from the multiple models that we are
connecting. Then, to determine the level of dependency risk, we need to understand the
dependencies of the shared principles.

12
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7.1. loT Risk Analysis through Functional Dependency

Dependency modelling and analysis (DA&M) provides a means to support the management of
functional and operational complexities within [oT systems with focus on the system elements,
measures of a design or operational challenge, as well as the functional dependencies that
define their associations. Dependency modelling and analysis can support a superior
understanding of connectivity and its implications on performance, and can assist in
constructing, improving, and maintaining of such complex system.

The construct and exchanges that happen in IoT domain defines a tightly coupled association
amongst constituting components and sub-systems such considerably on the correct functions
of another linked component or system. This is considered a dependency relationship, and can
either be direct (a first order dependency) or indirect (a subsequent higher order dependency)
144" For example, from a typical ToT architecture '#°, normal functions for components and
services on the application layer typically depend on the normal functioning of their
counterparts on the network layer. This latter also relies on the perception layer component and
services. If a component or service on the perception layer is compromised, such impairment
can alter the correct functioning of connected component or service on the network or
application layers. Thus, security risks in an IoT domain may not exactly be drawn from the
failure of one specific IoT component, but most often extend to the failure of other IoT
components that can be recipients of rippling impacts. This dependency amongst IoT sub-
systems and components can also cause impacts or failures to cascade from one affected system
or component onto another; worsening the damaging impacts 146147,

Depending on the evaluation approach, security and safety-critical impacts typically vary
amongst assets, their functionalities (services), placement positions, and configurations within
industrial networked systems *® including IoT. However, to support effective decision-making
from both security and safety perspectives, [oT adopters need to adopt risk assessment methods
that exceed considering risk scenarios one-by-one, qualitatively or statically, to considering the
relationship between the risk factors (Muller et al. 2017). This way, they can achieve the
quantification of security-related dependencies that can help provide deeper insights on how
an impact to IoT infrastructure that prevents it from delivering the relevant and requite
service(s), can affect the performance levels of other sub-systems that connect and rely on an
affected target. This can help in the development and adoption of effective security incidence

response and recovery ', as well as help reduce and manage the effects of IoT disruptions.

Indeed, existing complex system dependency modelling approaches provide a good starting
point for understanding IoT dependency analysis. A simulation-based approach through
scenario-driven what-if analysis can provide platform for such complex dependency analysis
bordering on simulating the consequences of discrete events, and the physical economic flows
amongst IoT sub-systems !4, This method provides a method for resolving disparate events
and controls strategies. Leontief-based input-output approach !'*° can support IoT
interdependency modelling from failure risk dimension. As a common approach for analysing
risk transmission among interdependent components, the input-output Leontief-based model
offers an explorable approach deriving dependency-oriented attributes such as; disruption
probability, risk transmission, and cascading impacts '*°. A network-based approach can also
assist the evaluation of physical dependencies and cascading disruptions within and across
geographical dimensions. These typically explore stochastic modelling '47-13!, especially the
Markov-based techniques '*%!33. An important point to draw from these approaches is that
topological characteristics of networked infrastructures, such as connectivity, path length,
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degree of vertex, and redundancy ratio can be leveraged for interdependency analysis, and used
to resolve the spatial impacts of risks and disruptions in the IoT.

7.1.1 Network-based Linear Dependency Modelling

One way of achieving IoT dependency modelling is through a network-based functionality
dimension — analysing how the functionality of one system or component can affect the
functionalities of other systems or components '#°, explorable on the basis of connectivity and
process configurations over multi-layered IoT architecture. Graph theory 4+!13% - using vertices
and edges; provides a way to simply represent (directly or logically) the dependency of IoT
components within and across multiple functionality layers. In this case, dependency can be
derived if a component or service of system j (vertex) is linked (edge) to another 7, such that i
relies on the outputs from the normal functionality of j for its own basic functionality. It
becomes an interdependency if j also relies on some functional output from i to achieve further
functionality. This can mean that an impact in i can cause impacts in j, which can subsequently

affect another entity &, which is functionality dependent onj (/ -/~ k). This indicates a higher-

order (inter)dependency scenario, which can introduce complexities to the size of the IoT
system. In a higher-order dependency structure, impacts can cascade from a single component,
service, or system to others in multiple layers. Using this approach, clearly articulating the
security-related functional dependency status of a component in the network requires
answering questions such as: is the component connected to an industrial network? Does the
component have a known exploitable vulnerability? Does its function contribute to the
actualisation of a set of system operations? Does the component have one or more other
components depending on it for data or instruction set to accomplish a desirable process? And
Does it depend on any component(s) to accomplish its set operation in the system? Providing
answers to these questions can guide the correct mapping of node dependencies in the ICS
network.

With these, a functional dependency scenario can be modelled using directed graph G as an
ordered pair (V, E) composed of a finite set of vertices V, and a binary relation £ on V. The
elements of E are referred to as edges (arrows) and represent the ‘impact link’ that cascades
along successive edges. These arrows form an ordered pair e = (v;, v;), where v;, v; € V represent
components in the network, and e represents the dependency impact link from an originating
component v; to a destination component v;. To develop a functional dependency and impact
model, every component (physical execution, logical execution and monitoring, control and
workflow management, and boundary-based devices) is mapped to a verfex and every
dependency impact link to an arrow in a graph. This graph-based structure can be used to
model the topological dependencies in ICSE network and used to capture attack impacts. On a
typical directed graph structure, this corresponds to the sum of the number of directed edges e
going out of a source node v;, and that of the target destination node(s) v;. However, the impact
of an attack starts from a source node, so that the determination of a dependency impact
captures all possible impact points on the graph or network. For every vulnerability attributed
to a component v on the network, a corresponding functional dependency impact index y = f(v)
is proposed as the cumulative dependency links across the component from the vertex v
inclusive. When a component is attacked, the functional dependency index is conceived to as
the number of components that are included along a path following the vertex from the
originating component. This represents a simplistic implementation based on linear analysis
on a conditional existence of configured connectivity amongst loT components. A Boolean
True (1) or False (0) specification can be obtained as values from establishing
functional/physical dependency queries between loT components. With this, aggregate values

14


http://dx.doi.org/10.20944/preprints201904.0133.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 11 April 2019 d0i:10.20944/preprints201904.0133.v1

University of Oxford

can be derived to represent the degree of functional dependencies associated to individual
components in the IoT network.

If combined with dynamic vulnerability information such as the environmental severity
attributes (collateral damage potential of a vulnerability, its target distribution, and its target
security requirement violation) from standard CVSS 55156 often considered optional when
undertaking security analysis, then the outcome can potentially be used to understand potential
impact associated to component vulnerabilities — estimating how wide or otherwise an impact
on a component or system can ripple through and affect other components and systems. Such
insights can support a more accurate estimation of risks, incident response, and recovery in the
IoT domain. Thus, an organisation embracing IoT integrations into their networks and services
need to perform a perform such multi-factor security analysis to derive of its [oT cyber security
posture. The IoT organisation needs to be clear about its current and target security posture,
before designing and adopting a transformation roadmap outlining tasks to achieve the stated
target posture. In developing a target profile, a broad range of approach may be used,
considering more effective and efficient risk management approaches across the entire in-scope
organisations

7.2. loT risk impact assessment with a Goal-Oriented Approach

Identifying shared principles for multiple independent cyber risk models is challenging,
because risk assessment is not based on shared risk estimation. This can partially be resolved
by focusing on the success factors and concentrating on the external dependencies. In this
approach, individual risk vertices are considered as representative of a larger complex IoT
system. This advocates a top-down, or goal-oriented modelling approach, where success
factors are traversing across multiple isolated models. Such goal-oriented modelling approach
can be analysed with Bayesian methods. Statistical inference can be updated with Bayes
theorem as more evidence and probabilistic data becomes available. The paradigm can
provide a real-time statistical assessment of cyber risk of all the entities in the model. The
dependencies between a dynastic metaphor, such as ‘parent’, ‘child’, ‘orphan’ are explained
in the transformational roadmap, can be analysed with computational statistics using a
Bayesian analysis engine !°7!1°%, Therefore, the proposed goal-oriented dependency modelling
approach, is dependent on Bayesian analysis engine to determine a range of sensitivities or
vulnerabilities. To develop Bayesian inferences, the model requires the statistical
relationships between ‘parent’, ‘child’, and ‘orphan’. The level of achievement is articulated
as the ‘state’ of the goal, which is usually correlated with failure and success. However, while
‘state’ is usually identified according to a value judgement, e.g. bad-good, no-yes or 0-1, a
‘state’ could also be identified with a number of possible states, not necessarily two single
states. In addition, with the Internet of Things real-time updating, the decision model can
provide real time risk assessment, where the impact of changes in state can be immediately
identified. This is evaluated in more detail with the introduction of the Internet of Things -
MicroMort model.

7.3. Micro Mort

Since there is no International IoT Asset Classification (IIoTAC) and no established Key loT
Cyber Risk Factors (KIoTCRF), for the calculations of the new model, we would firstly need
to determine the [IoTAC and the KIoTCRF. After the establishment of [IoTAC and
KIoTCREF, the new model could be applied to calculate more precise ‘willingness to pay’ to
reduce IoT cyber risk.
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74. Relationship between the Goal-Oriented Approach and the loTMM model

The relationship between the [cTMM and the Goal-Oriented Approach is that the o' TMM
expresses a conditional probability for the Goal-Oriented Approach dynastic metaphor. The
conditional probability is the probability of a goal in the dynastic metaphor (in the
transformational roadmap), being in a ‘state’ according to the states of its ‘parents’,
‘children’, and ‘orphans’. Since Bayesian inferences are based on a logical AND or OR
function then the [oTMM provides more clarity than a simple structure consisting merely of
Os and 1s.

In scenarios where there is a lack the probabilistic data to determine the IoTMM, then the
goal is considered as ‘uncontrollable’. In such scenarios, the [oTMM still provides a
conditional probability as an isolated model. However, in uncontrollable scenarios, the
IoTMM only presents a catalogue of the probabilities in each possible ‘state’. The advantages
of combining the [oTMM with dependency modelling is more obvious when the
uncontrollable states are dynamically analysed from other distributed states that contain the
actual ‘state’ and dependencies. With this approach, it becomes possible to assess
uncontrollable states in complex systems.

8. Conclusion

This article combines existing literature and performs comparative, empirical and theoretical
analysis of common cyber risk assessment approaches and integrates current standards. The
findings present a map of the present initiatives, frameworks, methods and models for
assessing the impact of cyber risk. Hence, the article advances the efforts of integrating cyber
risk standards and governance and offers a better understanding of a holistic impact
assessment approach for IoT cyber risk. This enables visualising the interactions among
different sets of cyber security assessment criteria and results with a new design criterion
specific for cyber risk from the [oT. The contributions from this paper constitute;

1. Transformation roadmap for standardisation of IoT risk impact assessment;

2. Transformation imperatives describing how IoT companies can achieve their target
state based on their current state with a Goal-Oriented approach;

3. Followed by epistemological analysis defining a unified cyber risk assessment
approach.

The roadmap and the design imperatives can be applied for:

a. Risk identification (measure IoT risk) — calculate economic impact of cyber risk;

b. Risk management (standardise IoT risk) — international cyber risk assessment
approach;

c. Risk estimation (compute [oT risk) — quantify cyber risk;

d. Risk prioritisation (design IoT risk strategy) — plan for impact of cyber-attacks, e.g.
cyber insurance.

The paper also presents new methods for applying the roadmap through: IoT Risk Analysis
through Functional Dependency; Network-based Linear Dependency Modelling; IoT risk
impact assessment with a Goal-Oriented Approach; and a correlation between the Goal-
Oriented Approach and the [oTMM model.

In addition, the paper outlines a process for visualising IoT cyber risk. This was identified as
one of the key problems faced by cybersecurity practitioners, because installation of new [oT
devices was confirmed as often not reported to the cybersecurity professionals. The

visualisation of cyber risk can be used by practitioners and regulators to inform organisations
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in this space of best practices. The design principles, with the transformational roadmap, can
be applied to assess the impact of cyber compromises and to make cyber security
recommendations. The findings are relevant to national and international 14.0 networks,
specifically for IoT cyber risk planning.

8.1. Limitations and further research

The set selection of [oT strategies was based on documented availability. There are additional
frameworks, models and methodologies that are not considered in this article, such as risk
assessment approaches for SCADA. In the risk assessment approaches that are not covered,
there could be concepts that are relevant to standardisation of risk assessment approaches.
Holistic analysis of all risk assessment approaches was considered beyond the scope of this
study. Additional research is required to integrate the knowledge from other studies. The

epistemological framework in this article presents a generic approach to guide researchers
and practitioners 7374129-131,133-130,75,159-165,122-128
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