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13 Abstract: Over the past decade, wireless communication technologies have developed significantly
14 for intelligent applications in road transport. This paper provides an overview of
15 telecommunications-based intelligent transport systems with a focus on ensuring system safety
16 and resilience. In vehicle-to-everything, these problems are extremely acute due to the specifics of
17 the operation of transport networks, which requires the use of special protection mechanisms. In
18 this regard, it was decided to use blockchain as a system platform to support the needs of transport
19 systems for secure information exchange. This paper describes the technological aspects of
20 implementing blockchain technology in vehicle-to-network; the features of such technology are
21 presented, as well as the features of their interaction.
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24

25 1. Introduction

26 Today, due to high urbanization and a steady increase in the number of cars per capita, there
27  are problems associated with the specifics of road networks. Fortunately, new technologies and
28  systems have been developed that can radically change our way of life, and one example is
29  intelligent transport systems. Intelligent transportation systems (ITS) use information and
30  communication technologies to optimize traffic in major cities instead of expanding the physical
31  infrastructure, which saves money, improves living standards, ensures safety, and reduces the
32  environmental impact [1]. One of the most significant features is the tendency to reduce the number
33  of fatalities and injuries in traffic accidents.

34 The potential of such systems lies in the organization of services for the management of road
35  infrastructure facilities, which is a priority that should help reduce the saturation of the road
36  network. Such systems will significantly improve people’s quality of life and will become a reality in
37  the near future. The modern development of transport networks and their importance for public
38  infrastructure lead to the development of vehicle-to-everything.

39 There may be different types of vehicle communication networks depending on the participants
40  exchanging data. Networks of mobile nodes, which are strictly moving vehicles communicating
41  with each other, are called vehicle-to-vehicle (V2V). Vehicle-to-infrastructure (V2I) or
42  vehicle-to-pedestrian (V2P) networks are formed when moving vehicles interact with either
43 roadside infrastructure or pedestrians. If a vehicle interacts with IT networks and/or data centers,
44 the network type becomes vehicle-to-network (V2N). The general term that unites all of these types
45  of communications, providing communication of vehicles with various recipients, is called
46  vehicle-to-everything (V2X) [2].
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47 Vehicle-to-everything consists of infocommunication technologies aimed at improving the
48  safety and efficiency of road traffic. This is due to the exchange of information between the objects of
49  the system from a vehicle to any object that can affect the vehicle, and vice versa [3,4].

50 A feature of such networks is decentralization. V2X networks are characterized by a dynamic
51  topology change due to frequent user changes that form short-term connections.
52 Vehicle-to-everything networks are used for:

53 e  Assistance for road users (navigation, warning of danger and road conditions, collision
54 avoidance, maneuvering, indication of restrictions, etc.).
55 e Differentiation of priorities in the movement of transport of various services.

56 The main objective of such networks is to improve the efficiency of road traffic management
57  and road safety.
58 However, along with the scale of the networks, the complexity of control over them also grows;

59  the process of administering large heterogeneous networks requires more and more resources for
60  correct management and monitoring of the process.

61 The main reasons for the problems associated with the information security of transport
62  networks are [5]:

63 ¢  Alack of means of protecting nodes from intrusions and intruders.

64 o The ability to listen to channels and replace messages due to the general availability of the
65  transmission medium.

66 o The need to use complex routing algorithms that take into account the probability of receiving
67  incorrect information from compromised nodes as a result of changes in the network topology.

68 ¢  The impossibility of implementing a traditional security policy due to the features of the classic
69  vehicle-to-network architecture, such as the absence of a fixed topology and central nodes.

70 In vehicle-to-network, the problem of ensuring information security is extremely acute due to
71 the specifics of operating automobile networks and the importance of not interfering with third
72 parties in the operation of the system, which requires special security arrangements.

73 To address these security and reliability issues, blockchain technology can be used to create
74 new forms of distributed architectures. In this network, the components will be able to find
75  agreement on their common state for decentralized and transactional data exchange through a large
76  network of untrusted participants, without relying on a central point [6]. In a broader sense,
77  blockchain is used to define the entire technological ecosystem behind the exchange of digital assets
78  between members of the same network without intermediaries [7].

79 The practicality of blockchain is undeniable in everything related to data storage and
80  authentication, which will limit all kinds of fraud.
81 This stage of technological development has the following benefits [8-10]: it is decentralized, so

82  the network participants are equal; the system is reliable, since any attempt to make unauthorized
83  changes will be rejected due to noncompliance with previous copies; data added to the system are
84  verified by other independent participants; it is possible to check any transaction; there are
85  theoretically unlimited records; and confidentiality is assured: with data stored in encrypted form,
86  users can track all transactions, but cannot identify recipients or senders of the information.

87 The peculiarity of vehicle-to-network is that there are many users who quickly change their
88  location and do not have high capacity. At the same time, blockchain technology may be applicable
89  to solve the assigned tasks within the framework of ensuring security. The use of blockchain
90  technology can qualitatively improve aspects of security in V2N networks.

91 This paper is structured as follows: Section 2 presents related works. Section 3 summarizes the
92  main technical capabilities of blockchain technology. Section 4 presents the technical characteristics
93  of the implementation of blockchain technology in vehicle-to-network, followed by an analysis of
94  the temporal characteristics of the proposed solution. Finally, Section 5 concludes the paper,
95  presents the findings and results, and defines the background for future work.

96  2.Related Works
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97 Vehicle-to-everything strives to make the transportation system more intelligent by connecting

98  everything with moving vehicles, but it can be subject to intrusions. A public key infrastructure

99  (PKI)-based authentication protocol provides basic security services for automotive ad hoc
100  networks. However, trust and privacy are still open questions due to the unique characteristics of
101  networks. It is imperative to prevent domestic vehicles from transmitting bogus messages while
102  maintaining the privacy of vehicles from tracking attacks. As a new security technology, blockchain
103  can implement decentralized protection against unauthorized access. A comprehensive overview of
104  the latest blockchain developments for future smart city scenarios along with recent industrial
105  initiatives is discussed in [11-14].
106 Today, V2X technology can be implemented in various countries to improve transport
107  infrastructure. In this regard, many researchers consider the problems associated with implementing
108  these projects and include various solutions to improve management, as well as describe the
109  importance of using such networks. Thus, in [15], the authors consider an approach to planning
110  vehicles in motion, which uses current data and applies visual sensing methods. In turn, in [16], the
111  authors explain how important vehicle-to-everything is in the management and planning of cities.
112 The authors prove the key points of technology for large-scale vehicle route planning and intelligent
113  traffic planning, and they also propose a multiplayer game theory algorithm for aggregating
114  intra-cluster data by analyzing the competitive and cooperative relationships between sensor nodes.
115  Jing et al,, in their study [17], demonstrated the ability to effectively reduce congestion in urban
116  environments to achieve the desired goals using adaptive control of traffic signals.
117 These works are of great importance in describing the key aspects of technology and the main
118  problems of implementation and use. However, special attention should be given to aspects of
119  security and networking.
120 Another study [18] analyzed the situation in the field of cybersecurity of wireless automotive
121  networks (vehicular ad hoc network (VANET)) from a systemic point of view. The entire pool of
122 known threats, localized by the objects of attack (vehicles and transport infrastructure, as well as the
123  interface of information and technical interactions between them), are classified on the basis of
124 genetic characteristics. The authors prove that some of the threats are generated by fundamental
125  innovations in the VANET concept, and some are inherited from classic mobile networks.
126 The same authors, in [19], carried out a comparative assessment of the VANET cybersecurity
127  indicator for three alternative methods of its construction standardized on the basis of IEEE 802.11p
128  and Internet of Vehicles (IoV), where the first component is responsible only for high-speed road
129  transport, and the second for transport infrastructure facilities (“world of things"). An analysis of
130  their results shows the presence of a complex relationship between the degree of centralization of
131  transport network management and the level of cybersecurity of applied information and
132  telecommunication systems.
133 An analysis of numerous sources describing cybersecurity in VANET/ITS networks allowed the
134 authors of [20] to compile a list of the most “popular” cyberthreats. The article also discusses the
135  application of software-defined networking (SDN) technology to ensure cyber-resilient traffic in ITS.
136 A number of articles have been devoted to countermeasures against cyberattacks on VANET
137  with a focus on authentication methods. For example, [21,22] provide overviews of threats and
138  attacks that vehicle-to-network is exposed to, and offer solutions to protect car networks from
139  malicious nodes and fake messages using authentication. In [23], the authors describe security and
140  privacy issues that may affect large-scale V2N deployments and suggest solutions through the use of
141 authentication methods. The security issue in the vehicle ad hoc network is also addressed in [24],
142 which provides an end-to-end authentication solution and discusses a hierarchical model that
143 concentrates on fewer message exchanges.
144 The use of blockchain technology to improve data protection is considered in many studies. For
145  example, in [25], the authors prepared statistics of blockchain research in various aspects in recent
146  years. In [26], blockchain technology is described as a highly reliable system that represents a
147  quantum leap forward in maintaining data security. The authors show that blockchain immutability
148  creates an enabling environment for the combination of blockchain and smart city systems. The
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149  authors of [27] considered cloud computing for data storage and computation in V2X. The authors
150  investigate a cloud-based road condition monitoring scenario where the authorities need to monitor
151  road conditions in real time so they can respond in a timely manner to emergency situations. The
152 authors focus on resolving the issues of vehicle authorization, ensuring confidentiality in relation to
153  the cloud server, and checking the source of the report. It can be seen that most of the research has
154  been devoted to protecting information and personal data, as well as improving the quality of
155  network services.

156 In order to prevent the spread of fake messages in V2I, an algorithm for assessing reputation
157  based on both direct interactions and indirect information about cars is presented in [28]. The study
158  ran a series of experiments to evaluate security, credibility, and performance, and the results showed
159  that blockchain-based anonymous reputation system (BARS) can establish a model of trust with
160  transparency, conditional anonymity, efficiency, and reliability for VANET. A proof of event
161  consensus concept applicable to automotive networks rather than a proof of work or credentials
162  approach is proposed in [29]. Traffic data are collected through roadside blocks, and passing
163  vehicles check for correctness when an event notification is received. How mobility affects the
164  performance of a blockchain system running on a dedicated car network (VANET) is explored in
165  [30].

166 Nevertheless, despite studies on the topic, at this stage few solutions have been proposed that
167  could provide the necessary level of protection for all objects of the transport infrastructure and at
168  the same time ensure an acceptable quality of service. This study offers an alternative approach to
169  the existing problem to ensure data protection using blockchain technology. Also, our approach
170  determines the network scheme for working with blockchain transactions and the dependence of
171  network characteristics on application characteristics.

172 3. Technical Aspects of Blockchain Technology

173 3.1 Introduction to technology

174 Blockchain protocols, which constitute a promising but still underdeveloped technology, have
175  recently attracted a lot of interest from researchers and industry. Blockchain is a specialized
176  information and communication technology with some specific features. It is a distributed database
177  that consists of an ever-growing list of structured data, in which data storage and processing devices
178  are not connected to a common server [8-10].

179 Currently, standardization of blockchain technology is in the drawing-board stage. However,
180  the International Organization for Standardization established ISO/TC 307, “Blockchain and
181  distributed ledger technologies,” and ISO/TR 23455:2019, “Blockchain technology and distributed
182  ledgers: Review and relationship between smart contracts in blockchain and distributed ledger
183  systems.” Also, this technology has been considered within the framework of International
184  Telecommunication Union Telecommunications Standardization Sector (ITU-T) sessions, and
185  Technical Report FG DLT D1.3, “Distributed ledger technology standardization landscape,” has
186  been prepared.

187 Blockchain development can be divided into two main generations. The first generation is an
188  open ledger for monetary transactions with very limited support for programmable transactions. A
189  common application type is cryptocurrency exchange applications. The second generation has
190  become a general programmable infrastructure [6].

191 3.2 Technical aspects

192 In blockchain technology, security is ensured through decentralization. A data register is
193  formed, which is managed independently. The network does not rely on any central trusted
194  authority that manages the system, as in centralized systems. Instead, trust is achieved as an
195  emerging property from the interactions between nodes in the network.

196 The integrity of transactions is organized using cryptographic rules [10,20]. When the nodes of
197 the blockchain network are synchronized, all transaction records are saved and updated on devices.
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198  Once the nodes are loaded, they perform peer-to-peer discovery to communicate with other
199  available nodes using TCP ports.

200 A node is a device on a blockchain network that allows it to function. A node can be any active
201  electronic device that is connected to the Internet and has an IP address. There are different types of
202  nodes depending on the functionality:

203 e  Full nodes are clients that implement the full blockchain protocol and contain a complete copy
204 of the ledger. Their actions include discovering and communicating with other nodes; sending,
205  receiving, and storing blocks; and verifying transactions. A full node can autonomously validate
206  transactions without an external reference.

207 e  Thin nodes do not store private keys and do not sign transactions themselves. Such nodes only
208  store the titles of blocks in their local storage. They send commands to a remote server for execution.
209  The advantage of thin clients over other types of clients is that users do not need to constantly
210  synchronize the entire registry to their device, and they have easy setup and minimal technical
211  requirements.

212 e  Miners are clients that are not used to send or receive transactions; their only use is to confirm
213  transactions and find solution to puzzles for profit. They can act as full and light knots.

214 e  Tracking nodes (super nodes) are the same full nodes that are public. They communicate with
215  and provide information to any other node that decides to establish a connection with them. Such
216  nodes operate 24/7 and have several established connections transmitting history and transaction
217  data to other nodes around the world. Disadvantages are high processing power and good
218  connection.

219 All nodes must include routing functionality to validate/propagate messages and maintain
220  connections.

221 Blocks are containers that aggregate transactions. Each block is identifiable and linked to its
222  previous block in the chain. A block is a kind of container that combines transactions for inclusion in
223  apublic ledger. It consists of a header containing metadata and a body from a list of transactions.
224 A transaction is a signed data structure that expresses the value to be passed. Transactions are
225  state transitions with information about the owner (message), which include new data records and
226  transfers between participants. Transactions were originally transfers of the value of cryptocurrency,
227  but they can be used to transfer any kind of information. Each transaction consists of an input
228  section and an output section that report a list of addresses and associated values, as well as a digital
229  signature.

230 When a node connects to the network, neighboring blockchain nodes are detected and
231  connected to it. Such nodes are not geographically defined and can be selected at random. The
232  information exchange procedure within the blockchain consists of a number of messages
233  transmitted according to certain rules. The scenario of information exchange between nodes is
234 shown in Figure 1.
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236 Figure 1. Data exchange scenario between full and light nodes.
237 The main types of messages used in the data exchange process [31] are as follows: version (to

238 describe the version of a node), verack (to reply to a version message), addr (to provide information
239 about the address of the current node to other known nodes), getaddr (to request information about
240  known active nodes), getblocks (to return inv containing list blocks), inv (to distribute information
241  about objects), getdata (to get the contents of the object), block (to respond with information about
242  the transaction from the hash of the block), getheaders (to request the contents of the header), and
243  headers (information about the contents of the header).

244 The block propagation mechanism determines how the data are distributed over the network.
245  The main distribution mechanisms are as follows:

246 e  Advertising-based dissemination of information consists in the dissemination of information
247  about the received block (or the block header, depending on the types of nodes), and the nodes will
248  request the block if it is not in their register.

249 e  An unsolicited block advance is applied when the miner is sure that no other node could
250  recognize the block before.

251 e A hybrid promotion system propagates information from a node to the square root of the
252  number of directly connected peers.

253 o Intelligent selection of neighbors from a variety of possible neighbors significantly affects
254 overlap, resiliency, and load balancing performance.

255 Blockchain technology uses cryptographic algorithms to protect user data and ensure system
256  reliability [20]. The cryptographic underpinnings fall into two categories, primary and secondary.
257  The first category is used to provide protection against unauthorized access, public verification, and
258  consensus building (hash and standard digital signatures). The second category is used to enhance
259  the privacy and anonymity of transactions.

260 Private keys are used by users to sign transactions, while public keys are used to authenticate
261  transactions of other users. Blockchain technology security is ensured through the use of
262  cryptographic primitives and decentralization.


https://doi.org/10.20944/preprints202009.0132.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 5 September 2020 d0i:10.20944/preprints202009.0132.v1

7 of 17

263 The blockchain data structure is a time-stamped list that records and aggregates data about all
264  transactions that have ever taken place on the blockchain network. Thus, the blockchain provides an
265  immutable data store that only allows transactions to be inserted without updating or deleting any
266  existing transaction on the blockchain to prevent tampering and revision.

267 Each node contains its own register, and the contents of each register are kept the same using a
268  consensus algorithm. Blockchain consensus algorithms are what keep all the nodes on the network
269  in sync with one another. The key requirement for reaching consensus is the unanimous acceptance
270 of the same data value among nodes in the network, even if some nodes fail or are unreliable. Since
271  blockchain technology does not respond to any trusted entity, consensus mechanisms are used to
272  establish trust between untrusted entities. A number of consensus mechanisms have been proposed
273  and implemented in various blockchain applications:

274 e  Proof-of-work (PoW) is a process that allows network nodes to compete so that their block is
275  next added to the blockchain by solving a computationally expensive puzzle.

276 e  Proof-of-stake (PoS) is an alternative mechanism that allows mining rights to participants in
277  proportion to their ownership of currency on the blockchain network.

278 e  Delegated proof-of-stake (DPoS) is a variation of the PoS algorithm. The owners of the largest
279  balances elect their representatives, each of whom gets the right to sign blocks in the blockchain
280  network. Balance holders have the opportunity to delegate their votes and receive additional income
281  from them.

282 e  Leased proof-of-stake (LPoS) is also a modification of the PoS algorithm, in which any user has
283  the opportunity to transfer his balance to the mining nodes for rent, for additional profit.

284 e Proof-of-capacity/proof-of-space (PoC) is an algorithm in which each miner calculates a
285  sufficiently large amount of data that is written to the subsystem of the node, while the computing
286  resources are limited by time. Miners compete with each other for the size of the saved data as
287  opposed to the speed of the equipment.

288 e  Proof-of-importance (Pol) is an algorithm in which the importance of a user is determined as
289  the amount of funds available on his balance sheet and the number of transactions performed.

290 e  Proof-of-activity (PoA) is where each miner of the blockchain network tries to generate an
291 empty block header, then it is sent to the network and further verified. Nodes receive this block,
292  make sure it is legal, and add it to the blockchain. The fee is distributed between the miner and the
293 "lucky ones."

294 e  Proof-of-authority (PoAuthority) is how all transactions and blocks are verified through
295  approved accounts.

296 e  Proof-of-burn (PoB) is a process used in the counterparty chain that involves the destruction of
297  tokens. By sending coins to an unspent address, the miner shows a commitment to mining in the
298  system, and therefore receives lifetime mining privileges. The more coins a miner burns, the more he
299  will have the opportunity to mine the next block.

300 These technical features must be included if the implementation of blockchain technology in
301  V2Nis planned.

302 4. Technical features of the implementation of blockchain technology in V2N, analysis of time
303  characteristics

304 4.1 Blockchain technology implementation specifications
305

306 Vehicle-to-network technology has become an important area of research over the past few
307  years. This type of network is created based on the concept of a car network for a specific need or
308  situation. Today, vehicle-to-network can establish reliable networks that vehicles use to
309  communicate on highways or in urban environments. Such systems support a wide range of
310  applications, from simple transmission of information to neighboring nodes such as mass alert
311  messages, to the distribution of messages with multiple hops over vast distances.
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312  Within the IEEE Communications Society, there is the Vehicular Networks and Telematics
313  Applications (VNTA) Technical Commission, which promotes technical activities in the areas of
314  automotive networking, V2V, V2R and V2I communication, standards, road safety, and real-time
315  vehicle communication [32]. Examples of VANET applications include electronic brake lights that
316  allow the vehicle to respond quickly to emergency situations, the formation of an automobile
317 column, obstacle alerts, acceleration of rescue operations, and distribution of advertising notices.
318  Good vehicle connectivity (V2V), infrastructure (V2I), and vulnerable road users will bring
319  substantial benefits in terms of safety and comfort.

320 Along with the benefits of vehicle-to-network, many problems can arise. Currently, the
321  telecommunications industry is showing significant progress in its development and offers many
322  modern technologies that can cope with a wide range of tasks. Within vehicle-to-network, one such
323  task is to ensure data security while not degrading the quality of service.

324 When vehicles communicate with infrastructure facilities, various types of information are
325 transmitted, including vehicle identification data, speed, location, request content, and others. If the
326  confidentiality and integrity of such data are violated, users may be harmed. An intelligent
327  transportation system includes a huge amount of dynamic, critical data in real time, so its security is
328  amajor concern. Due to the urgent need to ensure the immutability and integrity of data, the use of
329  special mechanisms that are available in blockchain technology solutions is proposed.

330 An example vehicle-to-network network is illustrated in Figure 2.
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331
332 Figure 2. Model vehicle-to-network network.
333 The critical problems in the implementation of blockchain technology in V2N are low

334  computing resources on vehicles, frequent changes in their location in space, and limited
335  communication resources. Devices located on vehicles are expected to have limited memory and
336  energy.
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337 Since the topology of the vehicle-to-network network must change dynamically in response to
338  the high mobility of the vehicle, it is expedient to use full nodes on road infrastructure facilities (road
339  side units (RSUs)), and light nodes on vehicles (on-board units (OBUs)). In this solution, full nodes
340  verify the correctness of the PoW solution and the transactions contained, and store a complete copy
341  of the ledger. Light nodes take block headers and define a list of events in which they are interested.
342  The architecture of such a network is shown in Figure 3.

Application
server layer

Road-Side
Units layer

On-Board
Units layer

343
344 Figure 3. Vehicle-to-everything (V2X) network architecture after blockchain implementation.
345 However, even if the blockchain technology is used at OBU and RSU facilities, the system will

346  not be completely decentralized, since the transmission, processing, and storage of information on
347  the server will adhere to a centralized nature.

348 The emergence of blockchain-based applications for V2N prompts research into their
349  communication system requirements and RSU, OBU, and other devices. It is necessary to consider
350  the impact on the system due to the large number of transactions, since during the exchange, the
351  blockchain generates additional traffic to update the registries on all involved nodes, and the
352  increased volume of service traffic that appears during data encryption significantly reduces the
353  share of useful traffic.

354 Loading of vehicle-to-network will depend on the following:

355 p~F(n, an, d, m), (1)
356  where n is the number of nodes in the blockchain network (units), an is the rate of formation of
357  transactions (transactions per second), d is the block size (bytes), and m is the interval between
358  blocks.

359 Blockchain technology is characterized by the transfer of information in sharp bursts. Such
360  spikes occur with synchronization between nodes at primary connections or solutions after a
361  cryptographic problem. An elaborate study of the characteristics of the parameters presented in the
362  dependencies of Equation (1) allows us to assess the impact of each node on the network load and
363  determine the impact on the network characteristics, which is necessary for the high-quality
364  operation of applications [33].
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365 Network latency is defined as the time it takes to confirm a transaction. Blockchain network
366 latency is defined as any delay caused by block propagation on the network. In order to achieve
367  higher scalability, network latency must be low, that is, the time it takes for a protocol to confirm a
368  transaction must be effectively reduced. This is achieved both by using traditional methods of
369  network optimization and by varying the system parameters.

370 The influence of parameters on system load and scalability are as follows:

371 e The number of nodes (n) and the intensity of the formation of transactions (an) in the
372 blockchain network affect the network characteristics in direct proportions. An increase in the
373  number of working nodes or the intensity of the formation of transactions will increase the amount
374 of transmitted and processed information in both the process of validation and the process of
375  synchronizing current registries. The solution to reduce the effect of this parameter is to optimize the
376 number of full and light nodes. With a shorter block interval, the latency at which a transaction is
377 written to the blockchain is reduced, i.e., the transaction is written faster; however, a shorter block
378  interval results in a higher proportion of stale blocks, as more conflicting blocks will be found on the
379  network. Obsolete blocks result in additional costs for validation and distribution across the
380  network.

381 e Block size (d) and block spacing (s) also affect the network performance in direct proportions.
382  However, there is another task to reduce the processing time of transactions: increasing the size of
383 the block so that miners can include more transactions in one block. If the block size increases, the
384  number of transactions processed per second will increase. This reduces the turn-on time for a
385  transaction, which can reduce system-level latency. To make full use of the network bandwidth and
386  achieve higher throughput and greater efficiency, the interval between blocks should be as small as
387  possible. However, shortening the block generation interval or increasing the block size to increase
388  throughput slows down block sharing on the network and increases the number of lost blocks,
389  compromising security.

390 e The impact of the amount of the transaction fee on the confirmation time is also taken into
391  consideration. Transaction fees play an important role in determining when transactions are
392  confirmed. For the miner, this is an incentive to mine a specific transaction and include it in a block.
393 The higher the transaction fee, the more likely there will be less time to confirm. However, this does
394 not happen for every transaction; some transactions with higher transaction fees may require longer
395  confirmation times (due to the fact that there may be transactions with the same value in the pool, or
396  algorithms that do not allow complete supplanting of transactions with a smaller amount). This may
397  have little or no impact on overall scalability, as its impact on network latency, latency, and
398  throughput may be negligible.

399 e The number of miners in the system is also important. Increasing the mining power in the
400  blockchain system will help in evenly distributing energy consumption and with the task of mining
401  blocks throughout the network. It also means faster confirmation times and higher throughput.

402 e  Anincrease in the number of transactions is in direct proportion to an increase in the confirmation
403  time Cr~nr, where Cr is the number of transactions and nr is confirmation time. An increase in the
404  number of transactions increases the load and latency on the system and network [34].

405 These parameters describe the inherent impact on load and scalability, but the authors propose
406  considering the impact of allocated and used resources on various network characteristics. When it
407 s possible to describe the model and determine the primary dependencies of blockchain traffic on
408  the characteristics of the network, there is a high probability of providing better-quality service and
409  disposing of network resources on a dedicated area.

410 A total of 50 virtual clients were created to analyze traffic behavior on a network that can be
411  analogous to V2N. The operating system used in the study was Linux Ubuntu 18.04 LTS.!

! Geth client data: Version: 1.9.8-stable; Git Commit: d62e9b285777¢036c108h89fac0c78f7855ba314; Git
Commit Date: 20191126; Architecture: amd64; Protocol Versions: [64 63]; Go Version: go1.13.4; Operating
System: linux; GOROOT =/ home / travis / .gimme / versions / go1.13.4.linux.amd64; Network complexity:
0x1, private subnet number 57.
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412 The algorithm of the blockchain technology for the nodes participating in the experiment is
413  shown in Figure 4. This algorithm was developed taking into account the knowledge gained, the
414  experiment, and the compilation of data from various sources, including [8-10,31,33].
Loading a node into the network ! - Bootstrap Connection ~ Createa transaction Signing 'k:;" witha
¥ ¥
Getting a list of neighbors [ Connecting to a loaded node Adding cmdiﬁoﬁ:?a'l:::ne;]lnpmdzranfme - » Sending a transaction
deal
¥ ¥
-Transaction is valid
. ¢ Positively Negative
Network detected Create transaction Reject the transaction
Network discovery Creating a transaction and verifying it
[ Ngﬁ\'e‘ Positively: » .
Isthe block vata? - Checkdag all blocktransatons Adding thetas of the prevousblock. % Adding new transactions 5
t ¥
Checking time stamps o Checking the block size Calculating PoW S Finding a solution
i » ¥
Tile contiemation a—|  Checkingthedata stracturef a blok Fadiag » sition second frkiag Sending o he netwrk
4 1 5 Checking the block for correctness A d ] Mining
416 Figure 4. Blockchain algorithm.
417 When studying an object, it is not always advisable to create a single model covering all of its
418  aspects. It is necessary to know encryption and hashing systems, but it is not necessary to include
419  them in a model that studies system stability. In the presented experiment, it is enough to make
420  some necessary assumptions about the degree of reliability of such ciphers; we will consider them
421  absolutely reliable and operating by default.
422 In the experiment, virtual clients sent transactions to a similar client at a rate of four transactions
423  per second. As part of the work, four experiments were conducted, each of which generated
424 different amounts of resources, and each experiment was repeated 100 times; the results of statistical
425  treatment are presented. In this case, the nodes represented a complete customer who was at a
426  stationary facility. Obviously, in accordance with Figure 3, these clients were organized on RSUs.
427 In the analysis of the characteristics of the functional elements, various parameters of the
428  network elements were examined, such as the use of system resources when the technology was
429  loading channels, packet delay between nodes, and delay variation. The results obtained are
430  presented below and divided by experiment.
431 Experiment 1: In this experiment, 395 GB of read-only memory (ROM) and 31 GB of
432  random-access memory (RAM) (distributed in random order) were allocated to the blockchain
433 nodes.
434 Table 1. System resource utilization (experiment 1). RAM, random-access memory; ROM, read-only
435 memory.
Node Actual use Node performance
RAM (GB) ROM (GB) RAM (GB) ROM (GB)
1 0.50 (25.00%) 7 (8.86%) 2 79
2 0.55 (13.75%) 4.7 (5.95%) 4 79
3 0.11 (11.00%) 6.8 (8.61%) 1 79
4 0.60 (7.50%) 5.9 (7.47%) 8 79
5 1.15 (7.19%) 6.4 (8.10%) 16 79
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Table 2 shows the values of the channel load between node 5 and other elements of the V2N

network during the experiment.

Table 2. Average values of channel bandwidth used (experiment 1).

Ne node During blockchain operation (Gbps) Before blockchain (Gbps)
1 8.11 10.6
2 5.39 7.44
3 8.30 9.28
4 6.38 9.46

During the experiment to check the network load, graphs of the intensity of packet transmission

between different nodes were obtained, presented in Figure 5.

Packets/! sec

00

3
Time (s)

Tive (5)

Figure 5. Intensity of loading channels between nodes 1 and 5 (experiment 1): before the blockchain

works (left) and during the blockchain operation (right).

When networking with memory, allocation units were operating normally. All devices
performed their tasks. When blockchain was running, the channel loading increased by an average
of 30%. The latency of packets between nodes during blockchain operation decreased by an average
of 88%. At the same time, there was practically no effect on the delay between nodes of another

network (4% decrease).

Experiment 2: In this experiment, 395 GB of ROM and 10 GB of RAM (distributed evenly

between nodes) were allocated to the blockchain nodes.

Table 3. System resource utilization (experiment 2).

Node Actual use Node performance
RAM (GB) ROM (GB) RAM (GB) ROM (GB)
1 0.46 (23.00%) 7.7 (9.75%) 2 79
2 0.57 (28.50%) 6.7 (8.48%) 2 79
3 0.48 (24.00%) 6.6 (8.35%) 2 79
4 0.55 (27.50%) 6.8 (8.61%) 2 79
5 0.55 (27.50%) 7.3 (9.24%) 2 79

Table 4 shows the values of the channel load between node 5 and other network elements

during the experiment.

Table 4. Average values of channel bandwidth used (experiment 2).

During blockchain operation (Gbps)

Before blockchain (Gbps)

No node
1 4.98
2 5.27
3 4.96
4 5.59

10.6
12.4
10.8
12.0
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When conducting the experiment to check the network load, graphs of the intensity of packet
transmission between different nodes were obtained, presented in Figure 6.
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Figure 6. Intensity of loading channels between nodes 1 and 5 (experiment 2): before the blockchain

works (left) and during the blockchain operation (right).

When networking with memory allocation, units were operating normally. All devices
performed their tasks. When the blockchain was running, the channel load increased by an average
of 120%. The latency of packets between nodes during blockchain operation decreased by an average
of 49%. At the same time, there was practically no effect on the delay between nodes of another
network (1% increase).

Experiment 3: In this experiment, 395 GB of ROM and 5 GB of RAM (distributed evenly

d0i:10.20944/preprints202009.0132.v1

between nodes) were allocated to the blockchain nodes.

Table 5. System resource utilization (experiment 3).

Node Actual use Node performance
RAM (GB) ROM (GB) RAM (GB) ROM (GB)
1 0.38 (38.00%) 9.5 (12.03%) 1 79
2 0.40 (40.00%) 6.7 (8.48%) 1 79
3 0.50 (50.00%) 9.1 (11.52%) 1 79
4 0.57 (57.00%) 9.9 (12.53%) 1 79
5 0.58 (58.00%) 8.5 (10.76%) 1 79

Table 6 shows the values of the channel load between node 5 and other elements of the V2N

network during the experiment.

Table 6. Average values of channel bandwidth used (experiment 3).

Node During blockchain operation (Gbps) Before blockchain (Gbps)
1 4.68 10.5
2 4.87 10.5
3 4.87 12.6
4 4.53 11.0

When carrying out the experiment to check the network load, graphs of the intensity of packet

transmission between different nodes were obtained, presented in Figure 7.
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Figure 7. Intensity of loading channels between nodes 1 and 5 (experiment 3): before the blockchain
works (left) and during the blockchain operation (right.

When organizing a network with memory allocation, the nodes did not work normally.
Synchronization and mining failures partially occurred. When the blockchain was running, the
channel load increased by an average of 135%. The latency of packets between nodes during
blockchain operation decreased by an average of 53%. At the same time, there was practically no
effect on the delay between nodes of another network (1% decrease).

Experiment 4: In this experiment, 395 GB of ROM and 2.5 GB of Random RAM (distributed
evenly between nodes) were allocated to the blockchain nodes.

Table 7. System resource utilization (experiment 4).

Node Actual use Node performance
RAM (GB) ROM (GB) RAM (GB) ROM (GB)
1 0.35 (70.00%) 9.5 (12.03%) 0.5 79
2 0.10 (20.00%) 6.7 (8.48%) 0.5 79
3 0.16 (32.00%) 13 (16.46%) 0.5 79
4 0.16 (32.00%) 13 (16.46%) 0.5 79
5 0.16 (32.00%) 12 (15.19%) 0.5 79

Table 8 shows the values of the channel load between node 5 and other network elements
during the experiment.

Table 8. Average values of channel bandwidth used (experiment 4).

Ne node During blockchain operation (Gbps) Before blockchain (Gbps)
1 2.87 12.6
2 2.67 11.1
3 3.14 10.7
4 2,97 10.3

When conducting the experiment to check the network load, graphs of the intensity of packet
transmission between different nodes were obtained, presented in Figure 8.
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Figure 8. Intensity of loading channels between nodes 1 and 5 (experiment 4): before the blockchain
works (left) and during the blockchain operation (right).

When organizing a network with memory allocation, the nodes did not work normally. Nodes
did not always complete synchronization successfully. When blockchain was running, the channel
load increased by an average of 286%. The latency of packets between nodes during blockchain
operation decreased by an average of 51%. At the same time, there was practically no effect on the
delay between nodes of another network (1% decrease).
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515 4.2 Analysis of dependencies of captured characteristics on controlled changes in external factors of the
516  network.

o17 The experiment showed that for correct operation of the blockchain technology of the type
518  presented here, it was necessary to allocate at least 2 GB of RAM for each node. It can also be seen
519  that with the same provision of allocated resources, the percentage of resources used by the nodes
520 differed. However, the fewer system resources that were allocated, the smaller the channel
521  bandwidth was during the blockchain operation. The experiment showed that the channel
522  bandwidth used depends on the actions of the nodes.

523 The latency of packets between nodes during blockchain operation decreased significantly
524 (varying from 49% to 88%). At the same time, there was practically no effect on the delay with the
525  nodes of another network. By comparison, delay variation to work the blockchain failed nodes at a
526  time without synchronizing the interaction of mining substantially did not occur between the nodes.
527  However, it can be seen that the variance of the delay variation was significant in all cases.

528 The data were obtained within the framework of tests, processed using the mathematical
529  apparatus of statistical analysis.

530 5. Conclusion

531 The growing number of intelligent vehicles are expected to generate and exchange huge
532  amounts of data, and managed network traffic is expected to be significant. This study provides an
533  overview of intelligent transport systems based on telecommunications with an emphasis on
534  ensuring the safety and resilience of the system. In V2X in general and V2N in particular, the
535  problem of ensuring information security is extremely acute due to the specifics of the operation of
536  transport networks and the importance of not interfering with third parties in the operation of the
537  system. This requires the use of special security mechanisms. To solve such problems, the authors
538  suggest using blockchain technology. The paper defines the scheme of such a system and presents a
539  model and an algorithm. The authors examined various network characteristics and identified the
540  parameters that have a primary impact on the operation of the V2N network. In addition, an
541  experiment was performed showing the numerical characteristics of resource allocation on devices
542 involved in organizing V2N communication. However, the use of blockchain technology cannot be
543 considered an ideal option for V2N, since in addition to the benefits it brings, it is associated with
544 parameters that affect the network, including load and network latency. The attempt made in this
945  study to use the technology translates this issue into the plane of the problem of the optimal
546  (rational) choice of the performance level of nodes and their technical implementation.

547 As part of further work, it will be necessary to conduct studies to analyze the characteristics of
548  the interaction of devices that are based on stationary (RSU) and mobile (OBU) devices. In this case,
549 it will be necessary to take into account the speed of movement of the nodes, the performance, and
550  the technical devices of the technical equipment.
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