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Abstract: The emerging field of the Internet of Vehicles (IoV) has garnered significant attention due
to its potential to revolutionize transportation and mobility. IoV enables the development of
innovative services and applications that can enhance the efficiency, safety, and sustainability of
transportation systems. However, ensuring secure and reliable communication among different
components of an IoV system poses a critical challenge. This study proposes a blockchain-based
communication framework for secure and trustworthy IoV applications. The framework utilizes
blockchain technology's decentralization and security features to create secure communication
channels between IoV system components, including vehicles, infrastructure, and service providers.
An identity management system is also integrated into the framework to authenticate and authorize
users and devices, thereby preventing unauthorized access and data breaches. To assess the
proposed framework's effectiveness, real-world IoV scenarios were used to conduct experiments,
and the results demonstrate that the framework can provide secure and trustworthy communication
for IoV applications. The proposed blockchain-enabled communication framework provides a
promising solution for addressing security and trusts challenges in IoV communication systems.

Keywords: blockchain; transportation systems; Internet of Vehicles; secure communication; vehicle
security

1. Introduction

The Internet of Vehicles (IoV) is an area that is rapidly advancing, leveraging sophisticated
communication and computing technologies to create smart and efficient transportation systems [1].
However, the widespread adoption of IoV systems raises substantial security and privacy concerns
due to the multitude of devices and data exchanges involved. Ensuring secure and trustworthy
communication among the various components of an IoV system, such as vehicles, infrastructure,
and service providers, is critical for safeguarding user safety and privacy [2]. oV systems are
networks of vehicles and other entities that interact with one another and the Internet to deliver a
variety of services, including traffic management, trust management, location-based services, and
entertainment [3].

Applications that run on the blockchain, such as Bitcoin and Ethereum [4,] have accomplished
remarkable accomplishments that are more than what was anticipated. Blockchain [5] is a potential
way to solve the difficulties of security and trust in IoV systems. Because it offers a decentralized and
secure platform for data storage and transmission, blockchain can assure the honesty and
dependability of data that is traded across the various parts of an IoV system [6]. A blockchain-
enabled communication framework for safe and trustworthy IoV is a technological solution that was
developed to solve the privacy and security problems that are associated with IoV systems [7].
Blockchain technology, which is a distributed ledger that enables safe and transparent transactions
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even in the absence of central authority [8, 9], serves as the foundation for the architecture that has
been suggested. In the context of the Internet of Vehicles (IoV), blockchain technology has the
potential to be used to facilitate the establishment of trust between various entities, such as
automobiles, infrastructure, and service providers.

In this paper, we propose a blockchain-enabled communication framework for secure and
trustworthy IoV applications. The proposed framework comprises several components, including a
blockchain network, a consensus mechanism, an identity management system, and secure
communication channels. The blockchain network serves as a decentralized and secure platform for
storing and exchanging data among different components of the IoV system [9]. The consensus
mechanism ensures the integrity and reliability of data exchanged among these components by using
a distributed consensus algorithm. The identity management system authenticates and authorizes
users and devices, thereby preventing unauthorized access and data breaches. Finally, the secure
communication channels provide end-to-end encryption and decryption of data exchanged among
different components of the IoV system [10].

We have tested the framework in a real-world IoV situation. The findings show that the
framework can protect and trust IoV communication. The blockchain-enabled communication
architecture may solve IoV security and trust issues and allow smart and efficient transportation
systems. If a car accident, theft, or crime occurs, the Vehicle Intelligent Device (VID) will inform the
Emergency Service Station (ESS) and provide immediate help. ESS includes police stations, hospitals,
and fire stations in a VA-selected zone. VAs using the blockchain ledger may benefit from its data.
By analyzing recorded data, they can always follow the vehicle's activity. This paper's primary
contributions are mentioned as follows:

e We provide a safe, decentralized, and open-source conceptual framework for the provision of
smart vehicle services in an Internet of Vehicles environment. By using this robust and risk-free
framework, it is possible to enable vehicles.

e We describe the current security flaws that are present in IoV apps and a solution that proposes
using blockchain technology to fix these problems. In this study, we not only provide the suggested
solution but also discuss its relevance.

o In this paper, we provide a framework for encrypted communication between the many
entities that build the IoV environment.

e We investigate the performance analysis of the BI2V framework for V2X communication and
data security.

The rest of this paper is summarized as follows. Background information on the IoV and
Blockchain is provided in Section 2. The existing relevant work is discussed in Section 3. The
suggested framework is detailed in section 4. Implementation of the proposed framework is
demonstrated in section 5. Section 6 gives smart contract-based experimental results of proposed IoV
communication. Section 7 described the performance analysis of the proposed framework with other
existing works using a variety of performance metrics. The conclusion and future work are presented
in section 8.

2. Background and Overview

Blockchain is a distributed ledger technology that works by creating a network of nodes, each of
which has a copy of the ledger. Each transaction is verified by the network and added to the ledger,
creating a permanent and unalterable record of the transaction. The IoV is a network of vehicles,
infrastructure, and other entities that communicate with each other and the Internet to provide a
variety of services, such as traffic management, location-based services, and entertainment. The IoV
relies on a variety of technologies, including sensors, communication protocols, and artificial
intelligence, to enable seamless and efficient communication between different entities. The
combination of blockchain and IoV can provide a secure and trustworthy communication framework
for IoV systems [9]. By using blockchain technology to establish trust between different entities, the
IoV can ensure the integrity of transactions and interactions, prevent unauthorized access, and
protect the privacy of users. Some potential use cases for blockchain in the IoV include vehicle
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tracking and authentication, secure data exchange, and the management of autonomous vehicle
fleets. Overall, the integration of blockchain and IoV has the potential to create a safer, more efficient,
and more sustainable transportation system for the future.

2.1. Internet of Vehicles

The Internet of Vehicles (IoV) [11] is an evolving network framework consisting of Internet of
Things (IoT)-enabled vehicles with the use of advanced devices and communication [12]
implementation to assist traffic congestion, more efficient fleet management, and accident
prevention. Nowadays, vehicles are equipped with advanced electronic devices such as sensors, GPS,
brakes by wire, entertainment systems, and steer-by-wire. The IoV is remarkably essential for
automated vehicles that can interact with each other [13]. Access to information enables alerts of hard
acceleration, altering routes as well as switching, and helps secure runny and secure transport among
autonomous vehicles. It is also an expansion of vehicle-to-vehicle (V2V) [14] interaction that may be

used to improve riding assists.
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Figure 1. Blockchain’s data structure representation.

The IoV can be used to control speed limits, pollution, and instant reaction to road accidents. It
also gives the support to bring lives more modest. The traditional methods offered for this issue are
intermittent contamination checks and observing vehicular speed through CCTV cameras and speed
trackers while being the evident decisions, these techniques are not sufficient when it comes to the
checking of an enormous number of vehicles. As the number of vehicles is expanding day by day,
the adequacy by which a street transport authority can manage the approaching breaks of vehicular
code reduces. The Internet of Things (IoT) [15] becomes a more significant factor for the intelligent
transport system. There are several steps to initiate IoV, but the most significant step is to integrate
the vehicles into the integrated IoV network with wireless technology. Currently, there are several
existing wireless technologies like WLANs, WiMAX, satellite communication, and cellular network
[16].

2.2. Security Issues in IoV

The safety of the vehicle network is an essential element of IoV because a vehicle commitment
can contribute to life threats and an overall decline in the number of parts that use IoV as a portion
of the broader town infrastructure. IoV system offers a large number of heterogeneous assets and
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computing features. The interaction among vehicles in various geographical places leaves the safety
problem more challenging to address, as is the heterogeneity of property, manufacturers, and
consumers. Vehicle safety is a topic that receives little attention nowadays. The IoV system has had
some different security problems, including IoV Threats, Denial of Service Attacks, False Message
Injection, Malware, Masquerading, Sybil, and Impersonation Attacks [17]. Therefore, an effective
protocol was required to address these security challenges in the IoV context. The ambulance arriving
after a vehicle collision is also a problem. Additionally, the owner of the vehicle isn't aware if the
vehicle was stolen. In the IoV system, a variety of security threats exist, including those related to
device security, vehicle security, data security, platform security, and communication security [18].

2.3. Blockchain Technology

Blockchain is a decentralized platform for computation and information exchange that enables
us to link many authoritative domains where people can't trust one another to cooperate,
communicate, and coordinate with one another in an unusual decision-making process. Blockchain
is a data structure that maintains all the ordered sets of block-organized transactions, as seen in Figure
1[19,20]. The genesis block is the very first block on the Blockchain. In a blockchain, a block may have
one transaction or more. In the past, this environment and information sharing were done in a
centralized fashion. A single point of failure in the centralized environment is its fundamental issue.
All other nodes that are linked to the primary node will be unplugged if it crashes. Because a
blockchain is a distributed database, each node keeps a local copy of the information that is updated
and identical to the global copy [21]. No one will be able to change the data after it has been added
to the Blockchain ledger. Thus, the data may be made tamper-proof in this fashion [22].

The following requirements must be met since the Blockchain functions as a public ledger:

Commitment Protocols: This protocol ensures that each legitimate transaction is committed and
recorded on the Blockchain within a set amount of time. This protocol makes sure that if a new
transaction is being sent out within that period, a verified transaction will be transmitted to an
already-existing public ledger; otherwise, the entry won't be present in the Blockchain.

Consensus: The Blockchain framework's consensus is a key component. This architecture
ensures that everyone has the most recent copy and that each local copy is consistent with the others.

Security: Safety and security are the two most important components of blockchain technology.
The Blockchain network is kept safe from malicious behavior thanks to this protocol. Individual
clients now receive the data that was previously kept in a public ledger, and each person keeps a local
copy of the Blockchain. The local copy data can be updated by the particular client by transmitting it.
However, the other nodes need to understand that the broadcasting information is harmful data from
the database.

Privacy and Authenticity: The legitimacy and privacy of blockchain nodes are the last factors.
Information is being collected from various users and is being kept on the Blockchain. Given that it
is public, privacy must be protected. Distributed ledger, cryptography, and digital signature are the
technologies that support the blockchain, ensuring security, tamper-proof design, and consensus on
the permissionless blockchain model.

3. Related Works

Table 1 presents a comparison study of a variety of blockchain-based publications that have
previously been made available to the public. Ramaguru et al. [7] developed a method that uses real-
time blockchain technology to validate credentials and maintain secure connectivity between
vehicles. A technique for creating secure communication inside the network was proposed by Hu et
al. [8] after authenticating the connected nodes in a blockchain network using a consensus mechanism
in the area of IoV. This was done to achieve the goal of achieving secure communication. To reduce
the amount of complexity in the services made by the IoV platform, they concluded that it would be
best not to use the centralized method for the intelligent transportation system. To validate the
validity of the nodes in the network, they implemented a Byzantine consensus method that was based
on the gossip protocol. Jiang et al. [9] revealed the architecture that will be used for the data that will
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be transferred from the automobile Blockchain to the outside world. Information about IoV servers
was provided in the additional description. They examine the potential applications of IoV servers in
Blockchain, including how this may make it possible for the network to implement a multi-
blockchain architecture. Maglaras et al. [17] conducted research on the idea of the Social Internet of
Vehicles, often known as SloV. SIoV is the platform that enables the driver and the vehicle to connect.
All of the aspects of the SloV, including its techniques and components, as well as the potential
challenges that may arise concerning the protection of users' privacy and their faith in the apps, were
examined.

Dandala et al. [23] proposed an IoV-oriented alternative to a traffic management system to solve
the regular issues in the IoV environment. The demonstration shows how IoV can be an efficient
approach to dealing with standard 1oT traffic management strategies. Zhang et al. [24] investigated
how difficult it is to identify a single trustworthy entity to keep and transfer messages. An
organization can get interested and contribute if it can profit from this form of connection. Ashfaq et
al. [25] proposed a consensus-based approach using blockchain technology that manages and
validates the extensive data on vehicles in the EV sector. A two-stage option for smooth safety
enhancements was put up by Kang et al. [26] and included (i) miner selection and (ii) block
verification. To ensure the secure choice of miners in the first phase, a reputational polling method
has been developed. A freshly created block must be further vetted and certified by standby miners
in the second stage to avoid internal conspiracy among active miners. Song. et al. [27] proposed an
innovative architecture of blockchain-enabled IoV for enhancing the security, reliability, and
precision of vehicle GPS location. Yin et al. [28] explored a fresh approach to vehicle collaboration
that takes into account the circumstance where a task first appears. Madhusudan et al. [29] proposed
a blockchain-enabled authentication scheme that ensures a trusting environment between the
vehicles based on proof of driving. Debasish et al. [30] proposed a blockchain-based vehicle theft
detection scheme that ensures vehicle security and owner privacy. Debasish et al. [31] proposed a
blockchain-based Vehicle Anti-Theft System that provides a transparent way that improves the
vehicle’s anti-theft. Vishal [32] proposed an effective methodology to manage the energy
requirements of the IoV.

Table 1. Comparison analysis of existing Blockchain-based IoV Systems.

Ref./authors Method Used Contribution Pros Cons

Real-time Blockchain Smart contract-based

to maintain a secure  automobile services  Using a distributed The system fails

Ramaguru et connection between include automated toll identifier to while
al. [7] the vehiclesand = payment, servicing slot achieve pseudo- authentication is
ensure booking, fuel payment, anonymity. failed.
authentication. and insurance renewal.
Consensus
) ) Reduce the
Byzantine consensus effectiveness of o
] ) ) reliability of the
using gossip protocol The process of reaching a Connected nodes oV
oV.
and time sequence. consensus and in Blockchain.
Hu et al. [8] ) o
Byzantine consensus authenticating nodes. Support fault
) ] Increase the
using gossip and tolerance of the o
. execution time
time sequence. proposed

complexity.
algorithm. Py
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transmission. technology.
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open architecture,
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vehicle
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vehicle collaboration )
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A blockchain-
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Das et al. [30] secure automatic Implementation
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security and owner’s user privacy
privacy. environment.
Blockchain-based
Increases data Cost-effective.
Vehicle Anti-Theft
Blockchain-based vehicle security, Lack of security
Das et al. [31] Systems boost )
analysis.

vehicle security
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protection against theft. transparency, and

immutability.

A model of distributed

Internet of Vehicle
Vishal et al.

energy management
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clustering is developed,
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reduction of energy use.

The amount of

energy that has

Conserve energy  been conserved
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sharing. number of

requests
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4. Proposed Framework

The proposed framework is demonstrated in this section. Avoiding vehicle accidents, vehicle
theft, and other problems is highly important for vehicle owners. In this article, a prospective Vehicle
Management Policy (VMP) using Blockchain is presented. The Blockchain-based Intelligent Internet
of Vehicles (BI2V) architecture has been presented in a secure way to use blockchain technology to
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address IoV security concerns. A global communication framework is designed for vehicle
management as shown in Figure 2. A Zonal Office (ZO) for a certain zone is responsible for managing
vehicles in a particular zone. If a vehicle unknowingly crosses another ZO's area, the owner and ZO
will be notified.

Connected withfVehicular Network

Figure 2. System overview of the proposed framework.

4.1. System Design

Specifically, for IoV, Transport Office (TO), Traffic Management Authority (TMA), Vehicle
Certification Authority (VCA), Vehicle Insurance Organization (VIO), and Motor Vehicle Inspectors
(MVI) are necessary vehicle authorities (VAs) to manage vehicles activities ground to the top layer.
Peer-to-peer (P2P) communication links all VAs together [33]. Information maintained in the ledger
about all transacted automobiles is available to them in an exact duplicate. Each ZO has a
communication link with the Parent Zonal Office (PZO), which oversees all ZOs and is connected to
VAs through ZOs. Figure 2 depicts the suggested architecture, which makes use of two blockchain
networks to protect the confidentiality of the cars' data and maintain their anonymity. Because all
Z0s should not be aware of the information transmitted in this network, permissioned blockchain is
designed to facilitate communication between all VAs, including the particular PZO. The PZO (PZO3
as shown in Figure 2) and other ZOs can communicate through the permissionless blockchain
network.

4.2. Global Communication

Establishing a communication channel between PZOs and other VAs, such as VCA, TMO, MV],
TO, and VIO, is the primary function of a blockchain network that requires users to get authorization
to access its data. A permissioned blockchain network is used to establish connections between PZOs
and VAs. As a result, VAs and PZOs can get access to the data of vehicles, exchange that data, and
create secure worldwide communication. In contrast, a ZO can only access a database for their area,
whereas a VA may access databases from all around the globe. If the PZO node dies or is crashed,
the VAs will be able to access the data stored in one ZO until the PZO node is restored. Only after
verifying and giving their stamp of approval to all of the information would the ZO forward each
piece of data to the PZO. A direct message may be automatically sent from the VID to the ZO, and
then the PZO will get a copy of the message when it has been propagated. Another ZO can read these
communications if they are stored.


https://doi.org/10.20944/preprints202305.0304.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 5 May 2023 d0i:10.20944/preprints202305.0304.v1

4.3. Local Communication

The permissionless blockchain network is the means through which ZOs are linked together.
Each ZO is in charge of a certain zone and can control and manage the vehicles operating inside that
zone. Through participation in the permissionless blockchain network, ZOs and PZOs may
communicate with one another. ZOs are fall under a PZO. A PZO is comprised of several ZOs that
are subordinate to that PZO. As a consequence of this, blockchain networks are used to safely store,
retrieve, and audit the essential data about vehicles.
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Figure 3. Communication among vehicles and ESSs within a particular zone.

How vehicles in a given ZO communicate is seen in Figure 3. If there is a problem with safety or
transportation, the Vehicle Intelligent Device (VID) will immediately communicate this information
to the Zone Operations Centre (ZO) as well as the important Emergency Service Stations (ESSs).
When this occurs, emergency service stations (ESSs) such as hospitals, police stations, and fire
stations can take the measures necessary to offer essential services. After receiving the information
from the ESSs, the ZO will then store it before forwarding it to the PZO for further processing. After
that, the information will be disseminated to VAs if these entities are linked to the PZO utilizing a
permissioned blockchain network. The owner of the vehicle can promptly report any information
that seems questionable to the ZO. The ZO will carry out the required actions, which include tracing
the location of the stolen vehicle, informing the local police station, apprehending the criminal, and
a great deal more. Only after verifying and giving their stamp of approval to all of the information
would the ZO forward each piece of data to the PZO. A direct message may be automatically sent
from the VID to the ZO, and then the PZO will get a copy of the message when it has been propagated.
Another ZO can read these communications if they are stored. Therefore, the transfer of data may
take place in a very short amount of time when utilizing Blockchain. Therefore, ZO is playing a
significant part in the BI2V framework that has been presented.

4.4. Vehicular Communication

The proposed framework's primary communication component is the Vehicle Intelligent Device
(VID). Through a VID, vehicles are connected to the ZO. The On-Board Unit (OBU), a data gathering
and pre-processing module stored within a vehicle, is used to create the VID [34]. Sensing data may
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be briefly stored. A robust vehicle bus concept called a Control Area Network (CAN bus) [35] is
designed to link microcontrollers and peripherals in a device without a hosted machine. It is a
message-based protocol that was primarily created for the multiplex electrical cables found in
automobiles. Global participants work to create a productive protocol for employing certain onboard
wireless units (OBUs) to communicate with the CAN-bus. An OBD-II port can be used to send data
utilizing a wireless internet interface architecture. It is crucial, straightforward, and especially
appropriate to put into effect data access and transfer. The message propagation process to the
required ESS is shown in Figure 3. Through communication with other VAs, VAs may manage the
entire vehicle's security and evaluate data from the
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Figure 4. Data access control mechanism under a particular zonal office.

Blockchain ledger. The VID is in charge of the system that sends messages automatically.
Therefore, the owner of the vehicle will automatically receive an alert message about the running
vehicle.

4.5. Data Access Control Mechanism

Access control systems with high levels of dependability and security have been developed
using the DAC, RBAC, and MAC access control models. DAC will be simpler to install for businesses
with less complex applications. RBAC or MAC systems may be chosen by those with access to
extremely sensitive or secret information. Figure 4 shows the data access control mechanism step-by-
step using blockchain and smart contracts for protecting vehicle data at the time of communication.
ESSs can access vehicle data while required for giving emergency services to the vehicle. The VID has
an Al-enabled computing device to classify incident types and send classified data to the blockchain
network through the blockchain application programming interface (API). A particular ESS can only
access the vehicle data based on the incident type that happened with the vehicle. The vehicle data
cannot access other than the requested ESS(s). Thus, an incident can be detected using Al locally to
reduce communication delays.

5. Implementation of the Proposed Method

The implementation of a proposed method involves several stages, including post-registration,
authentication, and communication. Here are the stages discussed in detail:
5.1. Post-Registration Phase

After registering the vehicle after purchasing, the selected VA(s) is authorized to create a Unique
Vehicle Key (UVK) for the vehicle owner. A vehicle can be identified by its Vehicle Engine Number
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(VEN), Chassis Number (CN), and Vehicle Number (VN). The owner of a vehicle can be identified
using the Owner's License Number (OLN). However, the UVK can recognize both the vehicle and its
owner. The UVK uses private and public keys to uniquely identify an entity for message transmission
between two entities. UVK includes OLN and VEN. The UVK-generating method is automated using
smart contracts. The VEN and OLN are sent to the smart contract as given by the VA(s), an authorized
organization. Only the internal operations of the smart contract may utilize this key. The UVK is then
automatically generated by the smart contract by fusing the account address, OLN, timestamp value,
CN, and VEN in a way that prevents anyone from guessing the UVK or the key creation procedure.
As a result, no one can access the data using VEN and OLN. Since the key creation procedure is
handled internally by the smart contract, no one can produce this key manually. If a new owner were
to acquire a vehicle in the future from the previous owner, the new owner may update the data using
UVK. VAs will verify and preserve the data in the ledger when the smart contract updates it.

d0i:10.20944/preprints202305.0304.v1
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Figure 5. Message propagation procedure within a zone.
5.2. Authentication Phase

Each VA, PZO, and ZO should be authenticated using a proper authentication protocol. An
individual unique id is assigned for them for accessing received messages at the time of
communication. Smart contracts generate the individual unique id based on their request through
the web interface. Smart contracts automatically authenticate them validating their unique id at the
time of message sharing. Herein, an existing authentication algorithm is used to authenticate VA,
PZO, and ZO designed by Debasish et al. [36]. This authentication algorithm can securely validate

users/authorities and establish secure communication among them. Thus, this authentication method
is chosen for our work.

5.3. Communication Phase

Let's say there are N times that amount of automobiles in a certain ZO. and the UVK of cars is
V_Idi, V_Ids,...V_Idn in the appropriate order. During the same period, the VID can simultaneously
transmit various kinds of messages to various ESS for various services. The message has a few
attributes, including the V_Id (UVK), the T (Timestamp), and the M (details about the message).
These signals are going to be sent to the VA by way of the PZO. Because of this, the message will be
posted to the permissioned blockchain ledger by an authorized VA, and each VA will have access to
this information after it has been added. Vehicle 1 and Vehicle 2 are seen in Figure 5; both of these
vehicles are equipped with the VID necessary for communication with ESSs. The VID will notify the
ESS of any vehicle problem. Both the Message (V_Idy, T, M) and the Message (V_Idz, T, M) are capable
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of being sent when the VID of vehiclel or vehicle2 is used. Every ESS may utilize ZO data in
numerous situations. The ZO will notify all ESS about a new UVK and its owner when it is added to
the ledger. ESSs can recognize the vehicle by making use of the UVK, and it is simple for them to
verify the UVK. The vehicle's VID will alert the ESSs and ZO. If the ESSs don't respond to the
notification, the ZO will.

6. Experiment Results

In this section, communication between vehicles and ESSs is taken as an experiment using smart
contracts. The code for a smart contract is created using the web-based Ethereum Remix IDE (v0.29.0)
[38] and the solidity language (v0.8.7) [39]. It is an object-oriented, high-level language used to create
smart contracts. The Ethereum Virtual Machine (EVM) is the platform used to run smart contract
programming. The code for the contract must be implemented using the solidity compiler version
0.8.7 in this case. It is set to compiler default for the EVM version. The code for the smart contract has
been deployed and run in a JavaScript virtual machine called EVM. Firstly, a smart contract, vehicular
communication, has been designed using solidity language named testb2iv.sol. The contract is compiled
by Remix through Remix VM (London). Therefore, the contract is deployed from a VA (here, VA1)
account “Ox1aEOEA34a72D944a8C7603FfB3eC30a6669E454C” as shown in Figure 6.

6.1. Account Selection and Identity Generation

Table 2 shows the account addresses of several nodes connected in blockchain networks. One
PZO (here, PZO3), one VA (here, VA1), one ZO (here, ZO3), and two vehicles (here, vehiclel and
vehicle2) are taken for experiments. Each of them has a unique blockchain account address and
unique identity (i.e., UVK for vehicles and a unique id for VAs, PZOs, and ZOs). A unique identifier
is generated for each node as shown in Table 3. This is required for future communication purposes
as part of the sender and receiver authentication and data security. Herein, vehiclel data is added
successfully after assigning an account address for it. Figure 7(a) shows the input filed for data
insertion. Figure 7(b) shows that vehiclel data is stored successfully.

@ [vm] from: OxlaE...E454C to: vehicularCommunication.(constructor) value: © wei data: Ox608...96f6e logs: O hash: Oxf28...dcbo8

status true Transaction mined and execution succeed

transaction hash 0xf28af2db946a396bc633ac5fd55a1b2a412070be2e95caealadda370010dcbes @
from ©x1aE@EA34a72D944a8C7603FfB3eC30a6669E454C [

to vehicularCommunication.(constructor) [@

Figure 6. Smart Contract is deployed successfully from VA1’s account.

Table 2. Assigned account addresses of connected nodes.

Blockchain
Account of Account Address Connected With
Network
Vehicle1 “0x5B38Da6a701c568545dCfcBO3FcB875f56beddC4” Permissionless ZO, Vehicles

Vehicle 2 “0xAb8483F64d9C6d1EcFI9b849Ae677dD3315835cb2” Permissionless  ZO, Vehicles

Z0Os, PZO,
Z0O3 “0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db” Permissionless
Vehicles
Police
Sta “0x78731D3Ca6b7E34aC0F824c42a7cC18A495cabaB” Permissionless  ZO, Vehicles
ation

Fire Station “0x617F2E2fD72FD9D5503197092aC168c91465E7f2” Permissionless  ZO, Vehicles
Hospital “0x17F6AD8Ef982297579C203069C1DbfFE4348c372” Permissionless  ZO, Vehicles
Ambulance “0x5c6B0f7Bf3E7ce046039Bd8FABAfD3f9F5021678” Permissionless  ZO, Vehicles
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permissioned

PZO3  “0x03C6FcED478cBbC9a4F AB34eF9f40767739D1Ff7” and PZOs, ZOs, VAs
permissionless

VA1l  “0x1aEOEA34a72D944a8C7603F{fB3eC30a6669E454C” Permissioned PZOs, VAs

Table 3. Input and output data in the smart contract’s implementation.

Input Data

Vehicle 1

Account address

“0x5B38Da6a701c568545dCfcB03FcB875{56beddC4”

VN vehiclel.vn
VEN vehiclel.ven
CN vehiclel.cn
OLN vehiclel.oln
Vehicle 2
Account address “0xAb8483F64d9C6d1EcFIb849 Ae677dD3315835ch2”
VN Vehicle2.vn
VEN Vehicle2.ven
CN Vehicle2.cn
OLN Vehicle2.oln
Output Data
Vehicle 1
UVK “0x83a1321cdb6c9d5ec423845ae4167efacd111£81a9c561feffabb332b94d7£69”
Vehicle 2
UVK “0xf206a9£f83341bd c68a427961cfde175e9189bab5eff4414838e6f4902aed5e8”
Z03
unique id “0x04a10bfd00977£54cc3450c9b25c9b3a502a089eba0097ba35fc33c4ea5fcb54”
Police Station
unique id “0xdfbe3e504ac4e35541bebad4d0e7574668el6fefa26cd4172{93e18b59ce9486”
Fire Station
unique id “0xf6d82c545c22b72034803633d3dda2b28e89fb704f3c111355ac43e10612aedc”
Ambulance
unique id “0x1c22adb6b75b72618594eacef369bc4f0ec06380e8630fd7580f9bf0ead13ca8”
Hospital
unique id “0xc23d89d4ba0f8b56a459710de4b44820d73e93736cfc0667f35cdd5142b70f0d”
PZ03
unique id “0xbb9£0f05f155b5df3bbdd079fa47bedd6dale32966c72{92264d98e80248858¢e”
VA1

unique id

“0x947839edeb5b3ee9a2dee69954b24aeb3f91b8ff4c608efd90618351fe77152f”

d0i:10.20944/preprints202305.0304.v1
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SetVehicleData

_BAC:  0x5B38Da6a701c568545dCfcBC

_vehicle_number:  vehiclelvn

vehiclel.oln

_chassis_number:  vehiclel.cn

_engine_number:  vehiclel.ven

@ Calldata [@ Parameters

Figure 7. a). Input field for inserting vehiclel data.

input ox493...00000 D

decoded input
"address _BAC": "0x5B38Da6a701c568545dCfcB@3FcB875f56beddC4™,
"string _vehicle number™: "vehiclel.vn",
"string _license_number ehiclel.oln”,

"string _chassis_number": "vehiclel.cn",
"string _engine_number": "vehiclel.ven™

decoded output
logs

val

decoded input

_recipient”: * & G 2 A495cabab”,
sage”: "Incident Happened.

decoded output

send to the police station and to the Zonal Office"

decoded input
"bytes32 _uniqueId”: "@xdfbe3e504ac4e35541bebad4d@e7574668e16fefa26cd4172193e18b59¢ce9486™

decoded output
string: Incident Happened. Need Help!™,
"address: ©@x5B38Da6a701c568545dCfcBO3FcB875f56beddC4",
: vehiclel.oln",
: vehiclel.vn",
: vehiclel.cn",
: vehiclel.ven"

Figure 9. The sent message is received successfully by the recipient.
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A [call] from: @x/8731D3Cabb7E34aC@FB24c42a/cC18A495cabaB to: vehicularCommunication.readMessage(bytes
call te vehicularCommunication.readMessage errored: VM error: revert.
revert

The tr. i S reverted to the initial state.

Reason provided b eID doesn't match”™.
Debug the transaction to get more information.

decoded input

Incident Happened.

decoded output
8": "string: status The Messag:

decoded input

decoded output

©@xAb8483F64d9C6d1ECFOb849Ae677dD3315835¢cb2",
icle2.oln",

ehicle2.vn",

ehicle2.cn”,

tring: vehicle2.ven"

Figure 12. The sent message is received successfully by the recipient.

6.2. Vehicular Communication

When an incident has happened with a vehicle, a message will be sent to that ESS, who can take
care of that incident. Herein, incidents are classified as IncTypi (i=1,2, 3, ..., N, where N is the total
number of ESS). IncTyp is set 1 for incident typel and 2 for incident type2. For example, if an incident
has happened with vehicle 1, a message needs to be sent to the police station. Then, a message will
be sent to the police station from the VID of vehiclel, as shown in Figure 8. Therefore, the sent
message is received and viewed by the police station using his unique id as shown in Figure 9.
However, the incident type is set statically for sending a message to ESSs. For example, IncTyp is 1
for sending a message to the police station and IncTyp is 4 for sending a message to the fire station.
If the given unique id is wrong, the message cannot be accessed by the police station, as shown in
Figure 10. Figure 11 shows that a message is sent from the vehicle2 and that message is received by
the fire station as shown in Figure 12.

7. Performance Analysis

How to alienate and penalize vehicle nodes that are unaffected or out of control is unknown.
This article introduces the BI2V architecture to reduce car security and safety problems such as
people's safety, criminal issues, and vehicle ownership transparency. The BI2V framework may
construct limited VAs and ZOs and develop equivalent infrastructure in many ways. Formally, the
vehicle owner will not be permitted to operate the vehicle if the produced UVK has not been verified
and validated. This is the responsibility of the vehicle owner. The UVK does not need to be updated
to transfer ownership of the vehicle; nevertheless, the VCA will need to provide its approval for the
whole procedure. All of the VAs that are discussed in this overarching conceptual framework are
responsible for a variety of tasks. Each authority that is part of the Blockchain network will have
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access to this information after it has been entered into the distributed ledger that Blockchain will
create to keep it. In this manner, the people who require it will have the opportunity to get the
knowledge and will be able to put it to use. However, even if the UVK is misplaced, it is still possible
to swiftly retrieve it from the ZO and continue driving the vehicle.

7.1. Miner Selection

In the proposed framework, the PZO is selected as a miner [37], and if it crashes, then one of the
Z0Os will be the next miner. In this way, the Miner Selection Policy works. The PZO is responsible for
handling any disputes. All the stored information is automatically shared among all entities;
therefore, it is no need to send the information separately, and it will save time. In the proposed
framework, the miner selection policy works just like a Blockchain miner selection policy [33], since
the BI2V framework has been built applying blockchain technology for IoV.

Table 4. Comparison analysis of existing Blockchain-based IoV Systems with the proposed

framework.
81 [91 [171 [24]1 [7]1 [25] [26] [27] [28] Proposed Method
Reliability x v x x x x x v v v
Dynamic Access < 5 L, . . 3 3 < . y
Control
Authentication v x x x v x x v v v
keyless feature x v x x x x x x x v
High Performance x x v x x x x x x v
Privacy X x x v v v x v v v
Security v v v v v v v v v v
Less execution time x v v X v X v - - v
Data Sharing Protocol - - - - - x - x - v

X =Not Applicable, v = Applicable.

7.2. Significance of the Proposed System

Security has become a big problem since IoT networks are expanding rapidly. Blockchain
technology is an effective way to address it. Blockchain can offer workable substitutes for IoV
systems, in particular when it comes to trust-related problems. First off, Blockchain can instantly
provide a Global Unique Identifier (GUID) without any central authority when assigning and
allocating an address to IoV and numerous IoT equipment within an intelligent vehicle [13]. Because
it may include different international IoT devices, intelligent vehicles may have different GUIDs.
Second, a true receiver who has a unique public key and GUID may always verify and register the
information delivered to the Blockchain network using IoV, ensuring a high level of data security.
Thirdly, Ethereum [38] Blockchain agreements provide for outstanding smart vehicle monitoring,
administration, governance, and entrance controls, and their data is decentralized, private, and
openly stored in the database. With such a Blockchain in place, applications that were previously
only accessible through a trustworthy intermediary might now operate decentralized, without a
central authority, and with the same assurance and functionality. The most recent Blockchain boom
stimulates the evaluation of the IoV to see if it is beneficial. Table 4 shows the comparative analysis
of existing blockchain-based IoV systems with the proposed framework.

Data about vehicles may be quickly updated and shared within a very short amount of time.
Within the BI2V system, the PZO serves as the node that is both centralized and decentralized. This
particular node established a connection to the Blockchain2 network using all ZO. As a result, the
connection will be severed if this node behaves in a harmful manner or fails. However, if one of the
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appropriate consensus methods [19] were used, these issues may potentially be eliminated. It is
possible to fix the problem of vehicle security, which would also help minimize crime. The ZO is in
charge of the vehicles in their territory and collaborates with other ZOs to provide information. The
Vehicle Identification Device (VID) is stored inside the automobile, and it is programmed to send out
a message whenever the need arises. This will save a significant amount of time and prevent the theft
of automobiles. Through the use of vehicle-to-vehicle communication, an ambulance may be alerted
promptly after any automobile collision. Therefore, the suggested framework contributes to the
intelligent transport system's effort to reduce the danger provided by vehicles. The conceptual
framework that has been presented is highly helpful for society to go forward expertly.

7.3. V2X communication

When one car that has internet connectivity is linked to another vehicle, it enables the sharing of
information through a variety of appliances in both vehicles. One common use of the Internet of
Things is the ad-hoc network that these cars create, which is also known as the Vehicular Ad-Hoc
Network (VANET) [34] or IoT. It is possible to take into consideration the addition of three networks:
an inter-car network, an intra-car network, and a portable vehicle network. The vehicles that are part
of the VANET network can interact with one another in a variety of settings, including Vehicle-to-
Cloud (V2C), Vehicle-to-Vehicle (V2V), and Vehicle-to-Everything (V2X). IoV is an interesting
component to consider while designing new intelligent transportation systems. Figure 5 illustrates
how various kinds of electronic safety systems (ESSs) may be communicated with by any kind of
vehicle in the BI2V architecture.

7.4. Data Security

Data security is crucial. Web programmers may use a driver's license, VIN, and car trajectory to
construct a personal profile. This information, as well as any private details associated with it, will
be made publicly available without exception. The impact of information security issues is
continually made worse by the growing significance of data, which is itself a challenge of
considerable significance. Application information for automobiles is often utilized for purposes
about other industries, such as automobile insurance and automobile financing. As a result, the
repercussions of worries over safety are steadily becoming more severe. All ESSs will get vehicle and
owner information from the VCA through the PZO. UVK lets ESS identify the automobile. Both the
police station and the hospital were required to notify an appropriate party if a car was taken or an
accident involving a vehicle occurred. The VID will instantly send the message when it reaches this
point. Because of this, a significant amount of time will be saved, and ESS will be able to give
customers quick access to secure and high-quality services. The provision of social services is possible
via the secure use of this technology since the encryption of data is capable of achieving the desired
level of safety.

8. Conclusion and Future Scope

The proposed blockchain-enabled communication framework for secure and trustworthy IoV
represents a promising technical solution that harnesses blockchain technology to provide a secure
and reliable communication infrastructure for IoV systems. The framework comprises several critical
components, including the blockchain network, smart contracts, and communication protocols that
work collaboratively to guarantee the integrity of transactions and interactions between various
entities. The framework is also equipped with a range of security features, such as encryption, digital
signatures, and access control mechanisms, to prevent unauthorized access, data tampering, and
other forms of cyber-attacks. The proposed framework has the potential to address the security and
privacy concerns of IoV systems, which is essential for the widespread adoption of this technology.
Nevertheless, further research and development are necessary to refine and optimize the framework
for real-world deployment and ensure its interoperability with existing and emerging IoV systems.
In the future, the smart contract feature can be improved to enhance performance, and the proposed
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framework can be extended to create a secure and safe IoV environment. Furthermore, a secure V2V
communication can be established, extending the proposed framework to minimize the risk of V2V
accidents.
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