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Abstract: With the growing popularity of smartphones, user identification has become an essential
component of maintaining security and privacy. This study investigates how smartphone
accelerometer data can be used to identify users, and it makes recommendations for the ideal
application parts. Accelerometer data from the HMOG public dataset was used to train deep learning,
conventional classifiers, and voting classifiers, which were then utilized to identify users. To enhance
performance, feature selection and pre-processing techniques were researched. The results show that
REFE feature selection outperforms other approaches and that LSTM followed by XGBoost has the best
identification performance as indicated by a relatively large number of machine learning performance
measures. The proposed identification system nevertheless performed well and outperformed
existing methods, which were principally created and tested on the same HMOG public smartphone
dataset, even with a larger number of users. Further work would be necessary for such an application
to reach its full potential, though.

Keywords: biometrics; deep learning; time series; feature selection; classification; accelerometer;
Sustainability

1. Introduction

Smartphones have become an indispensable component of people’s lives, with a wide range of
applications other than communication such as:

¢ Internet of Things (IoT): Smartphones’ capabilities in data sensing, visualization, and performing
edge-computing tasks have led to the development of loT-based applications [1-4].

* Amusement: Mobile gaming, video, and audio players can all be used on smartphones [5,6].

* GPS navigation systems [7].

¢ Document scanner, and imaging system: Smartphones can be used to scan QR Codes and image
copy documents [8].

® Health and fitness: Most smartphones include built-in sensors that can be used with a wide
range of applications for monitoring physical activity, and health [9].

¢ Electronic payments: Smartphones can be used to make mobile payments and conduct financial
transactions [10].

* Biometrics: Users of smartphones can be recognized by their faces [11], fingerprints [12,13],
palmprints [14,15], etc. In addition to special biometrics such as identifying terrorists [16,17].
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With the growing popularity of smartphones, user identification has become an essential
component of maintaining security and privacy. This research focuses on the use of the accelerometer
data obtained by a smartphone for user identification. The accelerometer sensor in smartphones
records the device’s movements and orientation, which can be used to develop personalized profiles
for various users.

Less research has been done on the topic of identifying users using accelerometer mobile-phone
data. Opposite to users authentication, which has a lot of research using accelerometer data as can
be seen in the next section, presuming that each mobile phone has its own unique owner. This isn’t
always the case, though; occasionally, several persons will use the same mobile device. Such scenarios
include but are not limited to the use in education, sharing with friends and family, public use, business
use, etc. For each of these scenarios, it’s crucial to implement the necessary security precautions to
safeguard each user’s privacy and personal information.

The aim of this paper is to investigate the utility of accelerometer data in identifying users and
offers insights into its potential applications. For this purpose, we used a number of machine learning
methods to learn the accelerometer data of each user in order to identify them. These include a few
chosen techniques from deep learning, traditional classifiers, and voting classifiers, all of which were
trained using the HMOG public accelerometer dataset [18]. In addition, we investigate the use of
some pre-processing methods to clean the data, and some feature selection methods to improve the
performance of machine learning.

2. Related Work

Modern smartphones frequently contain inertial sensors like accelerometers, gyroscopes, and
magnetometers, which motivates researchers interested in authentication and identity techniques to
take into account secure, dynamic behavioral biometrics based on these sensors. This section presents
a number of works that deal with behavioral biometric keys based on the data obtained from the
aforementioned sensors.

An identification framework called ActID was presented by Sudhakar and his coworkers to
identify a user based on hand movements made when the user is walking for 60 seconds on a flat
surface. Activity sensors consisting of an accelerometer and gyroscope are placed on the wrist of
the hand to collect data from 30 subjects over the course of two sessions. The sensors’ readings are
subsequently sent through Bluetooth to a mobile phone [19]. The transmitted signals are then filtered
and resampled using a linear interpolation method to replace missing data with the nearest value.
Next, they extracted physical features like peak value as well as statistical features like mean, median,
and variance. Then, they used Optimal Feature Evaluation and Selection (OFES) Ram et al. [20] to
choose features of high quality, and Correlation-based Feature Subset Selection (CFSS) Hall [21] to
choose features that are most closely related to the labeled class. The results of various standard
classifiers, including KNN, Naive Bayes, and Random Forest, are then applied to a subset of features,
and their performance is compared with that of the Sliding Window Voting classifier, which is based
on the Support Vector Machine and performs 100% accuracy, outperforming the 97.98% accuracy of
the standard Support Vector Machine classifier. The study, however, was hampered by the actuality of
the data because it didn’t cover all user behaviors, and the training and testing data were gathered
from the same users under the same circumstances and over the same length of time.

Cherifi and her coworkers proposed an effective continuous authentication technique based
on users’ prehensile movements and modelled these movements through Hidden Markov
Model-Universal Background Model (HMM-UBM) with continuous observations based on Gaussian
Mixture Model (GMM) [22]. Two datasets are used: the first is the HMOG public dataset, and the
second is a proprietary database. The dataset is then filtered using the obfuscation method, which
multiplies the original signal of each of the three employed sensors by an offset value and adds
new noise to the original signals. The sensor readings for each axis are then normalized by dividing
their values by their magnitude and added as a fourth dimension. Multiple tests are conducted to
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determine the best window size, and a fixed sliding window is ultimately selected. The mean and
standard deviation for each sensor axis and magnitude are the extracted features, resulting in a vector
of twenty-four features. The proposed method achieved 19.2% Equal error rate (EER) on the HMOG
dataset, and 14.8% EER on their second dataset. This study neglects to account for the class-imbalanced
HMOG dataset and lacks other performance metrics like Area under the curve (AUC), Specificity, etc.

Sitova and coworkers introduced a Biometric Key Generation (BKG) function on HMOG paired
with tap and keystroke that was extracted by an accelerometer, gyroscope, and magnetometer from
100 users while they were seated and moving about [23]. They extracted two types of features, the
first type is known as grasp resistance, and it measures how quickly the phone moves and changes
orientation in reaction to a tap gesture. The second type, known as grasp stability, measures how fast
tap forces cause changes in movement and orientation. The extracted features for both types include
sensor reading on x, y, and z, magnitude, start and end times of taps, stability after tap ends, and the
average sensor reading in 100ms. Using a combined accelerometer and gyroscope data, they were able
to get 13.62% EER on HMOG features. However, the EER dropped to 7.16% when they integrated
HMOG, Tap, and Keystroke. Since HMOG is a class-imbalanced dataset, other metrics, such as the
precision and recall of the minority class, must be used instead since their model is only evaluated
using one metric (EER).

A study by Yoneda and coworkers provided a thorough investigation of mobile biometrics
by evaluating nine sensors and 18 physical activities. The data was collected at a 20HZ by the
accelerometer and gyroscope incorporated into inertial smartwatches and smartphones. About three
minutes were spent performing each of the 18 activities by the 51 users who made up the study’s
sample [24]. Every activity is split into eighteen instances with a defined window size of ten seconds
that doesn’t overlap. For each instance for both sensors, the statistical features Average, standard
deviation, Average Absolute Difference, Time between Peaks, Average Resultant Acceleration, Binned
Distribution, Activity label, and subject ID are retrieved. KNN, Decision Tree, and Random Forest
were investigated. The Accelerometer sensor combinations for both the watch and the phone, together
with all other sensor combinations utilizing random forest with voting yielded the lowest EER for
authentication of 9.3%. However, the authentication accuracy increased to 99.7% by combining random
forest with voting based only on the Accelerometer of both the smartphone and smartwatch used.

An authentication approach based on a fingertip sensor device that collects motion data like
angular velocity and acceleration as well as physiological data like a photoplethysmography (PPG)
signal was presented by Wu and coworkers [25]. The compact and portable fingertip device has two
sensor chips: the Flora chip detects movement and the Pulse Sensor Amped chip checks blood oxygen
levels. As soon as it is worn, it starts capturing acceleration, angular velocity, and PPG signals. These
data are then transmitted through Bluetooth to a computer. The data was collected from 40 subjects,
who agreed to wear the fingertip device while performing three actions—slow walking, sitting, and
performing rather hard movements—for 20 repeats (each repetition lasting 12 seconds) over the course
of 30 days. They used a fourth-order Chebyshev low-pass filter with a cutoff frequency of 5 Hz to
decrease the noise in the data. Then, a peak detection method is used to extract the periodicity of
PPG signals, and a Fixed-size Sliding Window (FSW) ranging from 2s to 12s with 20% overlap is
applied to extract the statistical features, which were divided into three categories: time-domain,
frequency-domain, and wavelet-domain features. Then, they used the ReliefF algorithm [26] to
determine the importance of features, choosing 90% of them that were more crucial for authentication.
For activity recognition, the Decision Tree performed the lowest with an overall accuracy of 94.3%,
while the KNN earned the best performance with 100% accuracy. With a false acceptance rate (FAR)
of 4.69%, a false rejection rate (FRR) of 4.95%, and 98.74% accuracy, the walking state learned by the
support vector machine (SVM) provided the best authentication performance.

The works of [27-40] are other examples of research that investigated the use of smartphone
Accelerometer data for biometrics.
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The bulk of previous research, as can be seen, only used one evaluation metric, leaving out crucial
metrics like area under the curve (AUC), Index of Balanced Accuracy (IBA) [41], sensitivity, specificity,
Gmean, and F-score. Furthermore, the majority of these studies relied on person authentication
rather than identification, and when they addressed the issue of class imbalance, they employed the
oversampling approach, which creates new examples based on their resemblance to the minority
examples in question and assumes that they belong to the same class even though this is not always
the case according to [42].

In this paper, we focused on these drawbacks and worked on person identification using a variety
of widely used evaluation metrics, including AUC, IBA, Gmean, and F-score. Additionally, we look
into the use of Extreme Gradient Boosting (XGBoost) [43], which has been recommended for the class
imbalance problem [44], as well as other approaches like [45].

3. Materials and Methods

Data preparation, feature extraction, feature selection, and training/testing using a machine
learning classifier are the four main components of the proposed identification system, as illustrated in
Figure 1.

HMOG Dataset

——
[
W | Preprocesing
_—
User Identity ‘

Figure 1. Flowchart of the major steps in the proposed identification system.

The proposed system leverages data obtained from the mobile accelerometer sensor, which is
made up of a set of slender structures and is used for motion detection. These structures produce
readings, which are then transmitted to the main circuit. Tri-axial accelerometers are sensors that
approximate acceleration in the x, y, and z axes numerically. This information can be used to calculate
velocity and displacement [46].

3.1. Dataset description

Hand Movement, Orientation, and Grasp HMOG [18,23], is a dataset of features captured from
human interaction with smartphones like holds, taps, and grasps. Accelerometer, Gyroscope, and
Magnetometer sensors were used to capture the subtle hand movements and orientation while users
interact with their smartphones. The HMOG dataset was captured from 100 subjects (53 male and 47
female) over the course of eight sessions, with four sessions involving the participants writing a text of
at least 250 characters while they were walking and the remaining four with the volunteers writing a
text while sitting.

Data was collected using Android Samsung Galaxy S4 for all volunteers to record two types
readings:

* Accelerometer, gyroscope, and magnetometer readings with a sampling rate of 100 HZ.
¢ Touch screen data like touch gestures, key press.

This study utilizes the data obtained from the Accelerometer sensor only to identify users. Figure
1 shows a sample of the Accelerometer sensor reading in one second, and Table 1 summarizes the
dataset characteristics.
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Figure 2. Accelerometer sensor reading on three axes (x, y, and z) in one second.

Table 1. summary of HMOG dataset characteristics.

Category Content
Accelerometer Timestamp, acceleration force along X/Y/Z- axis
Subjects 53 (males), 47 (females)

Number of Examples/Subject(Class)  in the range of 1162 to 4639

3.2. Preprocessing

The goal of this step is to clean and prepare the sensor raw data so that the feature extraction
process can make efficient use of it. Our preprocessing steps include calculating the magnitude of the
three axes (x, y, and z) for each signal, bandpass filtering the data and utilizing an overlapping sliding
window to extract the signal’s internal features. Equation 1 can be used to more easily and effectively
calculate the magnitude of the x, y, and z vectors of the Accelerometer sensor than it is to calculate

each axis separately.
M= \/x2+y2 + 22, @

where M is the magnitude, x,y, and z are the acceleration at a specific timestamp on the three-axis of
the Accelerometer signal.

It is usually recommended to use a band-pass filter to reduce noise in a signal [47], although this
largely depends on the amount of noise that may be present in the HMOG dataset. In this study, we
tested two different scenarios, the first of which made use of a band-pass filter that was applied at low
and high frequencies between 3 and 8 Hz, which corresponds to the acceptable range for human hand
tremors [48]. The second Scenario is to omit this step in the event that the data is noise-free.

When employed for low-dimensional time-series data preprocessing, Overlapping Sliding
Window delivers an increase in accuracy, latency, and processing cost, especially if the window size is
small [49]. In order to improve accuracy, reduce feature extraction time, and give more comprehensive
user data so the model can learn from them, we split each user signal into small segments in this study
using the overlap sliding window technique. The window size was fixed at ten seconds (10 seconds *
100 samples per second = 1000 samples), as illustrated in Figure 3.
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Figure 3. The used Overlapping Sliding Window Technique.

3.3. Feature Extraction

One of the most important processes in building a learned model is feature extraction since
choosing the best features enables the model to train more smoothly and accurately differentiate
between numerous classes. The Fast Fourier Transform (FFT) is used to transform the row magnitude
signal from the time domain to the frequency domain for each sliding window. The statistical features
we extracted from the resultant FFT signal and the pure Magnitude signal are listed in Tables 2 and 3.

Table 2. The extracted statistical Features.
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Table 3. The extracted statistical Features — continue.

Feature

Description

Equation From Mag

From FFT

Kurtosis

Kurtosis

Autocorrelation

Autocorrelation

Sum of absolute differences

Sum of absolute differences

Energy

Energy

Peaks

Amplitude of peak Power Spectrum Density

Median frequency

Frequency dispersion
Fundamental frequency

Frequency difference

Spectral centroid Amplitude

Maximum weighted PSD

Measure of acceleration outliers in
a corresponding window.

Measure of frequency outliers in
a corresponding window.

Serial correlation value with
lag=1 of accelerations within

a corresponding window.
Serial correlation value with
lag=1 of frequencies within

a corresponding window.

Sum over the absolute value
of consecutive changes in the
Magnitude series.

Sum over the absolute value
of consecutive changes in the
frequency series.

Sum of All squared accelerations
for the corresponding window.

Sum of All squared frequencies
for the corresponding window.
Number of peaks

(values bigger than its

2 neighbors).

Amplitude of the maximum
signal power.

Frequency that dividing the
total power area into

two equal amplitude parts
dispersion of sample
frequencies within a
corresponding window
Frequency which carries
the maximum energy

Sum over the difference
value of consecutive changes
in the frequency series

Weighted average of the
amplitude spectrum of frequencies
of a corresponding window

The Maximum spectral energy
of frequency component within
the corresponding window
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A subset of features that are relevant from a vast number of features is chosen via a feature selection
technique. The primary goal of this step is to improve the machine learning model’s assessment metrics
by deleting unnecessary or redundant data. We experimented with a number of feature selection
methods to assess and determine the most prevailing features. These methods include the Correlation
coefficient, Fisher Score, Information Gain, and Recursive Feature Elimination (RFE). The chosen
subsets of features from different techniques are tested using different classifiers. The outcomes of
these experiments will be discussed in the next section.

The features that have a correlation coefficient greater than 0, as shown in Figure 4, were chosen for
testing with various classifiers for identifying users. The outcomes of these tests were then compared
to the results obtained from other feature selection methods and with the results obtained from all
features under identical testing and classifier settings.
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Figure 4. The Correlation coefficients of all features listed in Table 3.

The Fisher score can also be utilized to determine the importance of features. A different subset of
features of top importance (10, 20, and 30 features) are chosen and subjected to the same classifiers for
identifying users. The results are compared to those produced by classifiers that utilize all features to
determine which approach yields better results. Figure 5 shows the features with fisher score ranks.
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Figure 5. The Fisher Score ranking all features listed in Table 3.

The information gain is also investigated as a feature selection method in this study. Specifically,
features with an information gain value greater than 0.1 and 0.15 are selected. The Information Gain of
each feature is shown in Figure 6.
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Figure 6. The Information Gain of each feature listed in Table 3.

The ranking of features based on their importance is shown in Figure 7, as determined by the RFE,
which eliminates the least important features Logistic Regression (LR) and Random Forest (RF) are the
two models that are used to determine the importance of features. The effectiveness of this method is
assessed by multiple classifiers, both with 10 and 20 features removed.

RFE Features Rank
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Figure 7. Features ranking by RFE and RF of all features listed in Table 3.
3.5. Class imbalance

As can be seen from Table 1, the HMOG is a class-imbalanced dataset. Usually, researchers opt
for oversampling techniques that synthesize new examples for the minority classes/subjects (those
having fewer Accelerometer signals) based on their similarity to the other examples belonging to the
same class/subject. However, this assumption might be violated according to a recent study [42], and
it is recommended to avoid such an approach, stressing the use of other re-sampling approaches such
as the ensemble approach [45,50].

In this work, we investigated the use of XGBoost [43], because it provides the ability to adjust the
training process to focus more on misclassification of the minority class in class imbalanced datasets
[44,51].

3.6. Machine learning classifiers

In order to determine the best option for the proposed identification system, a variety of traditional
classifiers, voting classifiers, and deep learning are investigated. The traditional classifiers include
Artificial Neural Networks (ANN), Decision Trees (DT), Random Forests (RF), Support Vector Machines
(SVM), K-Nearest Neighbors (KNN), Logistic Regressions (LR), Stochastic Gradient Descents (SGD),
and Gaussian Naive Bases (GNB).
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The Voting classifier (VC) is an ensemble learning method that selects the class with the most
votes among various classifiers as the prediction of the ensemble model. In this study, the voting
classifier selects the most voted class among the top three traditional classifiers which are ANN, SVM,
and RE.

The second voting classifier is the well-known XGBoost, a machine learning method that builds
machine learning models using the gradient boosting framework, which is a common framework.
The gradient boosting framework combines a number of decision trees, which are weak learners,
to produce a strong learner that can predict outcomes accurately. The XGBoost entails successive
iterations of adding new models to the ensemble and adjusting the weights of the data points based on
the mistakes made by the prior models, this is vital for the missclassifications of the minority examples.

The Long Short Term Memory (LSTM) is used as a deep learning classifier which is a type of
Recurrent Neural Network (RNN) that can process single and entire sequences of data.

4. Results

We conducted a set of experiments to look into various concerns in order to evaluate the proposed
user identification system, including the following experiments:

e Comparisons of identification results on filtered and unfiltered signals to recommend the best
alternative for the proposed system.

¢ Feature selection comparisons to identify what most effective attributes that can boost the
identification metrics.

e Comparing classifier performance to determine the most suitable classifier and alternatives for
the proposed system.

4.1. Filtered vs. Unfiltered Signals

In this set of experiments, 10 randomly chosen users were identified using their accelerometer
signals using 8 conventional classifiers and 2 voting classifiers, with and without band-pass filtering.
Figure 8 shows the classifiers” highest levels of accuracy. This figure illustrates how significantly
filtering the HMOG data reduces the performance of the identification process, giving the impression
that the data is not noisy and does not require filtering because doing so would result in the loss of
some crucial information from the original accelerometer signal, as the desired information is sacrificed
in order to reduce noise. This is also supported by many studies such as [52] and Figure 9, which
depicts the AUC of identifying 10 users using RF classifier.

As demonstrated in Table 4, unfiltered data is better for identification not only in terms of
identification accuracy but also in terms of other crucial metrics like Precision (PRE), Recall (REC),
Specificity (SPE), F-score (F1), Geometric Mean (GEO), and Index of Balanced Accuracy (IBA).

Classifiers Accuracy for Filterd and Unfilterd

1
0.9

08
0
206
]
505
8
< 04
03
02
01
0

with_filter without_filter

1. Filter 2.Unfilterd

3§

BMGNB mSGD mDT ©LR mKNN mSVM mRF mANN mVoting mXGBoost

Figure 8. Classifiers” overall accuracy on filtered and unfiltered data.
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Figure 9. AUC of identifying 10 users using RF classifier, (left) AUC results of the unfiltered data,
(right) AUC results of the filtered data.

Table 4. All Classifiers’ performance on Filtered and Unfiltered signals.

Without filter With filter
Classifier PRE REC SPE F1 GEO IBA PRE REC SPE F1 GEO 1IBA

ANN_MILP 085 085 098 0.85 091 082 061 061 095 0.61 0.76 0.56

DT 075 075 097 075 0.85 071 045 044 094 044 0.04 0.39
GNB 0.5 0.5 094 046 0.65 044 031 03 091 029 048 0.25
KNN 083 083 098 083 09 0.8 0.5 049 094 048 067 044
LR 063 063 09 062 077 058 049 048 094 048 067 043
RF 084 084 098 084 091 081 059 059 09 059 074 0.54
SGD 055 054 094 053 071 049 043 042 093 041 0.62 0.37
SVM 08 0.8 098 085 091 082 055 055 095 054 072 0.5

Voting 087 087 098 087 092 084 061 061 095 061 0.76 0.56

XGBoost 088 088 099 088 093 086 0.6 0.6 095 06 075 055

4.2. Feature selection Results

We used ANN, RF, SVM, VC, and XGBoost to evaluate the impact of certain standard feature
selection methods, including correlation coefficients, information gain, Fisher score, and RFW, as they
achieved the most favorable outcomes in the previous set of assessments. The identification accuracy of
several scenarios, where various subsets of features were picked using various selection approaches, is
shown in Table 5. In general, while utilizing no feature selection approach, the identification accuracy
reported by all classifiers examined was higher. However, all classifiers showed accuracy results when
utilizing RFE that were comparable to those achieved when the classifiers were applied to all features,
especially when using subgroups of 20, or 30. Evidently, the accuracy score increased as the number
of features increased, demonstrating that the statistically extracted features contribute well to class

distinction.
Table 5. Identification accuracy with different feature selection methods and subsets.
Fisher Score Info. Gain RFE
Corr. Coef. —p —Top Top Over Over 10 20 30  ~llFeat

Classifier

10 20 30 0.1 0.15 Feat Feat Feat
ANN_MLP 077 059 082 084 083 0.8 079 084 084 0.85
RF 0.8 059 082 083 083 0.82 081 084 084 084
SVM 0.76 058 08 08 083 078 077 085 085 085
Voting 0.79 06 083 086 0.85 0.81 0.8 086 087 0.87

XGBoost 0.82 06 086 087 0.86 0.85 0.83 088 0.88 0.88
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4.3. Classifiers comparisons

We use a reasonably big number of metrics in order to determine the best possible classifier
for the proposed identification system, as each has its own strengths and weaknesses. For example,
The measures that are most frequently used to evaluate the performance of classification algorithms
are accuracy, precision, sensitivity, and specificity [53]. These metrics, however, are not enough for
classifier evaluation in class imbalanced learning and are susceptible to data distribution [54]. On the
other hand, the true negatives and classes’ contributions to overall performance are not taken into
consideration by GEO and F1 [41], however, because they are less influenced by the majority classes in
the imbalanced data, they are beneficial evaluation measures for the performance of different machine
learning methods [55]. The IBA metric combines a measure of how dominating the class with the
highest individual accuracy rate is with an unbiased index of its overall accuracy [41]. Previous studies
indicated that all performance metrics, with the exception of the AUC, were weakened by skewed
data distributions [56-58]. For these reasons, we selected the AUC in addition to the aforementioned
metrics to get a better insight into the performance of the proposed identification system using a
specific classifier.

The highlighted values in Table 6 show the best results of different metrics obtained after applying
all classifiers employed to identify 10 users based on their accelerometer signals obtained from the
original HMOG dataset without filtering. The LSTM deep learning model had the best performance,
scoring 89% overall accuracy, 89% precision, 89% recall, 99% specificity, 88% fl-score, 93% Gmean,
86% IBA, and 99% AUC. The XGBoost classifier came in second, scoring 88% overall accuracy, 88%
precision, 88% recall, 99% specificity, 88% f1-score, 93% Gmean, 86% IBA, and 99% AUC.

Given that the HMOG is a class-imbalanced dataset, XGBoost’s successful performance may
be explained by its capacity to modify the training process to place a greater emphasis on the
misclassification of the minority class in such datasets. [44,51]. Based on the results shown in
Table 6, apparently, The LSTM is the best choice for the proposed identification system, because it
effectively addresses the vanishing gradient and long-term dependency issues and concentrates on the
pertinent time series data [59,60]. Figure 10 shows the accuracy and loss curves during the training of
the LSTM model on 10 users.

It is important to note that all machine learning methods tested in all experiments used a 5-fold
cross-validation approach with their own default parameters.

Model accuracy Model loss
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1.4

0.8 1.2
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0.8 1

Accuracy

o
o

0.6 -

4 NN
051 0.4
0.2 4
6 50 160 150 260 6 Sb 160 150 260
Epoch Epoch
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Figure 10. Accuracy and loss of the LSTM model trained and validated on 10 users.
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Table 6. Classifiers performance with different metrics.

Classifier PRE REC SPE F1 GEO IBA AUC ACC

ANN 08 085 098 085 091 082 099 085
DT 075 075 097 075 08 071 08 075
GNB 0.5 0.5 094 046 065 044 087 05

KNN 083 083 098 083 090 08 096  0.83
LR 063 063 095 062 077 058 093 0.63
RF 084 084 098 084 091 081 099 084
SGD 055 054 094 053 071 049 090 054
SVM 085 0.8 098 085 091 082 099 085

Voting 087 087 098 087 0.92 0.84 0.99 0.88
XGBoost 088 0.88 099 0.88 0.93 0.86 0.99 0.88
LSTM 089 0.89 099 0.88 093 0.86 0.99 0.89

Almost similar results were obtained when we increase the number of users to 20, 30, and 40,
Figure 11 shows that AUC maintains its value despite the increase in class numbers. The F1-score and
Gmean were also found to be less affected by the number of classes since they are computed for each
class and then averaged over all classes, so they are less influenced by the number of classes than, for
example, Accuracy and other metrics as shown in Figures 4.5 and 4.6, which illustrate the performance
of the two top classifiers, XGBoost and LSTM respectively, using four metrics (Accuracy, Fl-score,
Gmean, and AUC) for identifying varying numbers of users (10, 20, 30, 40 and 50).

True Positive Rate
True Positive Rate

o oe oa o
False Positive Rate False Positive Rate

(a) (b)

True Positive Rate

o8 Lo

o o6
False Positive Rate

(c) (d)

oa oo
False Positive Rate

Figure 11. AUC results of identifying (a) 10 users (b) 20 users(c) 30 users, and (d) 40 users.
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Figure 12. The identification performance of the XGBoost on different numbers of users.
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Figure 13. The identification performance of the LSTM on different numbers of users.

4.4. Comparison to state-of-the-art methods

Table 7 shows the comparison to some of the state-of-the-art methods that use the HMOG dataset.
The used sensors, the datasets, the approach, and the evaluation metrics are shown in this table. As we
mentioned before in the related work section none of the earlier studies evaluate their models with
important metrics like IBA, AUC, and Specificity which are important to evaluate models’ performance.

As shown in Table 7, the proposed identification system using LSTM based on the aforementioned
statistical features obtained from the smartphone accelerometer signal outperforms existing techniques,
which were primarily developed for the authentication of a user (a binary classification problem),
whereas our system is created for the identification of multiple users (a multi-class classification
problem), which is a more challenging problem in machine learning, as supported by Garcia-Pedrajas
and Ortiz-Boyer, who argued that many classifiers either perform better with binary classification
problems or are created expressly for them, which is a problem in the general case of classification
[61].
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Table 7. Results comparison to some related work.

Work  Sensors Dataset Approach Metrics
(2] é;iiecf;zemr HMOG, VU HMOG EER 14.8%,
Gravity Proprietary dataset Proprietary dataset EER 19.2%
Accelerometer HMOG EER 13.62%
[23]  Gyroscope HMOG combined with Tab and Keystroke =~ SVM HMOG, TAP, AND
Magnetometer KEYSTROKE EER 7.16%
PRE 89%
REC 89%
SPE 99%
F1 88%
Ours  Accelerometer HMOG LST™M GEO 93%
IBA 86%
AUC 99%
ACC 89%

5. Conclusions

In this paper, we investigated the applicability of smartphone accelerometer data in identifying
users and proposed the best components that can be used for a complete application. To this end, we
used a number of machine learning methods to learn the accelerometer data of each user in order
to identify them. These include a few chosen techniques from deep learning, traditional classifiers,
and voting classifiers, all of which were trained using the users” accelerometer signals obtained from
HMOG public dataset [18]. In addition, we investigate the use of some pre-processing methods to
clean the data, and some feature selection methods to improve the performance of the identification
system.

Our large set of experiments yields the following conclusions:

¢ The LSTM deep learning algorithm, followed by XGBoost, has the best identification
performance.

* Band-pass filtering the statistical features obtained from the accelerometer signal degrades the
identification results.

¢ The RFE feature selection approach outperformed the other examined methods, however, we
still advise employing all statistical features due to their significance because doing so somewhat
improves the identification results, especially when using LSTM.

* When the number of users is increased from 10 to 50, the proposed identification system still
achieves high identification performance.

However, the limitation of this study includes:

® Out of the three sensors, we only used the data from the accelerometer, leaving out the
information from the gyroscope and magnetometer, which might be beneficial to the identification
process.

¢ The magnitude signal, and the FFT of the magnitude were both used to extract the statistical
features. It is necessary to investigate additional methods for reducing the dimensionality of
time series, such as wavelet and discrete cosine transformations.

* Only one deep learning method (LSTM) was used in this study, more recent deep learning
approaches need to be investigated such as Gated Recurrent Unit [62], and Quasi-recurrent
neural networks [63].

These limitations will be the focus of our future research so as to be able to devise a more accurate
identification system.
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