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Abstract: The security of several full homomorphic encryption (FHE) schemes depends on the
hardness of the approximate common divisor (ACD) problem. The analysis of attack and defense
against the system is one of the frontiers of cryptography research. In this paper, the performance
of existing algorithms, including orthogonal lattice, simultaneous diophantine approximation,
multivariate polynomial and sample pre-processing are reviewed and analyzed for solving the
ACD problem. Orthogonal lattice (OL) algorithms are divided into two categories (OL-A and OL-V)
for the first time. And an improved algorithm of OL-V is presented to solve the GACD problem. This
new algorithm works well in polynomial time if the parameter satisfies certain conditions. Compared
with Ding and Tao’s OL algorithm, the lattice reduction algorithm is used only once, and when the
error vector r is recovered in Ding et al.’s OL algorithm, the possible difference between the restored
and the true value of p is given. It is helpful to expand the scope of OL attacks.

Keywords: approximate common divisors; Fully homomorphic encryption; lattice attack; orthogonal
lattice

1. Introduction

It is well known that the Greatest Common Divisor (GCD) problem has been widely and deeply
studied. Euclid algorithm is a classical algorithm for solving the GCD problem, which is called by
Knuth [4] as the ancestor of all GCD algorithms. In the last two decades, many improvements to the
GCD algorithms have been proposed. And these algorithms have a wide range of applications in
computational algebra and cryptography. However, the approximate common divisor (ACD) problem
remains a number theory problem. The ACD problem was first studied by Howgrave-Graham [5].
Further interest in this problem was proposed by the homomorphic encryption (FHE) scheme of Van
Dijk et al. [16] and its variants [19,24,34]. The security of these cryptosystems depends on the hardness
assumption of the ACD problem and its variants.

Fix v,1, 0 € N*, let p be an -bit odd integer, define the efficiently sampleable distribution D, (p)
as

Dyo(p) = {pg+rlg < ZN[0,27/p),r < ZN(-27,2°)}.

The ACD problem is usually formulated in two ways: general approximate common divisor
(GACD) problem and partial approximate common divisor (PACD) problem. Given polynomially
many samples x; = pq; + r; from D,, ,(p)(r; # 0 for all i), to calculate p, which is the GACD problem.
Given polynomially many samples x; = pg; + r; from D, ,(p), as well as a sample xy = pqq for
uniformly chosen qo € Z N [0,27/p), to compute p, which is the PACD problem.

By definition, PACD cannot be harder than GACD, and intuitively it seems that it should be easier
than GACD. However, Van Dijk et al. ] mentioned that there was no PACD algorithm that did not
work for GACD. And the usefulness of PACD was demonstrated by the construction [19], where a
much more efficient variant of the scheme [16] was built, whose security relied on PACD rather than
GACD. Thus, it is very important to get whether or not PACD is actually easier than GACD. Moreover,
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ACD problems were divided into computational and decision versions. Coron et al. [32] pointed out
that the two versions are equivalent. By definition, PACD cannot be harder than GACD, and intuitively
it seems that it should be easier than GACD. However, Van Dijk et al. [16] mentioned that there was
no PACD algorithm that did not work for GACD. And the usefulness of PACD was demonstrated by
the construction [19], where a much more efficient variant of the scheme [16] was built, whose security
relied on PACD rather than GACD. Thus, it is very important to get whether or not PACD is actually
easier than GACD. Moreover, ACD problems were divided into computational and decision versions.
Coron et al. [32] pointed out that the two versions are equivalent.

The variant problems based on ACD mainly include CRT-ACD and CS-ACD. Cheon et al.
[26] and Lepoint [33] call the problem of computing py, - - -, p; from the public key the CRT-ACD
problem. Cheon and Stehle [34] proposed a FHE scheme whose parameters are set to (p,7,7) =
(A, A +1log A, Q(d?Alog A)), Where d is the depth of the circuit for homomorphism computation. The
problem corresponding to this set of parameters is called CS-ACD. Despite the utility of the two
variants, the algorithms that secures its security foundation have not been probed well enough.

The original papers [5,16] presented a few possible lattice attacks on this problem, including
orthogonal lattices (OL), simultaneous diophantine approximation (SDA) and multivariate polynomial
equations (MP). Further cryptanalytic work was done by [23-25,30,31,36,37,41-44]. This paper surveys
and compares the known lattice algorithms for the ACD problem.

Our main contribution is to propose an improved algorithm of OL-V to reduce both space and
time costs for solving the GACD problem. Another contribution is to give the possible difference
between the restored and the true value of p when r is recovered, which is helpful to expand the scope
of OL attacks. Our third contribution is to analyze the application range and performance of SDA, OL,
MP algorithms and pre-processing. These work is very helpful for cryptographic algorithm attacks to
achieve better results.

2. Preliminaries

Throughout this paper, capital boldface letters denote matrices, e.g. A, lowercase bold letters
denote vectors e.g. a. Let (-, -), || - || be the inner product and the I, Euclidean length respectively. AT
denote the transpose of matrix A. The notation log refers to the base-2 logarithm. And |r| denotes the
largest integer not more than real number 7.

2.1. Lattice

Definition 1 (Lattice). A rank-t lattice L in the R" is spanned by t linearly independent vectors

t
L= {2 uibi|ui € Z},
i=1
where {by,- - - , b} is a basis for £ and

B= (blr"' /bt)

is the corresponding basis matrix. The rank or dimension and determinant of L are respectively denoted as

dim(L) = nand
det(L) = /| det(BBT)].

If B is a square matrix, then
det(L£) = | det(B)|.

In addition, when a set of column vectors u C Z" is given, the orthogonal lattice is defined as
Lt () ={veZ"|(vu)=0}.
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When t = n, the lattice £ is called a full rank lattice. In fact, it is only necessary to consider the
full rank lattice in Euclidean space. Therefore, the lattices mentioned below are full rank lattice.

The length of the shortest non-zero vector, denoted by A4, is a very important parameter of a
lattice. It is expressed as the radius of the smallest zero-centered ball containing a non-zero linearly
independent lattice vector. Generally, successive minima was defined as follows:

Definition 2 (Successive minima). Let £ be a lattice of rank t. For 1 < i < t, the i-th successive minima is
defined as
Ai(L) = inf{r|dim(span(L N B,(0,r))) > i},
where B, (0,7) = {x € R"| ||x|| < r} is a ball centered at the origin.
For the shortest vector of a random lattice, the Gaussian hypothesis is expressed as follows:

Gaussian Heuristic (First Minima). Let £ be a full rank lattice in R!, then the length of the shortest
non-zero vector A in L is estimated by

t
M= ,/z—ne(detc)l/f. (1)

Lattice reduction algorithm is employed to transform a lattice basis to another basis, and the latter
one is nearly orthongral with each other and relatively shorter. As far, the LLL algorithm [1] and the
BKZ algorithm [17] are well-known lattice reduction algorithms.

2.2. Lattice basis reduction

Definition 3 (Gram Schmidt Orthogonalization). Given a sequence of t linearly independent vectors
b1, b, - - -, by, the Gram Schmidt orthogonalization is the sequence of vectors by, bs, - - - , by defined by

i—1
b =b; — ) pi;b,
j=1
where

(bi bj) 1<j<i<t
Hij = gyt =)<t L
(b;,b;)
Definition 4 (6)—LLL reduction basis). Given a lattice basis B = (by,---,by), the corresponding
Gram-Schmidt basis B* = (b, - ,by), B is a reduced basis if and only if the following two conditions
are satisfied:
b]*)

i
2

5]
@ (Lovdsz condition) ||bf || > (6 — u7;_1)|[bj 4| forall 1 <i <t where1/4 <4 < 1.

@ (Size condition) Hij = <1/2,foralll1 <j<i<t;

Definition 5 (Geometric Series Assumption[8],GSA). Given Gram-Schmidt basis (b}, - - - ,by),

il s
[ba]|
fori=1,2,---,t where 0 < 0 < 1is called GSA constant.

The Geometric Series Assumption (GSA) means the length of Gram-Schmidt basis ||b; || with LLL
reduction decays geometrically with quotient 6 and indicates ||b}|| < ||bq| fori =1,2,--- ,t.
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In the subsections 3.1 and 3.2, the analysis based on the following assumptions:
Assumption 1 ([37]). Let £ be a “random” lattice of rank f and b, - - - , b be an LLL-reduced basis for
L, then

by < (1.02)F det(L£)* )

and

b1l < (1.04)'A1(L). ®)

Nguyen and Stehlé [9] have studied the performance of LLL on “random” lattices and have
hypothesised that an LLL-reduced basis satisfies the improved bound (2). By analogy with the
relationship between the worst-case bounds ||b1 || < 2!/4det(L£)/1/* and ||by|| < 2!/2A1(L), it is natural
to suppose that (3) is hold.

Assumption 2([37]). Let £ be a “random” lattice of rank f and let by, - - - , by be an LLL-reduced basis
for £, then

Ibs]| < V/i(1.02)" det(£)". (4)

Nguyen and Stehlé [9] show that ||b;, ;]| < [|b]|| almost always in Figure 4 , and certainly ||b; || <
1.2||b; || with overwhelming probability. Galbraith et al. make the heuristic assumption that ||b} || <
|bj|| forall 2 < i < n, so it is easy to show that, forall2 < i < n, ||b;|| < \/1+ (i —1)/4|/b1]|. So it
leads to Assumption 2 for “random” lattices.

In the subsection 3.2.2, the conclusion of the following theorem will be used.

Theorem 1. [29] Given a LLL reduction lattice basis B = (bq,--- ,by), (b}, - ,by{) is the corresponding

Gram-schmidt basis. The following results were hold:
t—1

(1) [ba]| < &'T | det(B);

(i—j)
@ bl <a 2 |bsl, for1 <j<i <

(3) ]l < a2 [bf L for 1 < j < i <,

1 . , L
where & = Y 0 is the parameter in the Definition 4.
1

After the LLL algorithm, a number of lattice reduction algorithms emerged. In practice,
the Block-Korkine-Zolotarev (BKZ) algorithm proposed by Schnorr and Euchner [3] has a good
performance. For the BKZ algorithm, according to [17], the block size § determines how short
the output vector is. With the increase of B, the output basis becomes much reduced but the cost
significantly increases. Gama and Nguyen [12] identified the Hermite factor of the reduced basis as
the dominant parameter in the runtime of the lattice reduction and the quality of the reduced basis.
For an t-dimensional lattice £, the Hermite factor

oo bl ;
*7 (det(0)F ©

where b, is the first reduced basis vector of £ and ¢ is called as the root-Hermite factor. Chen [27]
gave an expression between the root-Hermite factor y and the block size §:

1
(B 1\ 26D
8o = (Zne(ne) .

Under the GSA and based on the Hermit factor (5), Xu et al. [42] gave an upper bound on the i-th
reduced basis vector
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1
F

. (sot . (detﬁ) .

i+3
<

(6)

3. Algorithms to solve ACD problem

In this section, the first three subsections describe and analysis the lattice-based algorithms (SDA,
OL, MP) to solve the ACD problem, and the last subsection analyzes the prospects of the pre-processing
technology for ACD samples, when sufficiently many samples are available.

3.1. Simultaneous Diophantine approximation (SDA)

Van Dijk et al. [16] showed that the ACD problem can be solved using the SDA method. The basic
idea of this attack is to note that if x; = pg; +r; for 1 < i < t, where r; is small, then

Xio 4i
X0 qo0

for 1 < i < t, where xg = pqo + rp. That’s what it means the fractions ¢q;/q¢ are an instance of
simultaneous diophantine approximation to x;/xg. Once qg is determined, 7y can be computed from

ro =x9 (mod gp).
Hence,
Xo—To
g
In fact, this attack does not benefit significantly from having an exact sample xo = pqo, o = 0, so such

a sample can be unknown. As in [16], construct the lattice £ of rank t 4 1, which is generated by the
basis matrix B, where

p:

2P+1 X1 . Xt

Letv € L, then

v :(‘10/111, tee /qt)B
=(2°""q0,gox1 — q1%x0, -+, qoXt — Gt X0)
=(2°"1q0,gor1 — q170,- + ,Gort — Gio)-
Since g; &~ 277, the length of the first entry of v is approximately 27 ~7*f*+1, The length of the rest of

entries of v, which are of the form qor; — g;7o for 1 < i < 't, is estimated to be |qor; — q;70| < 2|qori| =~
2771+0+1 Therefore, ||v| is approximately

2ot /4T

The vector ||v|| satisfying the above conditions is called the target vector.
Hence, if

VN E 1 < ([ (t+1)/2medet(£)V ),
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then the target vector v is expected to be the shortest non-zero vector in the lattice. The attack is
to run a lattice basis reduction algorithm to get a candidate w for the shortest non-zero vector. The
first entry of w divided by 2°*! will give a candidate for go, then computes g = x (mod qo) and
p = (xp — r9)/qo- Finally test this value for p by checking if x; mod p are small for all 1 <i < t. This
is the SDA algorithm.

A better approximation 27~ "tP/t + 1 of tager vector ||v|| is given by Van Dijk et al. [16], and an
exact approximation

0.47(;—'_1) .optY (7)

is given by Galbraith et al. [37]. That is to say about twice the above approximation (taking p ~ 27).
Galbraith et al. [37] applies the Gaussian heuristic and A, (L) > 2!/2A; (L) to estimate

M (L) m [ (t+1)/ 2me)(det L)Y D~ /(£ + 1)/ (2me) 2@t/ (141),

Hence, the target vector v is the shortest vector in the lattice and is found by LLL if the expression
(1) of Gaussian Heuristic is less than /(t + 1) /2me det(£)*! when multiplied by the factor 1.04!*1
according to Equation (3). Namely,

0474/ (4 1)(1.04) 127401 <\ /(£ + 1)/ (27me) 20170/ (141 8)

Ignoring constants and the (1.04)!*! term (the term (1.04)'*! does not have any significant effect on
the performance of the algorithm[37]) in the above equation (8), a necessary (not sufficient) condition
for the algorithm to succeed is

f+1> TP T ©)

- n

So t should be greater than L to ensure that the target vector v will likely be the shorest vector in the
lattice £. This lower bound on t is more advantageous for the analysis of CS-ACD [34]. For CS-ACD, if
p is close to 77, which means that for smaller vy, the dimension of the Lattice £ grows rapidly. Concretely
speaking, the parameters in CS-ACD are set to

(0,7,7) = (A, A +dlog A, Q(d*Alog A)),

where d is the circuit depth and A is the security paremeter. Let’s say A = 200,d = 20, set Q(x) = x,
and then (p,7,7) = (200,353,611508). For these values, t > 3995. Therefore, in order to prevent
lattice attacks, this ratio (y — p)/ (17 — p) needs to be large enough. These arguments reconfirm that
the method in [34] can provide more efficient parameters for homomorphic encryption.

3.2. Orthogonal Lattice (OL) based approach

Nguyen and Stern ([6]) have demonstrated the usefulness of the orthogonal lattice in cryptanalysis,
and this has been used in several ways to attack the ACD problem. The idea is to find u =
(u1,u,+ - ,ur) € L1(q,r) that is orthogonal to both q = (q1,42, - ,qt) and r = (rq,72, -+ ,7¢).
Since x; = pq; +ri, x = (x1,x2,- - -, x¢) is orthogonal to u. The task is to find  — 1 linearly independent
vectors u shorter than any vector in £+ (x) to recover q, r and therefore p.

Based on the idea of Nguyen and Stern, the current idea is to find t — 1 linearly independent
vectors u only orthogonal to q. The core steps of the current OL algorithm include the following two
steps:

First, find t — 1 linearly independent vectors u orthogonal to g, that is,

t
Y ui-q; =0 (10)
i=1

d0i:10.20944/preprints202306.0712.v1
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then establish and solve indefinite equations
t t
Y i Xj =) uij e, (11)
j=1 i=1
where w; = (uj1,u51, -+ ,uy), (i=1,2,---,t—1).
Let the general solution of (11) be
d=dy+t©dy (12)

Where d is a particular solution of (11), dq is the basis vector of the solution space of the corresponding
homogeneous system of linear equations, and t; is the integer parameter.

Second, find small positive integer solutions to (11). At present, the common way to find the
small solutions is to construct the lattice £ with basis matrix

_ (do
B = <d1> . (13)

Next, LLL algorithm is employed to reduce the basis matrix B, and the first output is expected to
be the vector r. However, at present, what can meet this expectation are experimental conditions, and
there is still a lack of theory. Now, the existing OL methods orthogonal to q are classified. According to
the constructed lattice, they are divided into two categories. The first OL algorithm constructs lattice
L1 («) with basis matrix By:

X1 &
X2 o
Bi=| . ) (14)

Xt n

and its shape likes A, so it is called OL-A algorithm. This kind of algorithm can be referred to
[GGM16,XSH18].
The second OL algorithm constructs lattice £, («) with basis matrix By:

o X1
o X2
B; : , (15)
& X1
N

where N is a big integer with 7 4 # bits . Or construct a lattice £/, («) with basis matrix is B/:

o X1
44 X2

B’z = - : . (16)
X X1
Xt

Both (15) and (16) are all shaped V, so they are called OL-V algorithm. This kind of algorithm can be
referred to [[30],[31],[41],[42]].

3.2.1 OL-A algorithm

This algorithm uses the lattice £;(«) mentioned above, and the basis matrix is By, then
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BiBiT = A+ xTx, A = a®ly,x = (x1,%, -, xt),

where I; is the identity matrix of order f, and

det(ByB1T) = det(1 +xA " 1x) = a®2(a® + 53 + x5 4+ - +xF).

Therefore,

det(Lq(n)) = 06'571\/(1%2 +a3 43+ +a2) <Vi+l-atl2m
(I) When o = 2°

Letv = (YI_; uix;, u12f, -+ ,us2f) € L1(a), in order to find the condition that u is orthogonal to q (¢
dimension), it needs to be satisfied

<p/2 (17)

t t
Z Uuix; — Z u;r;
i=1 i=1

so it forces the equation

t t
Z uix; = Z Uu;r; (18)
i=1 i=1

to be true. In order to make the equation (18) be established, Galbraith et al. ([37]) gives the bounds of
the short vectors in the lattice £;:

HVH < 217—2—10g(t+1). (19)

Next, to show that under condition (19), formulas (17) and (10) hold, the following proof is given. Let
|v]| = N, then |Y}_; uix;| < N and |u;r;| < [u;2°| < N for1 <i < n. Thus

< + < (t+1)N.

t t t t
Z Uuix; — Z Uu;r; Z Uixi Z u;ri
i=1 i=1 i=1 i=1

Because (19) is true and p > 2771, (t +1)N < 2772 < p/2. Hence

<p/2

t t
Z Uixi — Z Uiti
i=1 i=1

To prove that (10) holds, suppose |¥/_; u;q;| # 0, so

t
Z Uuiqi
i=1

this is a contradiction.
To analyse the method, Galbraith et al. [37] use Assumption 2. This shows that LLL algorithm
can be used to find t — 1 linearly independent vectors as long as

t t
2 ui(x; —r;) Z Uixi
i=1 i=1

t
2 u;r;
i=1

VH(1.02) det(L£y(a))/t < 21727 los (t41),

and as well

det(L;(a)) = uct_l\/(ucz F a2 434 ad) e 2et A

Hence, the condition for success is
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4/t +1)(1.02)t20 =R/t < o1,

Ignoring constants and the exponential approximation factor (1.02)! from the lattice reduction
algorithm, Galbraith et al. [37] gives a lower bound on sample ¢:

T—p
t>1—F (20)
n—p

Find t — 1 vectors u that satisfies the bound of the short vector by LLL algorithm, then the system
of equations can be set up to solve, and then find r.

(II) « in the general case
Using the bound of (6), the condition that u is orthogonal to q is constructed. Specific measures are as

follows([42]):
@ Letv = (Y wixj, auy, - - ,aur) € Lq(w), then

t
a+VE-20 v
|i:21u1ql| — o 21771r

@ Using BKZ-f alogrithm, reduce the lattice matrix By. Let v; = (Z]t-zl Uijxj, oy, - -, auj;) be the i-th
reduce basis of £1(«), Then

[vill < ‘/izﬂ-(sgdet(cl)%
< \/?73'56(@%*—1-27)1”
< ‘/?73~(t+1)%-50f-z%.a%
Thus
| iuijqﬂ <Vit3-(t+1)2 -5t 2F 0. L\/j'zp,
=1 at
Let
flay = V2
at

then minimize f(a). Xu et al. [42] offer the following conclusion: When

min £ () = f(ag) = (L) 5 2,

Using the minimum of f(«), the tighter bound of | Z;Zl ujjq;| was found:
t _
| Y wiail < Vit3-g(t) o2 T,
j=1

where

d0i:10.20944/preprints202306.0712.v1
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NIANE= 1
g(t) = t(m) Ee(t+1),
As analyzed by Xu et al. [42],
im S
fm N !
therefore
t -
| Z uzjq]| <4/ (i+3)t . 56 . 2¥_’7+‘0.
j=1
In order to make Z§:1 u;jq; = 0, the right side of the upper bound has to be less than 1:
(i+3)t-85-277 1P < 1,
thus the condition
TP .
—— —(n—p)+tlogdy +1log/t(i+3) <0 (21)

t

holds. The dominant calculation of OL attacks is the lattice reduction for finding ¢ — 1 linearly
independent homogeneous equations on r1,- -, or 41, - - ,q;. Based on the condition (21), it is
expected that

L?J_(U_p)+tlog50+1og\/t2+72t<o. (22)

Since éy > 1, the attack can work when

According to (22), it is obtained that

logdp <

n—p y—p logvi +2t
t t2 t ’

which is equivalent

1 0 \? —0)?  logV/£2 12t
log50<('yp)< U p)) L n—p) log ——

t 2(y—p 4(r—p)
When t = %, the above expression is optimized as
(1=p)®  n—p _ n—p -0\ -0
8% <4 =) 2(y—p) Hy—p) B <<17—p) +f7—p>' *)

Also notice that when ¢ > 2, log v/ 242t > log V/4t, then the logarithm term on f of condition (22) can
reduce to get the following condition:

ﬂ_(

. 1 —p) + tlog &y + log V4t < 0.

2(y—

Similarly, taking t = pp) , the above condition is optimimized as

(m—p)? 3p—p) n—p Y—p
log § — — 1 . 24
B0 <y 0) Ay —p) Hr—p) By—p 29
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(ITI) Using the rounding technique, construct a deformed lattice
Construct a lattice Ef(zx) whose lattice basis matrix is By [42]:
&)1
x
31 = L;J : . (25)
2] 1

where & > 0. Similar to the idea of the case (I), the condition for Z§:1 u;jgj = 0 was found by Xu et al.
[XSH18-3.3]. The optimal value of « is:

i
= oD Y

and the condition (21) holds as well. As discussed at the end of case (II), this attack can also be
performed at

t> u
/e
3.2.2 OL-V algorithm

This algorithm uses the lattice £;(x) mentioned above with basis matrix B, or the lattice
L} («) with basis matrix BJ.

() When o = 1,By(t,t) = N

Let

-1
v=(uy, - w1, Y, uixi+uN) € Lo,
i=1

to find the condition that u is orthogonal to q (t — 1 dimension), it needs to be satisfied:
t=1

UiXi
i=1

<N/2, (26)

then it is to force the equation

up = 0. 27)

To make the equation u; = 0 true, Ding et al. [30] and Yang et al. [41] gave the bounds of the short
vectors of the lattice £5(«), they are shown in (28) and (29) respectively,

vl < 277~ 1-logvint (28)
vl < 27-p=2-logvimt (29)

In order to show that under the condition (28) or (29), formulas (26) and (27) hold, the following
proof is given. Here, only condition (29) is used to prove.
Let M = 2127108 Vi-T and |[v]| = /S0 2 + (212 i + weN)” < M.
Thus
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t—1
|ui| <M, u;x; + usN <M(1§i§f—1).
i=1
Since 271~1 < N < 2717,
t—1
Youixi| <20Vi—1-||ull
i=1
<2%iE=1- v
<27\t —1.201-p2-logvi-1
=27T1=P"2 < N /2.
Therefore, there is no modular N operation and u; = 0.
Next, it is easy to obtain that Y-/~ 1 u;q; = 0 and Y_/_1 u;x; = Y/—] u;r; hold.
(I1) When &« = 1,BS(t,t) = x¢
Let
t
v=(uy,-- w1, Yy, uix;) € L,
i=1
in order to find the condition that u is orthogonal to q (t dimension), it needs to be satisfied:
t
Y uixi| < p/2. (30)
i=1

In order to make (30) true, Yu et al. [41] and Gebregiyorgis et al. [36] gave the bounds of the short
vectors in the lattice £/, and they were given by the following formulas respectively,

[v]| < 212 log Vi) (31)

lv]| < 21-p=3lost, (32)

After analysis, (32) is tighter than (31). Similarly, it can be proved that (30) holds under the condition
(31) or(32). So the equations Zf;% u;q; = 0 and Zle u;x; = Zle u;r; can also be obtained.

(ITI) « = 1, lower bound estimating for the number of samples ¢

Under the GSA, Yu et al. use LLL algorithm to get the upper bound of (t — 1)-th short vector v¢_1, by
Theorem 1:
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Iveall? < ' vi
4 o 4
2
- (5) "Il e=3)
NG
2
<(5) "
4 (t22) 4 (1)
2 4
<(5) " (5) " sy
A (3t-5)
4 7
et —_ -27.
3)
Due to
(3t-5)
(; bt <2l i

the bound of ¢ in [30] is optimized, and the optimization result is given as follows [41]:

t>2(m—p—/(n—p)?—127).

S IS |

Yu et al. also indicates the hypothesis in [36]

A—1(L) = det(L)V\/t/2me,

is too strong and unreasonable, and t > /(7 — p) is too small, it should be increased by 10 or 20.
For OL algorithm in [31], where — N or N works equally, the idea of this algorithm can be classified
as OL-V, and it is equivalent to the case

a=1,By(tt) =N,

just N is the same as length as x x;, so the algorithm is a little bit more conservative.
In [31], the lattices £3 and L} were defined, their basis matrices were Bz and Bj:

Letv € L3N L}, then

t t
Zulwxi —uH_lN = Zui~ri.
i=1

i=1

For the sake of Eﬁ:l u;-q; = 0, it is to force the equation u;;1 = 0 is true. Find a vector v =
(ug,up, -+, us, th-zl u; - x;) € L3, such that the corresponding vector u = (19, up, - - - , ;) is orthogonal
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to q. The experiment in [31] gives the following conditions that LLL algorithm can generate t — z
(z = 1,2) vectors u (theoretically not proved):

condition 1: N is a large random integer with <y bits;

condition 2: z < 2;

condition 3: p < 17/2;

condition 4: t > (47)1/3;

condition 5: ||v|| < 27/(t+1),

Under the above conditions, the equation Zle uix; = Zf:l u;t; is true. So r can be solved and p is
recovered.

(IV) « in general

Similar to the idea of OL-A when « is in general, the condition for Z;:l ujiq; = 0 is found by
[XSH18-3.2]. The conclusions are as follows: the optimal value of « is

2+t

-2°,
t—1

Ny =

and the condition
g — (7 —p) +tlogdy +1log(tv/i+3) <0

holds. The specific steps are below ([42]):
D Letv = (auq, - - ,aut,l,):f-:l u;x;, ) € Lo(a), Then

|Zt;”‘ < a+VELE20 v
= 1171 — o 2,,/_1/

@ Using BKZ-B alogrithm, reduce the basic matrix By. Let v; = (au;q, - -+, auj;_q, Z]t'=1 uijxj) be the
i-th reduce basis of £;(«), Then

[vill < \/1;;3 -8 - det(Lp)t < 1;3 o (N < \/1;73-5(#-2% R
Thus
zx+2p\/ﬁ
| Zuq‘m <\Vi+3- s E— T
nt

A little bit of clarification here. When a = 1, then the formula
t
| Y uijgil < ViT3-(1+20V2 1) 528
j=1

is true. In order to make Z§:1 u;jgj = 0, the formula

Vit3- (14202 +1) -6t 27771 < 1

— (1 —p) +tlogdy+log/(i+3)(#2+t) <O0.

For finding ¢ — 1 linearly 1ndependent vectors orthogonal to (41, - - -, g¢), the following condition

holds, then

\ =

%—(q—p)—i—nlogéo—i—log (834312 +2t) <0 (33)

d0i:10.20944/preprints202306.0712.v1
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is established. Next, let
o420V 4t
fl@) = ————,
ot
then minimize f(«). When
Vi +t
Xo = : 2p1
t—1
%
, t2 4+t 1,
min f(a) = f(ao) =t ( o ) 2P
Using the minimum of f(«), the tighter bound of | 2;21 uiiq;| was found:
t _

| Y il < Vi+3-g() 827,

j=1
where

%
24t
As analyzed by Xu et al. [42],
lim 8(t) =1
t—oo t !
therefore
t _
| Zuqu]| <4/ (l+3) 't'56 _2¥*U+p‘
j=1
In order to make Z§:1 u;jq; = 0, the right side of the upper bound has to be less than 1:
(i+3)-t-0h-2 7 1t <1,
thus the condition
YO () +tlogdo +log(tVit 3) < 0 (34)

t

holds. The dominant calculation of OL attacks is the lattice reduction for finding ¢ — 1 linearly
independent homogeneous equations on r1,- -, or 41, - - ,q;. Based on the condition (34), it is

expected that
T — (5~ p) + tlogdo + log v/ +22 < 0 (35)
Since Jy > 1, the attack can work when
> ﬂ
n—p

According to (35), It is obtained that

logdy <

n—p y—p logvtd+2
t 7

t 2
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which is equivalent
1 —p \*, (1—p)? logVP+2r
log(50<—('y—p)<— n—p ) L m=p)7 log .
to2(y—p))  4r—p) t
When t = %, the above expression is optimized as
(1=p?  n=p | 200=p)  n—p (2('rp) )
logdp < — lo - lo +2 (36)
B0 4 =) " 20r=0) B T—p " Ay—p) P\ Ty

Also notice that when t > 2, log v/ B34+ 212 > log(2t), then the logarithm term on ¢ of condition (36)
can reduce to get the following condition:

TP

o (7 — p) + tlogdy + log(2t) < 0.

Similarly, taking t = 2((177:;7)) , this condition is optimimized as
—9)2 — — _
logdy < =0 1=p) _ n=p 1, 2(r=p) 37)

Alr=p) 20v—p) 20v—p) 7 n-p
3.2.3 Recoverror q

(1) Recover r by LLL algorithm
Let the general solution formula of (11) be

d=do+tidy +---+dg (38)

where dj is a particular solution of (11), dy, - - - , d, are the basis vectors for the solution space of the
corresponding homogeneous system of linear equations, and ¢4, - - - , t, are the integer parameters.
Next, find small positive integer solutions to (11) to get r. Constract the lattice £ with basis matrix

do
p_ |41 (39)
da,
Letd’ € L, then
d’ = kodg +kidy + - - - + kzd, (40)
where ko, k1, - - , k; are integers. Obviously, when kg = 1, (40) = (38). Reduce the lattice B to B':
dy
d’
B=| "] (41)
.

To facilitate finding r, consider the explicit vectors dj, d}, - - - , d}. It's easy to deduce that only one of
them is the solution to (11).

Let d is the solution to (11), and if d = dj, then dj is probably equal to r. With this in mind, Ding
and Tao [31] found the conditions that the algorithm can work well (see 3.2.2). In addition, if d} # dg,
we find an interesting thing that the recovery value p’ is only 1 or 2 different from the true value p
in many cases of our experiment. And our experiments lead to the following general conclusions
between p and p':

d0i:10.20944/preprints202306.0712.v1
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! /
Letd; = (uj, upp, -+ ,uj) # dy, dry = ged(r1 — ujn, 12 — U, - -+, 7t — ), then

P’ —p= Aru, (42)

where p’ is the recovered value of p. So, if d] # do, using vector d, p’ can be restored. And since d,, is
bounded, p can be restored by p’.

In summary, one of the outputs dy, - - - , d, generated by the LLL algorithm can be used to recover
r under the appropriate conditions.

(2) Recover q

Let U = (ui]-)txt, which satisfies LLL(B) = UB, where B, LLL(B) are the lattice basis matrix
and LLL reduced lattice basis matrix respectively, then U is a unimodular matrix with |U| = £1.
Constract the system

Uq' = (0,0,---,0,d)T.

Because (41,42, ,qt) = 1 with probability 1/{(t), where {(t) = Y2, 1/k! is the function of
Euler-Rieamann zeta, the probability that d = =£1 is very high. Therefore (41,42, - ,q:) is the
absolute value of the last column of U~! and p = |x;/g;] [42]. It can be known from OL algorithm,
the first t — 1 row vector of matrix U can be generated by LLL algorithm, but the {-th row vector
u; = (up, up, - -, uy) has to satisfy the following equation:

upqgi +upgy + - +upqr = £1. (43)

If (43) is considered in isolation, it is very possible for (43) to be established. But from the above analysis,
it can be seen that the matrix U is a transition matrix from a basis of a lattice to its reduced basis, and
U is a unimodular matrix. Furthermore, through our experiments, it is difficult to guarantee that
the last row vector u; of U satisfies the equation (43). So finding such a matrix U is still an open question.

3.2.3 An improved algorithm of OL-V

In this part, an improved algorithm of OL-V is proposed. Constract a lattice £ with the basis
matrix

1Xt
N

where N is an integer with v +  bits. Using the lower bound of ¢ in [41] and the upper bound of the
short vector in [36], the following improved Algorithm 1 is given.
When

n>p+11/7, (44)

this algorithm can successfully recover p. It is an improvement of Ding and tao’s OL algorithm [31].
Firstly, the lower bound of ¢ and the upper bound of the short vector v are modified. Secondly, the
later step using the LLL algorithm has been cancelled in the recovery of r. This is because when the
algorithm is implemented with isolve command of Maple, the special solution of the equations (11) is
exactly the small positive integer solution under the condition (44). Thirdly, unlike Ding and tao’s OL
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Algorithm 1 An improved OL algorithm for GACD

Input: An appropriate positive integer t = [3(y —p — /(7 —p)? —1.27))], and ACD samples
X1, Xt

Output: Integer p.

1. Randomly choose N € (27+7-1,27+7),

2. Reduce lattice £ by LLL algorithm with 6 = 3/4. Let the reduced basis be vy, - - - , v¢11, where
Vi = (uill T /uitrvi(t+1))r (l =1, ,t+ 1)

3.1 || vy < 217P=3-108t (i =1,... ,t —z), where z = 1,2, then solve the integer linear system with ¢
unknowns rq, - - - , ¢ as follows

t t
Z ujjti = Zuijxi(i =1,---,t— Z).
=1 =1

Therefore, the integer solutions can be expressed as follow:

d=do+tidy +---+1t:dy,

where dj is a special solution of the linear system, ¢, - - - , ¢, are integers, dy, - - - , d; is a basis of integer
solution space for the corresponding homogeneous linear equations.

4. d() =T

5. Compute p = ged(x1 — 11, x2 — 12).

Return p.

algorithm [31] which is not proved theoretically, our algorithm is correct theoretically. And it can be
seen that the attack range is extended greatly and the efficiency increases quickly.

3.3. Multivariate polynomial (MP) equations method

Howgrave-Graham ([5]) is the first to consider reducing the PACD problem by giving two ACD
sample inputs, N = pqo and a = pg; + r1. The idea is based on finding small roots of modular
univariate linear equations of the form a +x = 0 (mod p) for unknown p. It is generalized to
a multivariate version in [16] which is called MP method. In fact, MP method is an extension of
Coppersmith’s method ([Cop96b]). A rigorous analysis of this algorithm was provided by Cohn and
Heninger [25] and a variant for the case when the “errors” are not all the same size was given by
Takayasu and Kunihiro [28]. It is well-known that MP approach has some advantages if the number of
ACD samples is very small, but the application with a large number of samples in actual cryptanalysis
needs a great deal of attention. In addition, the MP approach can be applied to both PACD and
GACD problems, but it is simpler to explain and analyse the PACD problem. Hence, in the following
discussion, only this case will be told.

Notice that some notations change here. let N = pgo and let a; = pg; +r; for 1 <i < m be
our ACD samples, where |ri| < R for some given bound R. The idea is to construct a polynomial
Q(Xy,Xp, -+, Xy) in m variables such that Q(r1,- -+ ,7r,) =0 (mod pk) for some k. The parameters
m and k are to be optimized. In [25], such a multivariate polynomial is constructed as integer linear
combinations of the products (X7 — a;)" (X; — a,, ) N' where [ is chosen such that iy + - - - +i,, +1 > k.

Let

f[i]riZI"'/in1](X1/X2/"'/Xm) = (RX1 — Ill)il(RX2 — Ilz)iz s (RXm — ﬂm)i’”Nl. (45)

Here, the bound of the polynomial degree t has to be chosen. It doesn’t do any good to talk about k > ¢,
because it leads to the entire matrix being multiplied by the scalar N*~* for the case t = k. Accordingly,
Cohn and Heninge [25] consider the lattice £ generated by the coefficient row vectors of (45) such that
i1+ +iy <tand! = max(k — Y ij,O). If the occurrence of monomial in f/[iy, ip, - - - ,z'j] is sorted in

d0i:10.20944/preprints202306.0712.v1
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inverse lexicographical order, then the basis matrix for the lattice £ is lower triangular. For example,
when (t,m, k) = (3,2,1), the corresponding basis matrix is B:

fli1, 2] 1 X1 X X2 x1x x3 e X
fl0,0] (N
fl,0] | —ay R
f[O, 1] —Aay R
£12,0] a2 —2mR R?
= flL,1] | ajaa —axR  —aiR R?
f[O, 2] | a3 —2a3R R?
f[O, 3] \ -a3 3a3R —3a3R? R?

It is shown that the dimension of the lattice £ is dim(£) = d = (Hm) and its determinant is

k d omt ko

det(ﬁ) = Rd n?jrtl N(ktlm)miﬂ = 2%m+1 +(k+m) m+1

where R = 2°, N = 27. The following is a brief proof of dim(£) and det(L).
Clearly, dim(£) is the number of possible polynomials of the form
(RXy — a1) 1 (RXy — a2)2 -+ - (RXpyy — ) " N'

in the variables (X1, Xp, - - -, Xm) So, count the possible number of combinations of the exponents i;,
where ij > 0,s0that0 <ij +--- +iy < t. Assigning t + 1 values (0,1,2,- - - , t) to m exponents z] can
be denoted by (tfnm) Equivalently, count the number of non-negative integer solutlons to the equation

iy + -+ 4 iy = t' in the variables i;. It has (t Hm=ly possible number of solutions. Note that since
t+m\  (t+m-—1 n t+m—1
m ) t t—1 )’
m—1 m t+m—1 t+m
() () e ()= (5)
Adding all possible number of solutions for 0 < ' < t gives the result

dim(L) = (” m)

and

m

Next, det(£) = N°NR™Sk, where Sy is the sum of exponents of N and Sg is the sum of exponents of R.
Because there are in total (‘") monomials with (m+’_1) of them having exponent i. This implies that
(™1, Summing up for 1 < i < t gives the total exponent of R. So

R has exponent i("/ 1) /m =
t+m
m m+1 t+m—1 t+m _ t+m t
Sp — (MY L (T _ [t (fl): )t

0 1 t—1 m ( ;’") m Jm+1
The exponent of N in each monomial expression is I, where I = max(k — Z]- i]-, 0). A similar analysis
gives the exponent of N to be

- k+m k
N=\Um Jmr1

Substituting N and R by their size estimates 27 and 2° respectively gives the result

det(£) = RimH N

pmt | k+my 7k
m+1 2dm+1+( )m+l_

d0i:10.20944/preprints202306.0712.v1
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Let v be a vecor in £ and

QX1 Xm) = Y, (Qiy )i,

i1,i2,* Jim

then

v= Y (Qy, R,

il/izl'“ Am

If|Q(r, - ,rm)| < pk, clearly the equation Q(r1, - - - ,7») = 0 holds over the integers. So the norm of
|Q(r1,- -, m)| needs to be bounded. Notice that

QUi+ yr)l < Fo Il e [l
11,02, ,im

Y, R4 4R
i1,ig, im

[vlls-

IN

where the norm ||v||; represents the sum of the absolute values of the components for the vector v.
Hence, if |v||; < p* for some k, then v € L is the target vector found in the MP algorithm. In order to
save time and memory, more than m algebraically independent target vectors are usually selected for
elimination. By using Grobner basis method or the existing corresponding results to reduce the system
to a univariate polynomial equation and hence solve for (r1,- - -, 7). Then p = gcd(N, a; — r1) can be
determined.

When (t,k) = (1,1), the MP algorithm is the same as the orthogonal lattice attack [DGHV10,
CH13, GGM16]. Such parameters (t, k) = (1,1) are called “unoptimised”. The question is whether the
algorithm is better at t > 1.

3.3.1 The heuristic analysis results of the MP algorithm in [25]

Cohn and Heninger [25] give a heuristic theoretical analysis of the MP algorithm and suggest optimal
parameter choices (t, m, k). Later, Galbraith et al. sketched CH approach in [37]. The main results of
the analysis are presented here.

Result1. Let p = /7y < 1,sothat p = N B then the parameters (t,m, k) satisfy the relational
expression

mtp n yk™
(m+1k  (m+1)m

<By=1.

Proof. Because the MP algorithm is executed successfully, m vectors satisfying ||v||; < p* need to be
generated. Using ||v||; < v/d||v|| and the bounds from Assumption 2, the LLL-reduced basis satisfying
the condition ||bs||; < d(1.02)(det £)!/? can be found, where d is the dimension of the lattice. If this
bound is less than pk ~ 2’7k, then enough vectors are needed to be obtained. Hence,

d%(1.02)4 det(L) < 2%,

and so

dlogd + d1og 1.02 + dmeJ:l +7(k;m) mLH < knd. (46)

Let B = /9 < 1, so that p ~ NP. With the first two terms of (46) deleted and approximating
(k+m’”) ~ kM, d= (t;m) ~ t", the formula (46) can be reduced to
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mtp n yk™
(m+1)k (m+1)tm

Result 2 (Heuristic). For fixed m, if 4> > ¢ and p = log R < 5(1 +0(1))B'/™, then the ACD problem
can be solved in polynomial time.

<Br=1. (47)

Remark 1. Result 2 does not imply that the MP approch is better than the SDA or OL approches. When p is
small, all algorithms based on lattices of dimension approximately <y /1, and the lattice input size is proportional
to <y, so they are all polynomial time if they return a correct solution to the problem.

3.3.2 The heuristic analysis results of the MP algorithm in [36]

Gebregiyorgis [36] solved the corresponding polynomial equations in m variables. The following
conclusion was obtained.

Result 3. Under the hypothesis

d
Am(L) = (det £)i oo’
t+m (k+m)’7
where d = ,Am(L)isshortifd > —— ™ 2~ |
) AnlL) (m+ 1)1 —p)

Proof. If A,,(£) = (det L) i v/ zim, then A,y (L) < p* which implies

log(det £) < dky.
So

mt k+m\ k
dpim—i—l +’y( . )m < kdy,

which is implied by

This is equivalent to

_ (t+m (tm)y o (timy
d‘( m >> (m+1)(n—p(t/k)) ~ (m+1)(n—p)

k+m
For d > %, the first m output vectors v; of the LLL algorithm satisfy ||v;||; < p* giving
us polynomial relations between r1,- -, 7. Let v = (uq,---,uy) and consider the d monomials
(1, X1, Xo, X3, X1Xp, X3, - -, X!,) in degree reverse ordering. Then the corresponding polynomial to

lattice vector v is

d
e — Ui 1 jm
QX Xa, -+, Xm) = l; Rt T X1 m:
Next, collect m such independent polynomial equations. The system of equations can be solved using
the Grobner basis algorithms to find 74, - - - , 7 € Z. Note that the first m output of the LLL algorithm
do not necessarily give an algebraic independent vectors. In this case, subsequent vectors generated by
the LLL algorithm with /; norm less than p* (if there are any) need to be added. Alternatively, to get
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algebraic independent polynomial equations, the polynomial equations needs to be factored. Finally, p
is recovered with a high probability by computing gcd(N,ay —r1,ap —t2, -+ ,am — I'm).

The drawback of the CH-approach is that enough independent polynomial equations cannot
be discovered. Gebregiyorgis’s experiment shows that this is the case. Moreover, the running of the
Grobner basis part is stuck even for small parameters.

3.3.3 The heuristic analysis results of the MP algorithm in [37]

Galbraith et al. [37] analyzed the conclusions of [25] and considered the parameters more
generally, where it was assumed that the optimal solution would be to take ¢,k > 1. Here are the main
results.

Result 4. The condition 7% >> 7 in Result 2 means the MP attack can be avoided in practice relatively
easily.

Remark 2. The OL method does not have any such hard limit on its theoretical feasibility. However, in practice
the restriction 5> > vy is not so different from the usual condition that the dimension must be at least /7. If
v > 5?2, then the required dimension would be at least 11, which is infeasible for lattice reduction algorithms for
the parameters used in practice.

Result 5. For CS-ACD parameters, Galbraith et al. [37] suppose p ~ 7 (e.g., o/ = 0.9) and y = 5!
for some 6 > 0, their experimental condition fp < kz implies that t ~ k in which case (kjnm) ~d=

(tfnm) > %(kjnm) %H So this bound suggested that MP approach has no advantage over other methods
for parameters of CS-ACD. Their experimental results also confirm this.
Result 6. When m is large, the best choices for the MP algorithm are (¢, k) = (1,1), and so MP method

was not better than the SDA or OL methods by practical experiments.

3.4. Pre-processing of the ACD samples

The most important factor in the hardness of the ACD problem is the ratio y/#, which is the size
of the integers x; relative to the size of p. The main idea of pre-processing method is: for the same p,
without changing the size of the errors r;, reduce 7y and find an easier set of ACD instances.

The method of preserving the sample size was analysed briefly in [36] and further discussion
about preserving and aggressive shortening the sample size was given in [37]. Here is a brief overview
and the statistic analysis of Galbraith’s results [37] on the pre-processing method.

The main idea of the pre-processing is the step by taking differences x; — x; for x; > x; and
xp &~ x;(1 < i < 7). The essence is that if x; ~ x; then g; = ¢; but r; and r; are not affected at not.
Hence, xy — x; = p(qx — qi) + (r¢ — r;) is an ACD sample for the same p but with a smaller g and a
similar sized error r. It is natural to want to be able to iterate this process until the sample size is
suitable for the OL attack.

3.4.1 Preserving the sample size

Let the original samples x; = pgq; + 1, |r;| < 2°, and the samples at iteration k are of the form

2k
x =) cixpc = =£1,
i=1

so the error terms is a “random” sum of 2 p-bit integers:
ok

r=1) citj ¢ = %1.
i=1
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Since the r; € [—2°,2F] are uniformly distributed, for large k,

1
E(r) = 0, Var(r) = 5zzf“f".
So the condition of |r| < 2272 g expected. The analysis results in [37] are as follows:
Result 7. An absolute upper limit on the number of iterations is 2(17 — p), and after the final iteration,
the samples are reduced to bitlength no fewer than y — 2b(y — p) bits.

Remark 3. Let x1, %), -+, X7 be the intial «y-bit ACD samples. Suppose B = 2%, b is typically 8 or 16. After I
iterations, approximately T — IB samples are generated, each of v — Ib bits. If p + k/2 > 1, then the errors
have grown so large that all information about p is lost essentially. Hence, an absolute upper limit on the number
of iterations is 2(y — p)). This means that after the final iteration the samples are reduced to bitlength no fewer
than v — 2b(n — p) bits.

Result 8. The pre-processing approach can make very little effect on the ACD problem.

Remark 4. An attack on the original ACD problem requires a lattice of dimension roughly vy /v (assuming
p < n). After k iterations of pre-processing, a lattice of dimension m was needed. Even in the best case
when taking k = 2(n — p) and keep the denominator constant at (17 — p), the lattice dimension is lowered from

y/n to (y/n) — 2b. Since b = 8 or 16, the lattice dimension decreased very little.

3.4.2 Aggressive shortening

The idea of the aggressive shortening method in [37] is to generate new samples (that are
still about the same bitlength) by taking sums/differences of the initial list of samples. The steps
consist of the following four steps:

Step 1. Let S = (x1,- - -, x¢) be a set of ACD samples, with x; = pgy + r¢ having mean and standard
deviation given respectively by

1 1
n==E(x) =2 and 0y \/32 (1+2 ) ﬂZ

Let

1
Sk = Zxki,[k =1, ,m],
i=1
that is to say, the m random sums Sy, - - - , Sy, of | elements of S were generated. So

E(Sy) =1-27"1, Var(Sy) = ézz(v—l)(l 427 20r=p=)),

Step 2. Sort the new samples Sy, - - - , Sy, to obtain the list S(1) < - -- < S(m). These are called order
statistics and are represented by S(k).
Step 3. Consider the neighbouring differences or spacings Ty = S(k+1) — S(k) fork =1,--- ,m —1,
and derive the statistical distribution of the spacings.
Step 4. Store the T = m /2 spacings as input to the next iteration of the algorithm. After [ iterations,
OL attacks can be applied.

The following analysis results were presented in [37]:
Result 9. The total number of iterations performed satisfies I < 7.

The complexity is proportional to Imlog(m), since each iteration computes a sorted list of size m.
The mean and the standard deviation of the spacings is inversely proportional to m, so m is expected to

be very large. Suppose, at the j-th iteration, a list of 7;_1 values are Yl(j _1), Yz(j _1), e, ngll) (so 19 =1)
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with standard deviation 0;_;. The statistical distribution of such generic spacings have Exponential
distributions. Suppose Zy, - - - , Z;; are independent and identically distributed random variables on R
with common distribution function F, inverse distribution function F~! and density function f = F'.
If Z(1) < --- < Z(m) denote the order statistics of Z1, - - - , Z,,, then the k-th spacing Z(k + 1) — Z(k)
is well-approximated for large m as an Exponential random variable with (rate) parameter m f(F~! (%)
[37]. In particular, Suppose Z1, - - - , Zm ~ N(u,0?) are normally distributed with mean u and variance
0?2, then f(F~1(u)) = g(G%(”», where G~! and g are respectively the inverse distribution function
and density function of a standard Normal N (0, 1) random variable. Let H(u) denote the function
¢(G7(u)) ! Galbraith et al. [37] have been graphed and analyzed that H is a moderately small value
away from the extreme order statistics, for example H(u) ~ 4 for 0.2 < u < 0.8. Thus the spacings have

m
oH(5)

an Exponential distribution (with parameter depending on k) given by Z; 1 — Z; ~ Ex p(
k

with mean %(’7’)

Remark 5. As noted in [37] that a random sum Sy is well-approximated as a Normal random variable with

variance 1(7].271 for I > 1. The k-th spacing in this Normal approximation case essentially has a distribution

k
) with mean %0]’,1. H(K) ~ 4 when 0.2m < k < 0.8m,

j — ~ _m
given by S(k+1) — S(k) ~ Exp (\/lale(,’;) =
so by considering the “middle” spacings of Ty, - - -, Tyy—1, Tj = m/2 random variables can be obtained with
approximately the same distribution that are in general independent. Thus at the end of the j-th iteration, random
variables Y1(] ), Yz(] ), cee, YT(]] ) is obtained, with mean and standrad deviation o; = %ﬁaj_1. After j iterations,

the random variables «y are sums of (21)] of the original ACD samples, so the standard deviation of an error term
in the output of the j-th has increased by a multiple of (21 )%. Hence, the total number of iterations performed
satisfies I < 17.

Result 10. To have samples of size close to y-bits thus required 1 ~ i-log(4v1/m) + v — 1.
Optimistically taking i = #, the number of new samples m should satisfy: logm ~ 7771 +log1+1.
In other words, m is close to 27/7.

Remark 6. After i iterations, the average size of samples is (4+/1/m)27~1,

Result 11. In practice, m was prohibitively large. For the parameter sizes required for a cryptographic
system, the resulting errors grew too rapidly to be useful for the neighbouring difference.

4. Comparisons of OL with SDA and MP algorithms

The ACD problem is currently a hard problem for appropriate parameter settings. Some
cryptographic applications exploited the hardness problem of ACD. The homomorphic encryption
schemes over the integers are particular examples, such as [16,19,34,35,38]. The security analysis of
these schemes was based on the complexity of different algorithms to analyze and solve the ACD
calculation problem. These algorithms were in turn based on the worst-case performance of the lattice
reduction algorithm. It is important to analyze the current most effective algorithm to solve the ACD
problem from practical point of view.

4.1 Comparision with the SDA algorithm

The SDA-approach (see Section 3.1) solves the ACD problem using simultaneous diophantine
approximation method. The dimension of the lattice required is greater than (v — p)/ (7 — p). As if
the proportion of these parameters is too large, the LLL algorithm cannot produce the desired output.

Van Dijk et al. [16] and Galbraith etal. [36] point out that the SDA algorithm is comparable to
the performance when a = 2° in the OL-A approach. Hence, the OL-A attack using the rounding

d0i:10.20944/preprints202306.0712.v1
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technique is the fastest since it employs the input basis matrix with smaller entries, especially when
(v — p) is small. This fact is confirmed by experiments of Xu et al. [42].

4.2 Comparison of the two types of OL attacks

At first, the following asymptotic complexity estimatioans are given. Then according to operating
conditions that depend on &y, the corrsponding comparion is presented.

Theorem 2. ([42]) The time complexity for solving (v, n, p)-ACD instances is

Q TP, =P )
2 ((nfp)z 8 (1-0)?

by running BKZ-p to achieve a root-Hermite factor &y such that (24) holds if one SVP oracle costs 20(P),

Theorem 3. ([42]) For given (7,1, p)-ACD instances and some sufficiently large security parameter A, if the
condition

A
720 (1og/\(’7_")2> +p

holds, then the time complexity for solving (v, 1, 0)-ACD instances is 2* by running BKZ-B if one SVP oracle
costs 20(P),

Comparision of the OL-A attacks According to the analysis in Section 4.1 of [42], OL-A attacks in
Section 3.2.1, cases (II) and (III) have the same asymptotic time complexity. Notice that in OL-A attack,
the entries of input basis matrix in case (II) are approximately reduced by p bits compared to that
in case (II). Hence, the OL-A attack in case (III) will be faster in practical cryptanalysis. In typical
scenarios, the OL-A attack in case (III) only achieves a constant improvement of the overall attack
complexity. Based on the time complexity in the paper [20], the acceleration caused by reducing the
number of bits p is 1 — (p/). This improvement may be quite significant in practice.
Comparision with the two types of OL attacks When v > p, all these OL attacks for solving
the (7,7, p)-ACD problem have the same asymptotic time complexities; the OL-A attack is more
advantageous than the OL-V attack when 7 — p is relatively small; the case (II) is almost close to the
case (III) of OL-A attack.

In order to hinder the attack of OL-A, for the security parameter A of [16], the following are the
asymptotics conditions given by various literature.
condition 1: v > Q(Ay?) ([16]);

condition 2: ¢ > Q) (log)\ (7 — p)2) ([34D);

condition 3: v > O (@(’7 — p)z) + p ([42]).

Obviously, condition 2 is better than condition 1. Compared to the condition 2 in [34], condition 3
in [42] is better in the case that (y — p) is relatively small.

Galbraith et al. [36] showed the success condition of the case (I) of OL-A attack based on the LLL
algorithm. In [42], when « is in general case, the two OL attacks based on the BKZ-f algorithm, the
expression on ACD parameters 7, 7, p, the number t of ACD samples and the root-Hermite factor o
were given by (24). This expression can be used to evaluate the specific security of ACD-based schemes.

4.3 Comparision with the MP Algorithm
The common drawback of MP Algorithm is that the dimensions and entries of the involved

lattices are quite large, which affects the speed of the algorithm. Galbraith et al.([36]) pointed out
that the MP approach is not better than the OL-A attack for practical cryptanalysis. Hence, the OL-A
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attacks in case (II) and (III) have more advantageous than the MP approach.
4.4 Brief summary
From (22) and (33), the following theorem can be obtained.

Theorem 4. ([42])The time complexities to solve (vy, 1, p)-ACD instances by running BKZ-B if one SVP oracle
costs 20(P) is given:

Q( “Y*Pz log 7*P2>
(D The OL-A with a = 2°: 2 \(1=¢) =0/

. Q<¢2 log %)
@ The OL-V witha =1:2 \0-p) t1=p)=/

Based on the above analysis and comparison in the first three sections, all the results are presented
in Tables1 and 2.

Table 1. Compare the effects of SDA, MP, CN and OL algorithms on ACD problem

Comparative SDA MP Exhaustive
Results [21[37] [51125] search(CN)
OL Attack [36] (28] [33]

- & = 20 [OL-Al: . .
case(): « = 2°,JOL-A];  The Rerformance of OL is better than MP; [23]: 0 (23797)
SDA is comparable 20
case(l): « = 1,[OL-V]. to that of OL. OL has many (0 < 40,7 <2%);

OL-A advantages over MP;

OL-v

The cases with a in general
and rounding technique

case(Il): wis in general ~ When (y — p) of the two types of OL

of OL-A; is very small, the attacks are more suitable [CMNT12]: CNis
case(IV): a is in general  case(III) of OL-A P . . faster than MP;
of OL-V. is the fast. or the situation that

o is no longer extremely

small than 7.
case(IIl): OL-A with CN: Not valid

rounding technique. for [34].
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Table 2. Comparison of Algorithms OL-A and OL-V

Comparative Bounds on the
Results — complexity of
oL T>N>P g ery dmall T>p (16] with
Attack parameter A
Attack conditions
OL-A case(]): against OL-A
o =2° Cases with case(I) ([33]):
(IT) and (I1I) 7= QA);
Case(H); lsrljriee the .Conditions for
aisin asymptotic 1mproven;ent( [34]):2
general. Hime Y= Q(@(’] —0)%).
complexity,
Case(III): OL-A with The Attack conditions
Rounding but case(Ill)is  a =2° asymptotic gainst OL-A
techniques faster than outperforms time with all cases([42]):
are used case(Il). OL-v complexity > QA (1 — p)?) +
in case(II). witha = 1. is the same. | = \loga\T—F P
The runnin,
OL-v case(: speed of th(‘eg The two when vy > p,
a=1 . performances
improved
ca.se.(IV): algquthm in of OL-A with the conditions for
a is in section 3.2.3 cases (I) and (II) .
. . . resisting OL-V
general; is increased are equivalent.
The improved  compared to attacks are the
algorithm that of OL-V same as those
of OL-V. witha = 1. for resisting OL-A.

5. Cryptanalysis of OL attacks in ACD-based FHE Schemes

In this section, by using OL attack, the time complexity of the ACD problem in FHE scheme
[DGHV10, KN15, CS15, KT16] is analysed and summarized. In particular, Cheon and Stehle [34]
proposed a homomorphic encryption scheme whose parameters are

(o, 1,7) = (A A +logA,Q(d2AlogA)),

where d is the depth of the circuit for homomorphic calculation, here p < 7 is no longer satisfied. They
also indicated that if the (decision) ACD problem can be solved, then it can be solved LWE. And this
set of parameters is obviously difficult.

According to Theorem 2 and Theorem 4, the log of the asymptotic time complexities for solving
(7,7, p)-ACD instances are summarized as Table 3.
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Bounds on the

Comparative
Results Y—p complexity of
oL v>a>p is very small T>p [16] with
Attack parameter A
Attack conditions
OL-A case(]): agamst OL-A
o =2°; Cases with case(I) ([33]):
(IT) and (I1I) 7= QA);
case(I): have the Conditions for
« is in same toi improvement([34]):
asymptotic A (1 _p)2
general. Hime Y= Q(logA(fl 0)%).
complexity,
Case(II'I): . OL'APWIth The . Attack conditions
Rounc.:hng but case(Ill)is a =2 asymptotic gainst OL-A
techmq;es faste(lilt)han oolitpverforms time i with all cases([42]):
are use case(Il). - complexity > (A (1 — )2
in case(II). witha = 1. is the same. | = (108)‘ (7 =p)%) +p-
. The running
OL-Vv case(l): speed of the The two when v > p,
a=1 . performances
improved
ca.se.(IV): algquthm in of OL-A with the conditions for
a is in section 3.2.3 cases (I) and (II) .
. . resisting OL-V
general; is increased are equivalent.
The improved  compared to attacks are the
algorithm that of OL-V same as those
of OL-V. witha = 1. for resisting OL-A.
Table 4. Cryptanalysis of FHE schemes based on ACD.
FHE OL-A OL-v
OL Attack w=20 *10 the Rounding technique a =1
general case
[34]
— 2
v =Q(L*AlogA) 0 A o)
n=v7—A log A
p=1n—LlogA
[16]
=A
p Q(AlogA)

=012 —log? )
v = QA% —log* 1)

[35]

o = O(Alogloglog ) Q log? A
1 =0(A*loglogA) loglog A
7 =0(A*log? )

[38]

p = O(Alogloglog ) o log? A
n= @(Q:;AZ - log IOg )L) log log)L

7 =0(Q°\*log? A)

Through the analysis of the Table 3, the following conclusions can be drawn:
@ For the scheme of [16], those parameters are conservative to get Q(A)-bit security for OL attacks.

Further, according to Theorem 3, using y = Q((A/log A)5?) instead of -y
A-bit security;
@ For the scheme of [35], those parameters are optimistic to achieve

= Q(Ay?) in order to achieve

Q(A)-bit security for the OL
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attacks. Furthermore, based on 3, taking v = © (%W) instead of v = ©(A*log®A) for
obtaining A-bit security;

@ For the scheme of [38], Q does not effect the asymptotic time complexities of OL attacks compared
to the case of the [35] Scheme. The corresponding parameters are also optimistic to achieve ()(A)-bit
security for the OL attacks;

@ For the scheme of [34], the asymptotic time complexities of obtainning the (v — p) most significant

bits of p for OL attacks is presented.

6. Prospects

Based on the above survey of ACD problem attacks , the ACD problem can be solved under
certain conditions using the SDA, OL, MP algorithms. These results show that the applicable range
of the three algorithms can be expanded even further. To date, several FHE schemes have been
designed based on ACD and variant problems. Existing schemes conservatively set the parameters
to be secure against these algorithms. Therefore, it is still worth further exploration to improve the
existing algorithms for solving the ACD problem.

Although the present survey offers an initial contribution to the literature concerning the
algorithms for ACD problem, the following open problems for further research are left. The application
of the improved algorithm in section 3.2.3 needs to be considered for achieving cryptanalysis. Whether
the algorithm can be improved to reduce parameter constraints.

For future work, our work points to some directions for addressing the ACD problem, which has
great potential in term of further improvement in both theory and practice. This improvement is very
much related to the Hermit factor of the reduction algorithm.

7. Conclusions

In this paper, known attacks on the ACD problem are investigated. The performance and
application range of each algorithm are analyzed. OL algorithms are divided into two categories (OL-A
and OL-V) for the first time. This work is very helpful for OL attacks to achieve better results. An
improved algorithm of OL-V is presented to solve the GACD problem. This algorithm works well in
polynomial time if the parameter satisfies certain conditions. Compared with [31], the lattice reduction
algorithm is used only once, and when the error term r is recovered in [31], the possible difference
between the restored and the true value of p is given. It is helpful to expand the scope of OL attacks.
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