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Abstract: Good health and well-being is one of the essential SDGs that ensure healthy lives and
promote well-being for all ages and further entails providing substantial medical services to the public
at low cost and with minimal adverse effects on the environment. Information and communication
technologies (ICTs) have taken on an increasingly important function as significant facilitators of
healthcare reform, with the goals of enhancing access to health services, the quality of treatment
provided, and the overall productivity of the healthcare system. However, the integration of
ever-increasing ICT technologies into the healthcare systems, also referred to as digital transformation,
is not a straightforward process, but it comes with different types of challenges from integration
level to application design level and security level. Although several studies have been proposed
to address the integration of ICT technologies into healthcare systems, there is still a need for
a comprehensive research study on the integration and design challenges, security and privacy
challenges, application areas, and possible positive and negative impacts. Therefore, this paper
contributes as the research literature study covering an important SDG, "Good health and well-being,"
and its digital transformation, along with summarising our research findings in a detailed and
taxonomical way. To start with, firstly, we present a detailed comparison of existing studies
on healthcare and well-being, mainly focusing on integrating ICT technologies in healthcare in
terms of sustainable aspects, security and privacy challenges, design and integration challenges,
E-health-related applications, and future directions. We also present an overview and the need
for digital transformation in healthcare, discuss its significant components, highlight E-health’s
importance and benefits, explore its integration and design challenges, and categorise the security
and privacy challenges. Next, we present an in-depth discussion on the role of Blockchain technology
as today’s leading technology in E-health, discussing Blockchain technology and its characteristics,
highlighting its benefits, and describing the possible types of Blockchain-based E-health use cases.
Furthermore, we discuss the positive and negative impact of ICT integration along with identifying
open issues and challenges of integrating ICT technologies into the healthcare systems and discuss
future research directions, which provide the strength for researchers to address the issues in future
solutions.

Keywords: sustainability; sustainable development goal; healthcare; information and communication
technology; blockchain; security and privacy; design goal; society; environmental; financial

1. Introduction

Among the 21st century’s global challenges, Sustainability is one of the utmost, if not the greatest,
concerns [1]. This is one of the reasons that the 17 Sustainable Development Goals (SDGs) by the United
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Nations, as introduced in 2015, become the common agenda of countries around the world. These
SDGs are integrated and indivisible [2]. Among these goals, the third SDG’s goal, ‘Good Health and
well-being,’ become the top priority because of the COVID-19 pandemic across the world [3]. This true
global epidemic of the digital era appeared as a great problematic concern among general populations
and healthcare professionals [4]. Hence, this situation, in addition to anxiety, also provided chances
for countries worldwide to assess and advance their healthcare systems [5]. Digital transformation is
gaining traction across all SDG sectors, but the healthcare SDG target still appears splintered and early
in its implementation process despite significant research and practical application. In this context,
developing a sustainability-focused ICT infrastructure that can better contribute to the progress of the
‘Good Health and Wellbeing’ goal of SDGs is vital. Several tangible examples of digital transformation
in healthcare include telemedicine, IoT and AI-based devices, and blockchain-based health records, all
of which are drastically altering the ways in which patients and doctors communicate and collaborate
to improve patient care and health outcomes. Therefore, reliable responses to this sustainability
concern facing the world today can be explored in the form of more reliable ICT developments such as
Blockchain (BC) and the Internet of Things (IoT) [6].

The fundamental role of digitalization in achieving all the SDGs is broadly recognized [7].
However, concerning SDG 3, digital advancements and its related technologies and challenges still
need to be endured in healthcare, though they certainly attained a level of maturity [5]. It is worth
mentioning that the healthcare industry in the United States is of significant magnitude, as seen by the
expected national health spending, which is estimated to reach a staggering $5.7 trillion by the year
2026. There is an opportunity for individuals to acquire a comprehensive understanding of digital
technology and leverage its capabilities to enhance corporate growth. In order to effectively transition
conventional practices into a successful digital framework in the year 2023, it is important to get a full
understanding of the contemporary healthcare environment. However, while 15% of businesses overall
have gone digital, just 7% of those in the healthcare and pharmaceutical industries have done so [8].
The World Health Organization (WHO), for its global strategy on digital healthcare, has recommended
appreciating principles of accessibility, privacy, interoperability, confidentiality, transparency, security,
scalability, and replicability [9]. Therefore, placing principle-based assessment criteria on several
available digital options (e.g., IoT, BC, AI, etc.) and their different underlying integrating challenges,
including design and security to advance the healthcare system across the countries, must be studied.
Therefore, to recognize the importance of incorporating digital technologies into healthcare, in this
paper, we discuss the digital transformation in healthcare concerning its components, importance, and
benefits, further, explore its integration and design challenges, and classify the security and privacy
challenges. Furthermore, we also addressed the role and application and highlighted several open
issues with key challenges concerning different ICT technologies and Blockchain in healthcare systems.

Based on our research into one of the most crucial SDGs—healthcare—and its ongoing digital
transformation with the help of cutting-edge ICT technologies, we were able to identify several
weaknesses in the survey literature on the topic of ICT integration with healthcare systems, especially
concerning the three sustainability perspectives (environmental, social, and economic): (i) research
surveys (like [10,11]) which provide an overarching view of sustainability but don’t go into the specifics
of ICT integration and the associated challenges (ii) Only environmental sustainability considerations
are presented in the survey study [12], which also describes IoT as an integration technology and
focuses on its limited applicability, (iii) The research study [13] only covered telemedicine and ICT
(5G) concerning health care, and (iv) the research papers [14–16] discuss the limited sustainability
viewpoints, highlight the limited ICT integration issues, and make use of artificial intelligence (AI)
and big data as integration technologies.

However, we motivate to present a state-of-the-art and comprehensive survey study by
conducting a detailed comparison of existing studies and highlighting their shortcomings in order
to discuss the digital transformation in healthcare with respect to its components, importance, and
benefits, explore its integration and design challenges; and classify the security and privacy challenges.
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As a second source of inspiration for this research, we describe the characteristics of Blockchain
technology, highlight its benefits, and list the different types of applications/use cases that can be
implemented using Blockchain in the field of electronic health records (E-health).

To address the shortcomings in the existing research studies on healthcare, an important SDG, a
growing trend towards the adoption of digital transformation in healthcare, along with discussing their
integration, design, security and privacy challenges, explore the utilisation of Blockchain technology
and its characteristics and applications, we present a comprehensive and state-of-the-art survey that
focuses primarily on the integration of ICT technologies to the healthcare (SDG), discussing the
integration, design, security and privacy challenges, discuss the positive and negatives impact of ICT
and then Blockchain integration and then highlights open research questions and future directions.

The contributions of this research work can be summarized as follows:

• Present a detailed comparison of existing studies, mainly focusing on integrating ICT technologies
in healthcare, an important SDG, in terms of sustainable aspects, security and privacy challenges,
design and integration challenges, E-health related applications, and future directions.

• Present an overview of the need for digital transformation in healthcare, discuss its significant
components, highlight E-health’s importance and benefits, explore its integration and design
challenges and categorise the security and privacy challenges.

• Present in-depth discussion on the role of Blockchain technology in E-health, discussing
Blockchain technology and its characteristics, highlighting its benefits, and describing the possible
types of Blockchain-based E-health use cases.

• Discuss the positive and negative impact of ICT integration, including Blockchain technology,
into the health systems.

• Identify open issues and challenges of integrating ICT technologies into the healthcare systems
and discuss future research directions, which provide the strength for researchers to address the
issues in future solutions.

The organisation of the research work is as follows: Section 2 presents the methodology of our
research study. Section 3 provides a related work consisting of a detailed comparison of existing
studies on integrating ICT technologies to the SDG (healthcare). An overview of the need for digital
transformation in healthcare, including necessary components, E-health’s importance and benefits,
the integration and design challenges, and security and privacy challenges, are presented in section 4.
Section 5 Present an in-depth discussion on the role of Blockchain technology in E-health. In section 6,
the positive and negative impact of ICT integration, including Blockchain technology in E-health, is
discussed. Section 7 identifies the open issues and challenges of integrating ICT technologies into the
healthcare systems. The implications of our study are presented in section 8. Finally, we concluded the
research work in section 9.

2. Methodology of Our Study

Our study’s research methodology is based on an in-depth literature evaluation of peer-reviewed
papers on digital healthcare. Using carefully chosen keywords, relevant studies were found from more
accessible resources like Google Scholar. We used terms like sustainability, sustainable development
aim, healthcare, blockchain, information technology, security and privacy, design goal, Economic,
Social, and Environmental. We created the selection criterion, which solely considers studies from
journal articles and conference proceedings; book chapters and industrial correspondences are omitted.
We considered the latest investigations, focused on studies published since 2021, and took the following
six stages to produce a more thorough conclusion.

• Development of Study design based on the literature review on healthcare management studies.
• Selection of assessable sources such as Google Scholar to find digital healthcare studies with a

sustainability focus.
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• Creation of a search query and keyword pursuit for sustainability, SDG3, sustainable development
objective, healthcare, blockchain, information technology, security and privacy, design purpose,
and economic, social, and environmental considerations.

• Creation of appropriate data sets and data collection using MS Excel. The main headings
of the dataset comprised Problem Focused, Sustainability Aspects Focused, ICT Integration,
Technology, Security and Privacy Challenges, Design and Integration Challenges, E-Health
Related Applications, and Future Directions were created.

• Data evaluation is completed through Textual analysis of the developed records of various
studies.

• Assessment of the findings and conclusion is established.

After application of all the conditions of our article inclusion criterion among 22 studies found at
the first stage, only 13 studies fulfilled all the criteria and were therefore included in the analysis.

3. Existing Work

This section compares the related work that focuses explicitly on the role of digitalisation
in healthcare as an important SDG. We compare the existing work on the basis of the following
significant parameters: publisher and year, paper title, problem-focused, sustainability aspects focused,
ICT integration technology, security and privacy challenges, design and integration challenges,
E-health-related applications, and future directions. Table 1 shows a detailed comparison of existing
works.

Using a case study on empirical estimation, Abbas et al. [10] provided the results of a survey
that looked at digitalization in the context of SDG3-healthcare services. The research was conducted
to aid in the formulation of long-term decisions regarding policy and ethical principles in the Asian
healthcare industry by shedding light on how cybersecurity measures might improve service quality
and increase institutional excellence. However, the proposed research is limited in that it only
describes a small subset of the possible cybersecurity solutions that could have a major effect on
the digital transformation of healthcare. Furthermore, another study by Ullah et al. [11] integrated the
implications of the China-Pakistan Economic Corridor (CPEC) and looked into the use of digitalization
and e-governance to deal with the COVID-19 problems. In light of the recent COVID-19 epidemic,
this study set out to explore and analyse the United Nations’ E-Government Development Index
(EGDI) reports and rankings. Despite the importance of discussing the security and privacy concerns,
design integration challenges, and the consequences of real-time applications, the proposed work only
focused on studying the usage of digital technology in the healthcare sector.

In another study, the hybrid method provided by Espinosa et al. [12] combines a literature study
with an analysis of the effects of healthcare’s adoption of digitalization technologies like the IoT. The
study set out to answer a wide range of concerns about the influence of the IoT and similar technologies
on healthcare and their related issues on the public. The primary limitation of this research was that it
focused solely on healthcare IoT implications without addressing security, privacy, and design issues.
A recent systematic review by Carbonell et al. [13] examines how the advent of the 5G network will
affect how doctors and hospitals use data from various digital apps to enhance the care they deliver to
their patients. This research focuses on the following use cases: Telesurgery, mobile ultrasonography,
biosensor technology, robotic surgery, and the linked ambulance were recognised as the key medical
uses. However, discussion on sustainability, security, and design challenges is limited in the proposed
study.
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Table 1. Existing Studies on Integration of ICT to the SDG (Healthcare and Well-Being).

Ref Publisher
and Year

Paper Title Problem Focused Sustainability
Aspects
Focused

ICT
Integration
Technology

Security
and Privacy
Challenges

Design
and
Integration
Challenges

E-Health Related
Applications

Future
Directions

[10] PLOS
ONE 2022

Impact of
cybersecurity
measures on
improving
institutional
governance
and
digitalization
for sustainable
healthcare

To assess the relationship
between digitalization
and security for
healthcare

Social and
Economic

N/A N/A N/A N/A Proposed model
can be applied to
other SDGs

[11] Springer
2021

The role of
E-Governance
in combating
COVID-19
and
promoting
sustainable
development:
A
comparative
study of
China and
Pakistan

To investigate the role
of e-governance in
combating COVID-19

Social and
Economic

N/A N/A N/A N/A Financial
technology
can provide
solutions to
health crises such
as the COVID-19
pandemic
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Table 1. Cont.

Ref Publisher
and Year

Paper Title Problem Focused Sustainability
Aspects
Focused

ICT
Integration
Technology

Security
and Privacy
Challenges

Design
and
Integration
Challenges

E-Health Related
Applications

Future
Directions

[12] MDPI
2021

Application
of IoT in
Healthcare:
Keys to
Implementation
of the SDGs

(a) Are IoT applications
key to the improvement
of people’s health and
the environment? (b) Are
there research and case
studies implemented
in cities or territories
that demonstrate the
effectiveness of IoT
applications and their
benefits to public health?
(c) What sustainable
development indicators
and objectives can
be assessed in the
applications and projects
analyzed

Environment IoT N/A N/A Intelligent
Solutions
(Vaccine and drug
manufacturing,
logistics,
population
vaccination
planning and
management,
data management,
and patient
monitoring at
home)

Security for
management
of intelligent
systems IoT-based
framework for
SDGs

[13] MDPI
2023

5G
Technology
in the Digital
Transformation
of Healthcare,
a Systematic
Review

Analyse the impact of
the 5G network on the
use of apps to improve
healthcare

N/A 5G N /A N/A Telemedicine 5G-based
technologies
to facilitate
monitoring and
tracking for better
healthcare
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Table 1. Cont.

Ref Publisher
and Year

Paper Title Problem Focused Sustainability
Aspects
Focused

ICT
Integration
Technology

Security
and Privacy
Challenges

Design
and
Integration
Challenges

E-Health Related
Applications

Future
Directions

[14] MDPI
2022

Modeling
Conceptual
Framework
for
Implementing
Barriers of
AI in Public
Healthcare
for Improving
Operational
Excellence:
Experiences
from
Developing
Countries

To understand the
significance of AI and its
implementation barriers
in the healthcare systems
in developing countries

Social and
Economic

AI Privacy Governance,
Scalability

N/A various
perspectives
on the design and
development of
the conceptual
framework can be
further expanded
and empirically
developed from
the viewpoint
of sustainable
public healthcare
systems

[15] MDPI
2023

State-of-the-Art
of AI and
Big Data
Analytics
Reviews in
Five Different
Domains: A
Bibliometric
Summary

To explore the AI and
Big data technologies for
different emerging fields
(Business, Engineering,
Healthcare, Sustainable
Operations, and
Hospitality Tourism)

N/A AI and Big
data

N/A N/A N/A Specialization in
AI sub-domains
and BDA tools,
AI and BDA
in selected
management
domains,
contributing to
Smaller thematic
areas, Empirical
research base,
Legal and ethical
concerns
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Table 1. Cont.

Ref Publisher
and Year

Paper Title Problem Focused Sustainability
Aspects
Focused

ICT
Integration
Technology

Security
and Privacy
Challenges

Design
and
Integration
Challenges

E-Health Related
Applications

Future
Directions

[16] IBIMA
2022

The
Sustainable
e-Health
System
Development
in COVID-19
Pandemic
- The
Theoretical
Studies of
Knowledge
Management
Systems and
Practical
Polish
Healthcare
Experience

To describe the
theoretical issues of
sustainable development
in e-health, and to show
practical issues of ICT

N/A AI N/A N/A Electronic Cards
(Insurance,
Verification,
Prescription,
Medical Events,
Drug monitoring,
network patient
information)

Barriers of ICT
implementation
in the healthcare
system.

[17] MDPI
2023

Digital
Transformation
in Healthcare:
Technology
Acceptance
and Its
Applications

To examine the effects of
digital transformation on
the healthcare industry

N/A IoT Security N/A Telemedicine N/A
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Table 1. Cont.

Ref Publisher
and Year

Paper Title Problem Focused Sustainability
Aspects
Focused

ICT
Integration
Technology

Security
and Privacy
Challenges

Design
and
Integration
Challenges

E-Health Related
Applications

Future
Directions

[18] De
Gruyter
2023

Digital
Transformation
and
Sustainability
in Healthcare
and Clinical
Laboratories

Study examines the
existing data about
the influence of digital
technology on healthcare
and clinical labs

Environmental N/A N/A N/A Telemedicine and
Teleworking

N/A

[19] Plos
Digital
Health
2023

Healthcare
inequity
and digital
health–A
bridge for
the divide,
or further
erosion of the
chasm?

The present state of
disparity and inequity to
assess the ramifications
of digital health

N/A N/A N/A N/A N/A N/A

[20] MDPI
2023

Legacy of
COVID-19
Innovations:
Strengthening
African
Primary
Health Care
through
Pandemic
Innovations

How are technologies
that were originally
created for the purpose
of addressing the
COVID-19 pandemic
being employed to
enhance the capacity and
effectiveness of Primary
Health Care?

N/A N/A Security Minimalistic
Design,
Cross
Functional
Innovations,
Modular
Designs,
Offgrid
Capabilities,
Interoperability

N/A N/A
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Table 1. Cont.

Ref Publisher
and Year

Paper Title Problem Focused Sustainability
Aspects
Focused

ICT
Integration
Technology

Security
and Privacy
Challenges

Design
and
Integration
Challenges

E-Health Related
Applications

Future
Directions

[21] MDPI
2023

Toward a
Comprehensive
Understanding
and
Evaluation
of the
Sustainability
of E-Health
Solutions

Evaluate the long-term
viability and ecological
impact of recently
suggested or currently
implemented electronic
health (e-health)
solutions

Social,
Economics

N/A N/A N/A N/A N/A

[22] Frontiers
2023

ICT
applications
and the
COVID-19
pandemic:
Impacts on the
individual’s
digital data,
digital privacy,
and data
protection

The use of ICT
technologies and Users
personal data

N/A Big Data Privacy
and Data
Accessibility

N/A N/A The present
discourse
concerns matters
pertaining to
digital privacy,
data-driven
methodologies,
and legislation
governing the
protection of data.
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To establish SDG (healthcare) for developing countries, Joshi et al. [14] presented a survey study
intending to integrate digitalization technology like AI to comprehend its relevance and its uses for
healthcare and medicine. This research sheds insight into the social, economic, and institutional
obstacles to implementing AI in public healthcare. The study’s limitations include its narrow focus
on privacy concerns as a security criterion and a few other important design considerations like
governance and scalability. In addition to the above research, Thayyib et al. [15] investigate how
various developing fields—including business, engineering, healthcare, sustainable operations, and
hospitality tourism—can benefit from digitalization technologies like AI and big data. The study’s
primary objective was to use bibliometric reviews to investigate the effects of AI and big data on these
five areas and to inform managers of the most recent practical applications of these digitalization
trends. However, this study merely covered the basics of how these digital technologies integrate
with the aforementioned five growing industries; it did not delve into privacy and security issues, nor
did it address the difficulties of integrating these technologies into existing designs or focusing on
sustainability.

Piorunkiewicz and Morawiec [16] have published a study detailing the significance of AI in
long-term e-health systems from a theoretical perspective in light of the practical Polish healthcare
experience. However, this research was limited in that it did not specifically address security and
privacy concerns, as well as design and integration challenges; instead, it merely described the
conceptual problems of sustainable growth in e-health and made some suggestions about the role of
ICT as a knowledge management factor in the healthcare system.

In their research study, [17] conducted an investigation to assess the impact of digital
transformation on the healthcare sector. In order to do this study, a comprehensive bibliographic
review is conducted by collating a multitude of papers. Nevertheless, this study has several limitations
with regard to the examination of sustainability viewpoints, integration technologies of information
and communication technology (ICT), and future implications. In another research, Marques and
Ozben [18] conducted a comprehensive analysis that explores the available data on the impact of digital
technology on healthcare and clinical laboratories. Their study emphasises the necessity of digital
transformation in these domains, highlighting its potential to minimize inefficiencies and costs by
improving effectiveness without compromising quality. Moreover, this study examines the significance
of environmental sustainability as a crucial component. However, it fails to take into account the
aspects of security, design, challenges, and future directions.

Hadjiat [19] conducted a research to evaluate the implications of digital health on disparities
and inequities in healthcare. Nevertheless, the scope of this study was restricted as it just focused
on the fundamental aspects of the issue, neglecting to go into the intricacies of design, integration,
security concerns, as well as the applications and potential future developments. In a subsequent study,
Ngongoni et al. [20] conducted a study with the objective of elucidating the intricacies surrounding the
enhancement of scaling and the augmentation of sustainability of innovations within the African area.
The primary purpose of this research is to fortify health systems and foster innovation. This research
encompassed several design problems, including minimalistic design, cross-functional innovations,
modular designs, off-grid capabilities, and interoperability.

Alajlan and Baslyman [21] conducted a study with the objective of assessing the long-term
sustainability and ecological implications of electronic health (e-health) solutions that have been
proposed or are now being implemented. The aforementioned study highlights a lack of empirically
grounded and comprehensive sustainability models and evaluation tools that can effectively inform
and guide practices in real-world scenarios. Nevertheless, this research solely concentrates on
sustainability’s social and environmental aspects, neglecting other crucial elements such as design,
integration, security issues, and future views. In an additional study, [22] conducted a scholarly inquiry
that initially presents the utilisation of Information and Communication Technology (ICT) applications
in response to the COVID-19 pandemic. Subsequently, the study offers a comprehensive review and
subsequent analysis of the current state of ICT applications. This research primarily examined the uses
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of Big Data, with a specific focus on privacy and data accessibility considerations and potential future
ramifications.

As a result, in order to address the shortcomings of existing survey studies in terms of various
aspects such as detailed ICT integration technology along with its components, security and privacy
challenges, design and integration challenges, and sustainability aspects focused, we present a
comprehensive and state-of-the-art research survey that primarily focused on sustainability aspects,
security and privacy challenges, design and integration challenges, and various potential applications.

4. Digital Transformation in Healthcare

The term "digital transformation" is commonly used to describe the process by which an
organisation adopts and integrates new information and developing technologies in order to improve
its operations and the quality of its products and services to customers [23]. Indeed, the use of
cutting-edge digital technologies in healthcare systems represents a dramatic shift in how the health
industry and its many sectors (including medicine, insurance, the supply chain, etc.) think about and
approach the many pressing problems related to medical care and health [24]. In addition, there is a
rising focus on global health problems that might be at the core of the work done by the United Nations
system on each of the three aspects of sustainable development: economic, social, and environmental
across many countries’ borders [25].

According to the World Health Organization (WHO), E-health is defined as the use of information
and communication technology (ICT) in the medical domain for the advancement of medicine and
diagnosis of patients’ diseases [26]. The extensive use of ICT for healthcare and health-related reasons
in various situations, both within and outside healthcare settings, is an example of the digital health
model. New market possibilities and healthcare business models are being created as a result
of the technological advancements in healthcare, which are improving the delivery of healthcare
obstacles by addressing concerns like medical treatment practice, economic development, and a
spectrum of challenges associated with the elderly community [27]. As a complete system/model,
healthcare consists of (a) primary service providers, including healthcare professionals, nurses, hospital
management, and support staff, and (b) supporting services like diagnostic labs and health insurance.
Examples of digital healthcare models include e-Health, m-Health, and telemedicine [28].

Due to the ever-increasing number of available devices, information and communications
technology (ICT) can be essential in treating and preventing health problems. The proliferation
of these digital gadgets among healthcare workers and professionals in hospitals and clinics is mainly
attributable to recent technological advances such as robotics and the (IoT) [29]. For instance, fitness
trackers and wearables now have the potential to play an essential part in monitoring patient health
remotely [30]. Furthermore, the remote care of many different types of patients has been revolutionised
and made much easier thanks to the introduction of electronic health records (EHR). As a result, an
ever-expanding digital data bank is linked to healthcare treatment and patient records [31].

To conclude, the healthcare system as a whole could stand to gain from the use of ICTs. No matter
how close or far a patient may be from a hospital or clinic, they can still contact medical professionals
[32]. In the medical field, this means diagnosing patients remotely, accessing expert advice during a
crisis, learning about and preparing for disease epidemics, and so on. Big Data analytics can all aid
snapshots, trend analyses, and forecasts regarding disease outbreaks, health service utilisation, and
patient knowledge, attitudes, and practises [33].

4.1. ICT-Based Healthcare System Components

To better grasp the significance of ICT requirements in healthcare, we present a comprehensive
overview of the various components of healthcare systems in this section. For example, a healthcare
system often consists of one or more medical devices, each outfitted with multiple sensors to collect
patients’ essential information and make independent judgments regarding how best to treat patients.
In general, six core elements are required for a healthcare system to carry out its essential functions,
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including the patient, healthcare provider, medical device, sensor, network and data processing facility
[34]. The various healthcare components described above are depicted in Figure 1, which serves as an
example of healthcare architecture.

Figure 1. Healthcare Architecture, as an Example.

4.1.1. Patient

Patients in e-health systems access healthcare services (or consult with healthcare professionals)
via digital methods (such as telehealth, electronic consultations, or e-health platforms). Anybody
needing medical care is considered a patient, whether they have an ongoing condition, an acute illness,
or are just looking to stay healthy [35].

4.1.2. Healthcare Provider

The component includes health service providers (i.e., hospitals and organisations), medical
doctors, and nurses. They can communicate using a wired and wireless transmission module with the
data processing element. In the cloud-based scenario, the health server specifically stores sensitive
medical and patient information. Doctors and nurses can use this information when they treat a patient
in a person [36].

4.1.3. Medical Device

A medical device is any tool, instrument, appliance, or gadget used for medical reasons like
diagnosis, monitoring, treatment, or relief. Medical devices can range from throat syringe needles
to complex programmable ICDs, as stated by the U.S. Food and Drug Administration (FDA). The
European Union also has different classification requirements for medical devices depending on
whether they are non-invasive, invasive, or have active therapeutic qualities [37].

4.1.4. Sensor

In medicine, sensors are used to track and measure a patient’s physiological parameters. Several
physiological sensors, such as a sensor for blood sugar and a sensor for heart rate, are utilised as a
trigger to automate many tasks of healthcare systems, such as diagnosis and monitoring, amongst
others. Typically, sensors are divided into physiological, biological, and environmental categories [38].
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4.1.5. Network/E-Health Architecture

In E-health architecture, different networking components are concerned with how different
medical devices and sensors communicate with each other and other members of a healthcare system.
In an E-health network scenario, the primary purpose of data transmission is to transport signals from
sensors or devices to the central node and then send aggregated measures from the central node to a
health server or healthcare practitioner [39].

4.1.6. Data Processing

E-health systems rely heavily on data processing, which includes gathering, organising, and
analysing patient information to provide better care. Data processing in electronic health care entails
using different tools and technologies, such as IoT and AI, to record and later access information about
a patient’s health and treatment [40].

4.2. E-Health Importance and Benefits

ICT integration with health systems presents significant benefits to health providers and patients
in the following areas:

4.2.1. Enhancing Public Health and Medical Facilities

Improvements in hospital operations, electronic health records (EHR), and health information are
just a few examples of how this integration might help the public and private sectors of healthcare. In
addition, quick information and data sharing among healthcare providers and experts can increase
patients’ access to high-quality care [41].

4.2.2. Aiding Medical Professionals

One of the most promising applications of this integration is the enhancement of surgical
procedures/operations or guidance, including remote telesurgery. Digital health technology allows
various outlying medical facilities to offer telemedicine and remote diagnosis to their patients.
Hospitals in China, for instance, have used 5G to conduct remote surgery, such as liver procedures and
deep brain stimulation implants for Parkinson’s illness [42].

4.2.3. Real-time Monitoring and Management

Personal health and dedicated devices, such as sensors, monitors, wristwatches, and mobiles, are
widely deployed and utilised for monitoring and feedback purposes, providing an additional benefit
to integrating ICT with the existing healthcare systems. For example, remote ultrasound imaging for
kidney stones and fertilisation, as well as swab testing, have all been accomplished with the help of
mobile phones. It has been predicted that by 2025, there will be half a million different mobile health
monitoring and feedback applications available [43].

4.2.4. Improved and Accurate Analysis

Health data may now be analysed and predicted with more precision because of cutting-edge ICT
technologies and ideas, such as AI, big data, and virtual reality (VR) simulations. In addition, imaging,
diagnostics, and data analytics are all made possible by computing at the edge, which collects data
from devices and sensors [44].

4.3. E-Health Challenges

Incorporating information and communication technologies (ICT) into health systems can bring
about various beneficial effects, including improved access to health services, significant enhancement
in communication and coordination among those who provide medical care, and enhancement of
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patient outcomes and treatment methods. However, several obstacles need to be overcome to integrate
ICT into health systems, including the following:

We divide the challenges into two broader categories: integration and design, and security and
privacy.

4.3.1. Integration and Design Challenges

Multiple design challenges have been explored to explain the sluggish ICT adoption and
integration rate in the healthcare industry, including ordinary users (such as patients and doctors)
and stakeholders (government and private firms). Furthermore, health-related information (EHR) is
emerged as a result of the complexities of system design, data formats, controlling accessing authorities,
policies and regulation of healthcare artifacts, and the interoperability challenges of various systems
and their used health information technologies, which can raise further issues related to system speed,
performance, efficiency, technology adoption, and increases costs.

We divided all these issues into integration and design issues. The integration issues cover the
integration challenges of ICT to existing healthcare systems [45]. Finally, the design issues enforce
the implementation and design of the health scenarios by combining different tools and technologies.
Figure 2 illustrates ICT technologies’ integration and design challenges to the existing healthcare
systems.

• Centralised Architectures: A number of issues, some of which are directly related to the
quality of treatment offered to patients, are seen as fundamental design issues in the current
healthcare systems, which are based on centralised architectures [46]. For instance, because
healthcare systems span many organisations all over the world and are expanding at a larger
scale, centralised architecture may be less scalable and less efficient. It may also lead to more
error-prone and longer wait times, which can be the reasons for deaths in severe cases [47]. In
addition, the single point of failure problem is magnified in a centralised architecture, which
means the entire healthcare system might go down and severely impede patient care [48].

• Unsecured networks: When healthcare practitioners transmit or maintain patient information
using unprotected Wi-Fi or public networks, they run the risk of making the information accessible
to third parties who are not authorised to access it [49].

• Non-trusted Storage Options: There are serious threats to patient privacy and data security
posed by using non-trusted storage solutions in healthcare systems [50]. For example, physicians
and other healthcare practitioners can keep patients’ data on their local servers without
enforcing any security system or on their own devices like smartphones, tablets, and computers.
Nevertheless, in either event, it is possible that the gadgets cannot be as secure as the rest of the
healthcare system’s infrastructure. On the other hand, there is a larger-scale risk of data breaches,
unauthorised access, and data loss when using untrusted public clouds for storage purposes [51].

• Data Collection: Data collection is a prerequisite for every healthcare setup to maintain quality,
achieve efficiency, or have a positive outcome improvement process. Various healthcare entities
acquire data from various sources, which typically flows in a disjointed or non-standardized
fashion across these entities. Therefore, healthcare organizations may encounter numerous
challenges when gathering information about patients’ race, ethnicity, and language, requiring
careful collection, preparation, and management [52].
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Figure 2. Integration and Design Challenges of ICT Technologies to the Healthcare Systems.

• Non-Availability of Infrastructure and Resources: A lack of suitable ICT infrastructure, such
as internet access, hardware, and software, might hamper adopting and using ICT solutions
in health systems. For instance, many governments might not have the means to invest in ICT
technology and infrastructure, making integrating ICT into health systems challenging [53].

• Interoperability: Sharing, storing, and exchanging data across different health systems can
be difficult due to the widespread use of multiple ICT solutions and platforms supported
by heterogeneous and dispersed network architectures. Thus, interoperability protocols and
specifications are required to guarantee appropriate collaboration and interaction across various
ICT technologies [54].

• Data Management and Integration: The capacity to combine and manage diverse types of data
collected from many sources is a recurring IT challenge to the healthcare industry, primarily
as clinics and hospitals digital their work operations. Notes or transcripts from patient visits,
information about insurance, treatment plans, laboratory results, referrals, medical history, and
vital data from remote monitoring gadgets, such as wearables, are some of the various types of
data collected in e-health. Other types of data collected in e-health include health history and
referrals [55]. Since patients frequently see a variety of experts at facilities that are partnered with
one another, each category of data in a patient’s file may originate from a different source. To
compile all pertinent medical information about a patient in one location, healthcare providers
require electronic health records (EHR) software designed to collect, integrate, and manage
patients’ data efficiently. This results in improved diagnostic procedures, treatment approaches,
and patient outcomes [56].

• Data Access: Data accessibility promotes access to the patient healthcare record and prompt
reaction in an emergency, both crucial in sustaining the high standards of healthcare services. In
addition, it benefits patients since doctors may quickly access their complete medical histories, lab
findings, and related notes from other practitioners [57]. The capacity to quickly retrieve relevant
information from a patient’s record can significantly enhance clinical efficiency by minimising the
number of times a doctor has to switch between programs to finish a consultation and diagnose
a patient. However, the exponential growth of data in the field of E-healthcare highlights the
pressing necessity for enhanced data accessibility practices and information and communication
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technology (ICT) models. Despite the numerous advantages of this expansion, ensuring the
availability of high-quality care data remains a significant challenge [58].

• Cost: Building health systems based on ICT infrastructure and technologies may be impossible
in low-income or other areas with few funds. For example, there can be a sizable financial
burden associated with the purchase, implementation, and support of ICT infrastructure to form
a complete healthcare system and the expenditure of training healthcare staff to use the new
technologies used to train before the manual methods [59].

• Compliance: The regulatory landscape is continuously shifting, as evidenced by the standards
for billing, the maintenance of equipment, and software updates, to name just a few instances.
Even though compliance controls are in place to protect patients and the data they provide, it still
creates a legal minefield that chief information officers in the healthcare industry need to avoid
[60]. Solution providers like Ta and Cervey help healthcare organisations and medical practices
remotely. For instance, Arena provides a specialised quality management system to the medical
device manufacturing industry. This system assists medical device manufacturers in ensuring
that their equipment complies with specific regulations such as ISO 3485 [61].

• Reluctant to Adoption New Technology: Many healthcare workers may be reluctant to accept
new technology because of the potential disruption to their practices that ICT integration into
health systems may cause. For example, the adoption and use of ICT in health systems may
be hampered because health workers may lack the technical experience and skills necessary to
utilise and maintain ICT solutions efficiently [62].

Converting these challenges requires a concerted effort from government officials, stakeholders,
health professionals, technology vendors, and legislators. This will allow for successfully incorporating
ICT into health systems and realising these technologies’ potential benefits.

4.3.2. Security and Privacy Challenges

A massive amount of sensitive health information related to patients is accessed and
communicated over the Internet daily, making security and privacy the top priority for the healthcare
industry. Furthermore, as most e-health data is transferred and shared utilising open communication
channels, there is a chance that the data could be subject to network attacks. Therefore, we divided the
section into two sub-sections: security and privacy issues. Figure 3 illustrates the categorisation of
security and privacy challenges of integration of ICT technologies to the existing healthcare systems.

• Security Challenges

Security in E-health is defined as the access to sensitive patient information strictly regulated using
security rules and processes to prevent misuse of sensitive patient information. In many countries,
patients’ individual health records (PHI) are recorded, communicated, and kept electronically for
later use.

⋆ Physical Access to Resources: One of the most critical security challenges in healthcare
systems is ensuring the safety of the resources used to implement the healthcare
infrastructure. This is especially true in situations where patient data is stored or accessible.
To prevent theft or unauthorised access to patient information, healthcare organisations
must ensure that physical access controls are in place and functioning properly [63].

⋆ Third-Party Untrusted Manufacturers/Devices: While the increasing use of IoT devices
within healthcare systems promises to bring about much-needed beneficial change, this
development also raises new security concerns. As a result of its potential to facilitate data
operations and enhance the treatment process, IoT has been adopted by many organisations
working in the health sector [64]. Nevertheless, due to the fact that most IoT devices are
designed and manufactured by unreliable vendors, they frequently lack security patches
and suitable built-in security protections, which in turn creates security concerns for entire
healthcare systems [65].
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⋆ Cyber Attacks: Cyber-attacks, such as ransomware, phishing, spoofing, and malware
attacks, are increasingly targeting the healthcare industry [66]. In addition to disrupting
healthcare operations, these cyberattacks might result in the theft or disclosure of private
patient data. For example, the healthcare industry is becoming vulnerable to ransomware
attacks, in which hackers encrypt sensitive patient information and demand a ransom in
exchange for decrypting it [67].

⋆ Insider Threats: When it comes to data security threats, many businesses neglect the
possibility of insider threats because they focus instead on external attacks, despite the fact
that insider threats are typically related to overlooked basic design or security vulnerabilities
[68]. The healthcare industry has recently seen an upsurge in insider threats, which are just
as dangerous as those from the outside. In most cases involving E-health, insider threats
might come from within the organisation itself, whether they be former or current staff,
suppliers, company associates, healthcare officers, doctors, or incompetent staff [69].

Figure 3. Security and Privacy Challenges of Integrating ICT Technologies to the Healthcare Systems.

• Privacy Challenges

When discussing health information, "privacy" refers to preventing unwanted access to an
individual’s medical records and keeping those records private [70]. It is possible to achieve this
goal by strictly enforcing the relevant policies and laws. Patients have the right to know who has
access to their medical records, how those records are being used, whether or not they will be
shared with a third party and the circumstances under which such information may be shared.
For instance, the Health Insurance Portability and Accountability Act (HIPAA) protects patients’
health information confidentiality [71].

In E-health scenarios, the following are the privacy issues /challenges that patients and healthcare
service providers (such as doctors) might face.

⋆ Device Privacy: In the E-health patient scenario, device privacy is a major concern due to
the enforcement of the device anonymity principle, which states that the patient has the
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right to know who is authorised to configure and install the device, what kind of medical
device the patient is equipping, and who is interacting with and responsible for managing
the devices [72].

⋆ Data Privacy: Personal and medical information are two highly sensitive data that must be
safeguarded to ensure data privacy. Data privacy in healthcare systems refers to protecting
individual patients’ health information against misuse [73].

5. The Role of Blockchain in E-Health

This section begins with an overview of the basics and principles of Blockchain technology,
followed by a discussion of its salient characteristics. Then, we examine the role of Blockchain
technology in E-health and highlight its benefits. Finally, we will discuss the potential types of
Blockchain applications and use cases.

5.1. Blockchain Technology

Blockchain is made up of two different but related paradigms: the decentralised network and
Distributed Ledger Technology (DLT), which links the network nodes in a peer-to-peer (P2P) fashion
so that users can communicate with one another directly without the need for a trusted third party.
In blockchain technology, the decentralised network eliminates the need for a centralised network
(also known as a trusted third party) as part of the design process for a decentralised setting without a
central authority [74]. The distributed ledger stores records of transactions in a block-based format
that is shareable, immutable, and append-only. Each block is connected to the block that came before it
by a cryptographic hash that is contained in the block header, creating the complete chain structure
known as a Blockchain. Each block structure stores numerous pieces of information connected to a
particular occurrence, including the timestamp, nonce, and transaction-related data. The specifics of
this information are as follows: (i) a timestamp provides information about the time each block was
created; (ii) a nonce is a one-time generated, unique random number for each individual; and (iii) a
transaction contains the data or information to be sent to other nodes, which is then stored in the ledger
following an approval procedure. In addition to the nonce, Blockchain technology also makes use of
other cryptographic primitives, including hashes, encryption mechanisms, digital signatures, etc., to
establish a baseline of confidence before transmitting transactions between network nodes [75,76].

Two types of Blockchain network nodes create and validate blocks. A basic node creates account
wallets and network transactions. The others are full nodes (miner nodes) that verify and add
transactions to the Blockchain. Blockchain technology relies on a consensus protocol, which eliminates
the need for a trusted third party’s services to manage the interactions between nodes and regulates
their behaviour to maintain a trustworthy relationship and guarantee the integrity of transactions [77].
Miner nodes essentially manage the consensus protocol, and this process is known as mining on the
Blockchain network. It involves verifying transactions and adding those transactions in the form of
Blocks utilising some computational puzzles or challenges. Furthermore, each consensus method is
linked to miners’ incentives for their time and effort [78].

Several different consensus mechanisms have been proposed, each of which is dependent on
the uses of the blockchain [79]. Nonetheless, PoW (Proof of Work) [80], PoS (Proof of Stake) [81],
PBFT (Practical Byzantine Fault Tolerance) [82], and DPoS (Delegated Proof of Stake) [83] are the most
often employed consensus methods in existing Blockchain applications. The Bitcoin cryptocurrency,
the most well-known application of Blockchain technology, is a good example of an application that
typically implements the PoW consensus. Second, the Ethereum platform utilised the PoS to mine
Ether blocks and reward network nodes with Ether for their participation [84].

5.2. Characteristics

The entire Blockchain technology, from the design perspective to the security capabilities
and working scenarios, is divided into the following set of characteristics [45]: decentralisation,
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immutability (or tamper proof), security and privacy, consensus mechanism, anonymity, open source,
smart contracts, and transparency. These characteristics further help the users achieve the set of design
requirements and security goals for designing efficient and secure applications. Figure 4 illustrates the
characteristics of Blockchain technology, which are shown in detail as below.

• Decentralisation: In a decentralised network, rather than having a central authority controlling
everything, a group of nodes organises themselves in a P2P fashion and takes on responsibility
for maintaining the network’s general structure [79].

• Immutability: Immutability (or tamper-proof) in the context of Blockchain technology refers
to the fact that once a significant number of miner nodes have confirmed a block of data, the
block and its associated data are irrevocably secured. Therefore, the immutability characteristic
of Blockchain data provides assurances of data integrity and authenticity and can be used to trace
its history [85].

Figure 4. Blockchain Characteristics.

• Security and Privacy: Utilising cutting-edge cryptographic techniques, blockchain technology
ensures the security and immutability of all transactions created and stored in its distributed
ledger. Using consensus protocols, for instance, Blockchain transactions are recorded in the
distributed ledger after being generated by the encryption and digital signature mechanism.
Encrypting and hashing each block in the chain with the hashing methods creates a verifiable
chain [86].

• Consensus Mechanism: The consensus mechanism is a fundamental characteristic of Blockchain
technology that ensures that only valid transactions and blocks are added to the distributed ledger,
which requires the agreement of all network nodes. The consensus method is an agreement or
set of rules that are given as a challenging problem or puzzle that all network participants must
solve and agree upon [84].

• Anonymity: Blockchain’s anonymity feature could be transformative in terms of user and data
privacy and security. Implementing anonymity in Blockchain is a promising new step towards
preserving users’ privacy and fostering trust in the veracity of data and transactions, especially in
high-stakes situations involving the exchange of financial or personally identifying information
[87].
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• Open Source: Using some of the available coding attributes incorporated into Blockchain
technology, this open-source feature enables developers to create decentralised and secure
applications to establish trust between network nodes and their data. This characteristic also
gives you the freedom to create efficient and automated applications for a wide range of social
and business use cases [88].

• Smart Contracts: Smart contracts are an intriguing use case for Blockchain technology since
they are self-managing and self-executing pieces of code that execute on the Blockchain. Smart
contracts automate the process of obtaining an agreement between a sender and a recipient
on a set of established conditions by using predefined rules. Smart contracts are a facilitator,
confirming and implementing contract rules to facilitate contract negotiations and achieve
autonomy. Furthermore, smart contracts are used to ensure that all parties in the Blockchain are
held accountable for their activities, as their conditions are public and can be viewed by any node
in the network [89].

• Transparency: Transparency is yet another essential characteristic of Blockchain technology, as it
enables anyone with network access to keep track of and validate transactions in the distributed
ledger. In a public blockchain, for instance, users can record and manage transactions in a public
ledger that is accessible to everyone on the network [90].

• Traceability: For audit purposes, the blockchain’s traceability feature and the usage of security
guidelines ensure that transactions can’t be altered after they’ve been added to the ledger. As a
result, it is possible to trace the history of any transaction in detail [91].

5.3. Blockchain Benefits in E-Health

Figure 5 illustrates the Blockchain Benefits in E-Health.

• Decentralise Architecture: These days, a decentralised management system is necessary for
processing, managing, and storing health data due to the nature of E-healthcare systems
worldwide. In such scenarios, participants worldwide, including doctors, patients, hospitals,
healthcare stakeholders, drug distributors, and so on, seek remote access to the system to carry
out the abovementioned tasks [92]. To make this a reality, Blockchain has the potential to serve
as the decentralised health data management infrastructure from which all stakeholders can
enjoy secure access to identical medical records without anyone acting as the global health data
authority [93].

• Tamper-proof Record: Since the data in a distributed ledger are encrypted, hashed, time-stamped,
and appended in chronological order in the form of a chain, the immutability attribute of the
distributed ledger used in blockchain considerably improves the security of the health data
recorded on it [94]. Once data has been recorded to blockchain technology, it cannot be tampered
with, edited, or recovered by any other means. In addition, patient health records are encrypted
before being saved on blockchain technology using cryptographic keys, which helps protect
patients’ identities as well as their privacy [95].

• Data Availability: Patient information in traditional healthcare systems is regularly shared
between several providers without any security measure, increasing the risk of data leakage and
unauthorised access. Due to the distributed nature and immutable feature of the blockchain,
records are duplicated across numerous nodes, making the system highly resistant to data loss,
illicit activities, and an array of security attacks that target data availability [96].

• Data Control and Ownership: Considering patient data in E-health systems contain sensitive
and essential information, patients must retain ownership of their data and have insight into how
the healthcare system utilises it [97]. In addition, it makes it clear that patients have a right to the
certainty that the information about their health that other parties hold will not be mishandled.
Blockchain technology fulfils these needs through its secure cryptographic techniques and the
practical application of its smart contracts functionality [98]. By using such available features
of Blockchain, Patients can decide who has access to their medical records and can grant or
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revoke access as needed. Furthermore, blockchain’s built-in privacy mechanisms allow patients
to control who is entitled to their health information and cease access at any time [99].

• Verifiable Record: One of the advantages of using blockchain technology in electronic health care
is that it makes it possible to verify the accuracy of medical records about patients and healthcare
providers without actually accessing the records stored on the blockchain. For instance, the
supply chain management process of medications and the processing of insurance claims both
use this capability to provide the verifiability of records recorded on a temper-proof ledger in the
event that a discrepancy occurs. Therefore, This is a crucial requirement to ensure data integrity
[100].

• Transparency: In terms of E-health transparency, Blockchain technology makes use of a
decentralised ledger to record all of the transactions and patient data using a consensus process
[101]. This feature introduces and assures an additional level of difficulty for anyone working
in the healthcare system to change or manipulate the data in any way. In addition to this,
transparency means that all parties involved, such as patients, medical professionals, healthcare
facilities, and insurance companies, have access to identical information and can validate the
credibility of the data [102].

Figure 5. Blockchain Benefits in E-Health.

5.4. Blockchain-based E-health Use Cases/Applications

Although blockchain technology has traditionally been applied to the financial and cryptocurrency
sectors, its usefulness is rapidly expanding into other areas, such as the healthcare industry. Through
its mechanism of providing decentrlised access control, secure and tamper proof data, autonomous and
tracking, blockchain technology demonstrates its potential in the medical fields, including E-health,
tele-health, medicine, genomics, neuroscience, and personalised healthcare applications. In this
section, we discussed the potential types of Blockchain-based E-health use cases whose operations and
procedures notably benefited from the Blockchain’s characteristics.

5.4.1. Management of Electronic Health Record (EHR)

One of the most important applications that can be accomplished by integrating Blockchain
technology into healthcare systems is the management of electronic health records (EHR). This involves
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creating, storing, and managing patients’ personal, medical, or health-related data by utilising the
distributed and immutable storage feature of Blockchain [92]. In addition, features such as data
provenance, consensus mechanisms, smart contracts, and improved security and privacy protocols
are being argued as the foundation of reliable and robust patient EHR storage and management. For
example, one such Blockchain-based healthcare application is HealthChain [103], which was built
as a permissioned, private blockchain network using IBM Blockchain’s Hyperledger Fabric [104]
and then deployed on Bluemix. In this application, Blockchain is implemented to safely store and
manage patient health records, giving people greater control over their personal information. Another
blockchain-based medical record management application is Ancile [105]. It is designed to achieve
access control, data security, privacy, and interoperability of electronic medical records by utilising
the smart contracts feature, which is run on the Ethereum blockchain platform. Data access control,
monitoring and verifiability of data, and establishing transparency are only a few of the obstacles that
medical data sharing encounters throughout the deployment of EHR. MeDShare, developed by Xia et
al. [65], is a blockchain-based platform for the secure sharing of medical records across organisations
with which one cannot establish a reliable level of confidence. In addition, it is now very important for
healthcare systems to have accurate patient records to provide timely and effective care. To overcome
the aforementioned obstacles, Dubovitskaya et al. [106] proposed a blockchain-based framework that
makes use of permissioned blockchain technology to keep track of cancer patients’ electronic medical
records, share them safely, and guarantee access to, management of, and storage of encoded patient
data.

5.4.2. Medical Bill/Insurance Claims

As the insurance sector moves from manual to digital methods, fraud increases owing to a lack
of integrity processes and legal comprehension among significant individuals. In a recent report,
according to statistics from the International Association of Insurance Supervisors (IAIS), about a
quarter of all insurance claims have been investigated for possible fraud every year since 2010 [107]. In
the realm of medicine or health insurance, the essential key stakeholders, such as insurance companies,
medical institutions, and patients, face a variety of concerns associated with the design mechanism,
the provision of services, and security issues when engaging and communicating with one another.
With the use of Blockchain technology in ICT, particularly in the digitalisation of medical bills and the
insurance claims process, tremendous benefits have been observed due to blockchain characteristics
such as decentralisation, immutability, transparency, and traceability. For instance, immutability is
used to construct data storage systems to prevent data modification. Moreover, Blockchain’s advanced
security and privacy mechanisms are utilised to design blockchain-based transaction systems that
protect multiple parties’ privacy. In addition, the smart contract functionality of Blockchain technology
paves the way for the implementation of an efficient and automatic medical insurance claim system for
signing contracts, administration of databases, and handling payments. Since the information needed
to settle claims, such as policy details and premiums, can be pre-programmed into the Blockchain.

5.4.3. Remotely Analysing/Monitoring Patients

The rise of digitalisation in the E-health sector has made it possible to analyse data remotely and
monitor a patient’s health. The term "remote patient monitoring" refers to the practice of acquiring
patient data through various IoT devices (body sensors) or wearables connected to the patient. With
the integration of Blockchain technology into E-health, both patients and healthcare service providers
stand to benefit from RPM in several important ways. For example, from the patient’s point of
view, it may provide more freedom, such as enabling them to get treatment remotely while sitting
anywhere in the globe using the decentralised environment. Furthermore, Blockchain’s transparent
and auditability feature can promote better disease management and easily track medicine and history
by offering real-time assistance and input. To implement this idea, Griggs et al. [108] built a remote
patient monitoring system on the Ethereum Blockchain, prioritising secure data communication over
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distributed platforms and facilitating automatic, real-time patient-doctor interaction. To secure the
data and preserve the privacy of patients, Ashraf et al. [109] implemented a Blockchain-based system
that enabled a patient-centric agent (PCA) to preserve end-to-end privacy and security of data in an
irreversible remote patient monitoring setup. In contrast, Ji et al. [110] put forwards an approach
known as BMPLS (Blockchain-based Multi-level Privacy-preserving Location Sharing) to facilitate
privacy-preserving geographic location sharing.

5.4.4. Health Data Analysis

The term "health data analytics" refers to gathering, analysing, and interpreting data from various
sources, such as electronic health records (EHRs), smartwatches, and health applications, within the
healthcare industry. Health data analytics aims to extract and analyse health trends from massive
amounts of healthcare data, which uses data analysis tools and techniques, including machine learning
and deep learning [111]. This data can be utilised to improve patient health and outcomes, reduce
expenses, and optimise resource utilisation [112]. Additionally, it can be used to realise further
predictive analytics of healthcare data and progress research in medicine and associated sectors. As a
result, the healthcare sector can be advanced and its operations optimised through the combination
of health data analytics and Blockchain technology. By merging Blockchain technology with health
data analytics, sensitive patient information may be maintained on a distributed, immutable ledger
impervious to manipulation [113]. In addition, it may be transferred safely and efficiently across
various healthcare providers and systems, enhancing interoperability.

5.4.5. Clinical Trials/Data

The past two years’ global pandemic has profoundly affected the clinical trial industry, prompting
trial donors and clinical research organisations to adopt remote studies and other innovative solutions.
The pharmaceutical business, academic institutions, government agencies, and others involved in
clinical trial research have all tried to develop remedies to these problems, but thus far, none have been
entirely successful [114]. Yet technological tools can also speed up trials and maintain data security
while ensuring that companies comply with all applicable rules and regulations. Clinical trials are
increasingly utilising blockchain technology to ensure the security of sensitive data and the reliability
of collected data [115]. Blockchain, a unique technology that can dramatically redefine businesses and
change how data is transacted, saved, and shared, is an example of an intriguing yet novel technology
that may turn out to be the breakthrough needed to solve the aforementioned issues. Blockchain’s
primary function during a clinical trial is to keep records and produce a transparent audit trail of all
the changes made to a given data collection [116].

6. Impact of ICT Integration into Health Systems

The integration of ICT and their underlying technologies have had a significant impact on
society, particularly in the digitalisation of patient records, the improvement of the quality of access
to healthcare services, the modernisation of patient treatment, the improvement of patient overall
satisfaction, the pharmaceutical supply chain, and the promotion of health and well-being. In this
section, we focus on some of the most promising potential benefits of integrating ICT technology into
healthcare, which will ultimately benefit society as a whole. We also covered the Blockchain technology
impacts from sustainability perspectives (i.e., environmental, social, and economical) and highlighted
the negative impacts on society.
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6.1. Positive Impacts

6.1.1. Digitalisation of Patient Records

The digitalisation of patient health records has been identified as a key positive effect of the
introduction of ICT to healthcare systems. This term describes the process of transferring previously
paper-based medical records into an electronic format to more easily store, retrieve, and share such
records among healthcare professionals [117]. When it comes to the economy, digitising patient
information can help minimise the administrative expenses resulting from paper-based maintenance
of records, such as the costs involved with storage spaces, printing, and postage. This is an important
aspect of the sustainability issue. In addition, the digitalisation of patient information in e-health
may benefit the natural world. There are many ways to lessen the healthcare industry’s impact
on the environment, such as cutting back on paper and energy use for paper-based prescriptions,
lowering transportation costs, decreasing the use of hazardous chemicals, and encouraging sustainable
procurement practices [118].

6.1.2. Improved and Quality Access to Healthcare Services

The development of ICT has allowed for the introduction of telehealth, telemedicine, remote
surgery, remote consultations, etc., all of which have significantly impacted the accessibility and quality
of healthcare services. In addition, ICT can facilitate secure, cost-effective, and safe access to healthcare
services, which is particularly important in regions with limited healthcare resources and, at times,
difficult access to them during emergencies. The integration will help patients in both urban and rural
locations by reducing the time and money spent going too far with healthcare providers and levelling
equality in terms of access to medical treatment [119].

6.1.3. Patient Independence and Autonomy

ICT-enabled healthcare systems provide patients with independence and complete access by
allowing them to manage and control their data in their own manner. It is also a requirement of data
security that no authorised individual has access to patient data via unauthorised means. In addition,
from a social perspective, it can result in improved health outcomes and increased patient trust and
participation in their own advanced healthcare systems [120].

6.1.4. Real-Time Diseases Monitoring

An important positive effect of this integration on society is the development and consistency
of real-time plans for diseases or outbreaks that have occurred in a particular region, as a result of
the collection and analysis of real-time data and the implementation of prompt responses [121]. For
instance, these ICT-enabled healthcare systems reduce the cost of individuals (healthcare providers
such as physicians or analysts) travelling to a specific region and collecting data for the analysis
perspective. E-health systems also promote environmentally cognisant cultures during outbreaks of
diseases such as covid-19 by assisting healthcare providers and policymakers in making informed
decisions and responding more effectively to public health emergencies [122].

6.1.5. Equity Healthcare Services Culture

By eliminating social, economic, and environmental inequalities, health equity ensures that
all people (individuals, groups of people, and communities) can realise their full health capacity.
This means having fair access to medical care, nutritious food, and a secure place to call home. By
implementing healthcare services more readily accessible and affordable, ICT can aid in reducing
health inequalities. Telehealth and distant consultations make it possible for healthcare services to
reach underserved and rural areas while minimising the need for patients to travel and their associated
costs [123].
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6.2. Blockchain Technology Impacts on Sustainability

In addition to debating on the positive social impacts of incorporating ICT into healthcare
systems, this work will also argue that Blockchain technology has the potential to greatly contribute to
accomplishing sustainability goals, especially in healthcare, and stimulating society as a whole. Some
of the impacts of Blockchain technological advances’ potential application in healthcare’s pursuit of
sustainability are listed below.

6.2.1. Environmental Impact

Environmentally friendly ICT business practices have received a lot of attention in recent years,
and many corporations, including healthcare, have announced plans to implement ICT technologies
into their programs and processes to reduce their harmful effects on the environment. However, some
of the ICT integrations also have negative impacts on business and society. For example, when it comes
to consensus techniques like proof-of-work (PoW) used in the Bitcoin cryptocurrency, the integration
of blockchain technology into ICT-based corporate operations has often been criticised for its impact
on the environment. To reduce this impact, the Ethereum network has migrated to the proof-of-stake
(PoS) consensus mechanism, which is widely regarded as being far more energy-efficient than the
previous proof-of-work (PoW) consensus mechanism. This change will help to mitigate the network’s
negative social and environmental impacts [124].

6.2.2. Social Impact

Since its inception, blockchain technology has had far-reaching effects on social progress and
development thanks to its ability to broaden people’s access to data and information and its capacity
to change the traditional single network into a collaborative value network [125]. With the advent
of Blockchain technology and various socially beneficial applications like cryptocurrencies, the goal
is to implement sustainable behaviour-based applications to utilise smart contracts and reinforce a
long-term approach to sustainability. Cryptocurrencies like Bitcoin, for instance, benefit society because
they eliminate the need for trusted third parties in monetary transactions while providing a safe means
of transferring funds and storing value. In addition, the funds generated by these cryptocurrencies are
tailored to investments that will positively impact society and the environment. Regarding healthcare,
insurance companies have begun implementing their systems, including auditing procedures and
monitoring of funds, by utilising Blockchain technology and smart contracts without a middleman in
order to ensure the modifications made by trusted parties [126].

6.2.3. Economical Impact

The environment and social problems that aim to tackle global challenges, such as financial
inclusion, are starting to empower the benefits of leveraging blockchain technology for both businesses
and people. Many of the SDGs see blockchain technology as a key facilitator since it represents a
forward-thinking approach to the G20 agenda’s central goal of increasing economic participation in
businesses and for the benefit of society [127]. For example, in order to help more people and companies
take advantage of economic opportunities by using Blockchain technology, it is mandatory to define the
financial inclusion criteria, which establish standards for things like using financial services, investing
in businesses, putting money towards one’s education, protecting oneself from financial loss, and
putting money away for one’s retirement. By utilising the same concept for healthcare, the funds
which are spent on healthcare can lead to greater healthcare opportunities, which in turn can boost
human capital and efficiency and economic growth [128].

6.3. Negative Impacts

In addition to discussing the positive effects of this integration on society, we also emphasise
its negative aspects. The negative aspects of digital transformation, including ICT technologies and
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Blockchain in healthcare systems, are illustrated as follows: Figure 6 shows the positive and negative
impacts of ICT Integration to the healthcare systems.

Figure 6. Positive and Negative Impact of ICT Integration into Health Systems.

6.3.1. Cost

Although the digitalisation of healthcare systems has many benefits for the development of
healthcare services, no one can deny the high costs associated with its design, implementation, and
successful deployment [129]. However, with the introduction of new ICT technologies and systems to
existing healthcare systems, the medical treatment process is becoming quite expensive and costly,
and patients are required to pay hefty fees for even minor procedures, with the cost potentially being
shifted onto patients in the form of greater expenses for healthcare. Ultimately, this digitalisation
process creates additional monetary strain for patients, especially those without insurance or other
subsidies [130].

6.3.2. Technical Knowledge

The requirement for technical skills from stakeholders and end-users is one of the most significant
obstacles to integrating ICT technologies with the healthcare system in society. For instance, the
installation, configuration, and implementation of the most recent ICT systems and their underlying
technologies with existing health systems can be burdensome for system developers and administrators,
as well as necessitating specialised knowledge and appropriate training for the users of such systems.
Consequently, this can result in delays in patient requests for treatment, data and information loss
during system upgrades, and other technical problems that can have an effect on the delivery of
medical treatments [131].

6.3.3. Doctor-Patient Interaction

One major social consequence of digitising healthcare systems is that doctors and patients have
less face-to-face time together, which can be important for having truthful discussions and building
trust [132]. Most patients now get their appointments and medicine suggestions over the phone
because of digital health technologies like telehealth, which raises concerns about a potential decline
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in the quality of the personal connection and feelings of compassion that characterise direct contact
between patients and medical professionals [133].

6.3.4. Patient’s Information Privacy

EHRs and other patient data are particularly vulnerable to hacking and other types of
unauthorised access due to the increasing prevalence of ICT and other digital technologies inside
healthcare systems. When patient data falls into the wrong hands, it can lead to identity pillaging,
prejudice, and other adverse effects [70].

6.3.5. Over-Relience of ICT Technology

As healthcare systems become more sophisticated and digitalized, patients and clinicians are
starting to rely increasingly on them for everything from treatment to diagnosis. However, the total
reliance on such digital systems can create vulnerabilities and risks for doctors and patients if the
underlying technology fails or is compromised for some reason, potentially leading to risks such as
the death of patients, despite the fact that these transformations demonstrated the many ways to move
towards the next ledger successfully [134].

6.3.6. Increased Social Imbalance

Unfortunately, in this increasingly digital world, not everyone has easy access to the technologies
they need to participate fully. Inequalities in healthcare benefits and access to and provision of
healthcare services may result from the fact that not all patients in an E-health system have access to
digital health technologies. As a result, this difficulty can amplify pre-existing social and economic
disparities and may reduce health outcomes for vulnerable groups [135].

7. Challenges and Future Research Directions

Figure 7 shows the challenges and future research directions, which provide the strength for
researchers to address the issues in future solutions.

Figure 7. Challenges and Future Research Directions.
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7.1. Interoperability

Interoperability between blockchain-based networks, which is essential for them to interact with
and share information with one another and take quick decisions, is another major obstacle preventing
many industries from adopting the blockchain as a solution. When it comes to interoperability in
E-health care systems, a uniform set of technical standards for building and designing such systems in
order to exchange information and work together across systems is needed, but this is often lacking
due to a lack of standardised healthcare procedures. Due to the lack of a universally accepted protocol
for blockchain interoperability, it might be difficult for different blockchain networks to exchange data
with one another [136]. Furthermore, in blockchain-based healthcare models, interoperability is more
concerned with the requirement of integrating various technological elements. These components
include smart contracts, record keeping, and consensus processes, all of which can be difficult to
integrate and keep up to date [137].

7.2. Security and Privacy

In the security of EHRs, confidentiality refers to hiding sensitive information from unauthorised
users, while integrity refers to preserving accurate data. In unsecured EHR scenarios, any adversary
can modify the information that has been stored, which results in incorrect information. As a result,
securing such saved information and data from various threats to its security and attempts to modify
it is a very challenging issue to address [138]. Furthermore, authorisation is also a primary concern
in E-health security scenarios since it ensures that only approved individuals may view sensitive
patient data stored in EHR systems. But a malicious actor might utilise stolen credentials to access
sensitive patient data [139]. In addition, data ownership is an essential issue in the healthcare industry.
This challenge refers to "who owns the data" and "who has access to the data." Attackers can change
the ownership data to invalidate their ownership. So, blocking illegal access to the data related to
ownership is of the utmost importance in ensuring the system is secure and safe [140].

7.3. Use of Trusted Storage Options

Using trusted storage solutions and implementing strong security measures are essential for
healthcare providers and organisations to prioritise patient data security and privacy in the face of the
non-trusted storage dilemma. This can be accomplished by establishing distributed secure networks,
utilising an advanced encryption mechanism while transporting data between parties, implementing
proper authorisation and access control techniques, and monitoring and tracking suspicious actions on
a regular basis [141,142].

7.4. Increased Volume of Health Data

While there are many positives to implementing blockchain technology in healthcare, particularly
in terms of data security, the proliferation of patient-related smart sensing IoT devices and blockchain’s
use in E-health has led to an explosion of data that presents a significant challenge for collection and
management of patient data [143]. When it comes to collecting and processing massive amounts
of data, the healthcare industry has quickly risen to the top as one of the most prominent users of
blockchain technology. Generally, Blockchain is developed to counteract centralisation issues by
recording and processing transaction data on a distributed tamper-proof ledger with a restricted data
set and hence low storage requirements [144]. In this context, it is necessary to collect a vast amount of
patient data from decentralised parties, including their medical history, test samples, diagnosis images,
CT scans, etc, all of which must be accessible to all the nodes in the blockchain. However, the growing
volume of patient transactions slows down record searching and access, making it unfit for many
types of transactions. Therefore, a solution that utilises blockchain technology must be both robust
and scalable. Since blockchain’s uses are largely transactional, the databases powering the technology
tend to expand rapidly [145].
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7.5. Social and Cultural Adoption Barrier

Since blockchain technology is still in its infancy and faces challenges from society, such as social
and cultural shifts in addition to the aforementioned technical challenges, its applicability is limited
when it comes to designing efficient and reliable healthcare solutions, which necessitated an entirely
new way of thinking about how to get things done. In spite of the fact that the healthcare sector is
gradually adopting Blockchain technology, more work is needed from both academics and the industry
to overcome the obstacles and fully transition to this new system [146]. For instance, it’s important
to get people together to discuss how to persuade the healthcare industry and individual patients to
abandon their reliance on antiquated, insecure methods in favour of cutting-edge technologies that
promote autonomy, transparency, and security. In addition, Blockchain technology and its benefits are
viewed as being somewhat questionable because it is not widely used and has a poor success rate in
the health industry. As a result of all of these difficulties and dangers, we cannot call it a practical and
all-encompassing answer to all of the problems in the healthcare industry at this time [147].

7.6. Medical Industry Settings/Standards

The medical sector is not a unified body with its own set of rules and regulations; instead, it
comprises a wide variety of distinct entities and parties, each of which has its own set of standards
by which it operates. However, with the development of ICT technologies like Blockchain and the
health organisation’s present requirements, many authenticated and recognised standards would
be necessary from worldwide standardisation agencies. For instance, Blockchain technology is in
its early stages; thus, it will undoubtedly face many standardisation problems on the path to actual
deployment in healthcare and medicine [148]. Therefore, medical researchers must try to ascertain the
need for predefined standards that help determine the volume, type, and format of data exchanged
in blockchain-based applications. Further, these standards will act as both a check on the shared
information and a layer of security.

8. Implications of Our Study

There is an implied requirement to address sustainability concerns in the Healthcare sector by
valuing various ICT technologies, including the recently emergent Blockchain technology. The primary
decision-makers in the healthcare and well-being sector should consider and promote the development
of E-Health by introducing and supporting Blockchain-based applications due to their promising
characteristics in other similar industries, including finance, supply chain management, etc. The
findings of a few adverse effects of digital technologies suggest that the government and relevant
organisations develop policies to address undesirable challenges and outcomes in E-Health. More
specific implications of our study are as follows:

8.1. Security and Privacy Implications

Our study has implications for the security and privacy of third parties involved in storing,
analysing, and selling sensitive patient information. Health-related information is provided to related
enterprises. Such business models must evaluate the viability of incorporating Blockchain applications
to increase control, privacy, and authenticity. Instead of being dispersed among various healthcare
service providers, patient information should be possessed and maintained by the patients themselves,
and decision-makers must support this trend. These actions can aid healthcare providers in overcoming
several legal and ethical issues.

8.2. Stakeholder Implications

Considering the findings associated with ICT and Blockchain technology challenges, our study’s
outcome also serves as a wake-up call for the healthcare industry, which requires strategic partnerships
to ensure the availability of necessary resources. For example, Healthcare companies must develop
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more long-lasting alliances with government and non-government organisations, such as fund
providers, training institutions, and Medical Research and development organisations.

8.3. Research and Development

For future sustainability research in E-healthcare, our findings suggest that instead of focusing
solely on an overview of sustainability issues, the time has come to investigate the sustainability-related
challenges of ICT integration in the healthcare sector through the concerted efforts of academia and
researchers.

9. Conclusion

Promoting good health and well-being is a fundamental Sustainable Development Goal (SDG)
aimed at ensuring the overall well-being of individuals across all age groups. This objective includes
the provision of affordable and environmentally sustainable medical services to the general population
while minimising any potential negative impacts. ICT technologies have become more crucial in
facilitating healthcare reform that aims to improve access to health services, enhance the quality of
treatment, and increase the overall productivity of the healthcare system. The integration of ICT
technologies into healthcare systems is a complex endeavor, characterized by several obstacles at
multiple levels, including integration, application design, and security. Despite numerous studies
examining the incorporation of ICT into healthcare systems, there remains a requirement for a
comprehensive research investigation into the challenges associated with integration and design,
security and privacy, application domains, and the potential positive and negative consequences.

Upon completing this study, we have identified and delineated the fundamental contributions
of this research, which can serve as findings and potentially benefit the broader society. First, we
present a detailed comparison of existing studies, mainly focusing on integrating ICT technologies
in healthcare, an important SDG, in terms of sustainable aspects, security and privacy challenges,
design and integration challenges, E-health-related applications, and future directions, which serves as
the literature review of existing survey studies. Second, we give an overview of the need for digital
transformation in healthcare, discuss its significant components, highlight E-health’s importance
and benefits, explore its integration and design challenges and categorise the security and privacy
challenges. Third, we extend an in-depth discussion on the role of Blockchain technology in E-health,
discussing Blockchain technology and its characteristics, highlighting its benefits, and describing
the possible types of Blockchain-based E-health use cases. Furthermore, we discuss the positive
and negative impact of ICT integration, including Blockchain technology, on health systems from
the sustainability point of view. Finally, we identify open issues and challenges of integrating ICT
technologies into the healthcare systems and discuss future research directions, which provide the
strength for researchers to address the issues in future solutions.
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Abbreviations

The following abbreviations are used in this manuscript:

SDG Sustainable Development Goal
IoT Internet of Things
AI Artificial Intelligence
BC Blockchain
WHO World Health Organisation
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