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Abstract: Since sensor-based perception systems are used in autonomous vehicle applications, validating such 

systems is imperative to guarantee the robustness of the systems before they are being put to use. In this study, 

a comprehensive corruption-related simulation-based robustness verification and enhancement process for 

sensor-based perception systems is proposed. Firstly, we present a methodology and scenario-based 

corruption generation tools for creating diverse simulated test scenarios that can analogously represent real-

world traffic environments, especially considering corruption types related to safety concern. Then, an effective 

corruption similarity filtering algorithm is proposed to remove corruption types with high similarity and 

identify the representative corruption types to represent all considered corruption types. As a result, we can 

generate efficient corruption-related robustness test scenarios with less testing time and good scenario 

coverage. Subsequently, we perform the vulnerability analysis of object detection models to identify model 

weaknesses and construct an effective training dataset for model vulnerability enhancement. This enhances the 

tolerance of object detection models to weather and noise-related corruptions, ultimately improving the 

robustness of the perception system. We employ case studies to demonstrate the feasibility and effectiveness 

of the proposed robustness verification and enhancement procedures. Additionally, we explore the impact of 

different "similarity overlap threshold" parameter settings on scenario coverage, effectiveness, scenario 

complexity (size of training and testing datasets), and time costs. 

Keywords: autonomous driving; corruption factors; perception system; robustness verification; 

scenario-based testing 

 

1. Introduction 

In recent years, as major automakers have actively pursued the development of autonomous 

vehicles, the requirements of design and testing validation for self-driving cars have become 

increasingly stringent. These vehicles must demonstrate their reliability and safety to meet the safety 

standards for autonomous driving. Autonomous driving systems primarily consist of four processing 

modules: sensor-based perception, localization, trajectory planning and control. These modules are 

interdependent, and the performance of the sensor-based perception system, in particular, is crucial. 

Insufficient robustness in this system can lead to severe traffic accidents and pose significant risks. 

The sensor-based perception system comprises the primary sensors, including the camera, LiDAR, 

and radar. These various sensors are capable of detecting environmental cues, yet each possesses its 

own strengths and weaknesses. The perception functionality could be susceptible to corruption or 

misjudgment under varying road situations, weather conditions, and traffic environments. Therefore, 

how to ensure that the autonomous perception system can operate safely and reliably in various 

driving scenarios is of utmost importance, as it will influence the reliability and safety performance 

of the self-driving systems [1]. The test coverage affects the testing quality of the autonomous driving 
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systems. Increasing the coverage of rare driving situations and corner cases is thus crucial. To collect 

data from all possible scenarios through real-world testing would require a minimum of 275 million 

miles of testing mileage [2], incurring substantial costs and time, making it a challenging and 

economically impractical endeavor. 

The methodology of testing and verification of autonomous driving systems primarily consist 

of simulation approach and real-world testing. Currently, we observe that many major automakers 

are conducting real-world road tests with autonomous vehicles. However, most of these tests are 

conducted in common and typical scenarios. To test for safety-critical or rare, low-probability adverse 

driving scenarios and corner cases, one must contend with certain risks and substantial costs and 

time. Even when there is an opportunity to test rare combinations of factors such as weather, lighting, 

traffic conditions, and sensor noise corruption that lead to failures in autonomous perception systems 

[3–5], replicating the same real-world testing conditions remains challenging and infeasible. 

On the other hand, vehicle simulation approach allows for the rapid creation of various test 

scenarios, including adjustments to different weather conditions within the same test scenario. The 

advantages of simulation are easy to build the desired scenarios and perform the scenario-based 

testing with lower cost and safe manner. Presently, there are various vehicle simulation tools 

available, such as Vires Virtual Test Drive (VTD) [6] , IPG Automotive CarMaker[7] , CARLA [8], etc. 

However, the soundness of test results depends on the accuracy of simulating sensors, vehicles, and 

environments. For instance, simulating rainfall involves adjusting rainfall model parameters like 

intensity, and the challenge is how to match real-world rainfall conditions, such as an hourly rainfall 

rate, for example 20 mm/h in the simulation environment. Additionally, the modeling accuracy of 

simulating cameras installed behind the windshield of autonomous vehicles is limited by factors like 

raindrops affecting the camera's view, which cannot be fully replicated at present. 

In the context of autonomous driving perception systems, object detection is of paramount 

importance. Any failure or anomaly in object detection can significantly affect the system's prediction 

and decision-making processes, potentially leading to hazardous situations. Therefore, extensive 

testing and verification must be conducted under various condition combinations. According to ISO 

26262 standards, autonomous driving systems are allowed a maximum of one failure per 10ଽ 
kilometers driven, making it impractical to conduct real-world testing and verification [9]. 

Currently, there are several real traffic image datasets available, such as nuScenes [10], BDD100K 

[11], Cityscapes [12], KITTI [13], etc., which assist in training and verifying object detection models. 

However, these datasets still cannot cover all possible environmental influences. Some image 

datasets are recorded only under favorable weather conditions, and moreover the scenario 

parameters cannot be quantified to understand the severity of the corruption types including 

weather-related and noise-related factors and their impact on the object detection capability. 

Adverse weather conditions can lead to a decrease in object detection accuracy. In addition, 

when camera noise appears in the image, even a single-pixel corruption has the potential to cause 

errors or failures in the object detection [14]. This, in turn, can result in erroneous judgments during 

autonomous vehicle operation. Presently, there is no comprehensive and quantifiable benchmark test 

dataset for adverse weather and image noise corruption conditions, which could provide adequate 

test coverage for the verification process of the autonomous driving systems. 

While there has been related research using vehicle simulation environments to test and verify 

advanced driver-assistance systems by adjusting various weather, lighting, and camera conditions, 

it still lacks for simulating the scenarios where raindrops interfere with the image lens mounted 

behind the windshield and the severity effect of image lens corruption on image quality. In real-

world situations, this can affect object detection accuracy. Hence, leveraging the advantages of 

simulation and establishing effective benchmark test datasets for testing and verification, and 

improving the reliability and robustness of autonomous vehicle perception systems is a topic worthy 

of exploration. 

This study primarily explores how to integrate raindrops falling on the windshield and various 

types of weather-related and noise-related corruptions into scenarios in the simulation environment. 

By adjusting weather-related and noise-related parameters, it aims to establish an effective 
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benchmark test dataset to aid in testing and verifying the reliability and robustness of object detection 

models. Furthermore, through this benchmark test dataset, the study intends analyzing the 

vulnerabilities of object detection models. This analysis will help designers identify areas of 

improvement and propose enhanced training datasets for transfer learning, thereby enhancing model 

robustness and reliability. 

The primary challenge here lies in the complexity of scenarios involving single corruption 

factors and combinations of multiple corruption factors, resulting in a considerable volume of test 

data and time cost for verification. To facilitate rapid testing and verification in the early stage of 

system development while ensuring the quality of the test dataset, this work introduces a corruption 

similarity analysis algorithm. This algorithm explores the similarity of different corruptions and 

relies on the setup of overlapping threshold value to reduce corruption types with higher similarity. 

The choice of overlapping threshold value affects the number of retained corruption types, the size 

of training and test datasets, training and verification time, and test coverage. By analyzing these 

factors, appropriate "corruption overlapping threshold" can be set to obtain an optimal benchmark 

test dataset that meets the requirements of time cost and test scenario coverage, considering both 

cost-effectiveness and testing quality. 

The remaining paper is organized as follows. In Section 2, the related works are summarized. 

An effective methodology of corruption-related simulation-based testing scenario benchmark 

generation for robustness verification and enhancement is proposed in Section 3. Then, we analyze 

and discuss the experimental results in Section 4. The conclusions appear in Section 5. 

2. Related Works 

The actual road testing and validation of autonomous vehicles may require covering several 

million kilometers to gather performance statistics, primarily relevant to mechanical configurations 

and algorithm parameters. However, this approach is less effective during the development process, 

such as the V model development workflow [15]. Nevertheless, the testing and validation of 

autonomous driving functions necessitate various complex traffic scenarios, including uncertainties 

associated with other vehicles or motorcycles. Adjusting parameter variations for different scenarios 

is more easily achieved through simulation and emulation, facilitating broader coverage of traffic 

scenarios, and enabling repeatable test runs with traceable experimental results. Relying solely on 

the total mileage driven for the validation of autonomous driving is an unacceptable solution. 

Statistical data suggests that autonomous vehicle testing and validation would necessitate records of  

106 to 108 miles of driving [16]. Therefore, relying solely on real road testing for validation is almost 

impractical. On the other hand, reproducing various road conditions, weather scenarios, and traffic 

situations is exceedingly challenging and time-consuming, incurring substantial costs. Thus, 

simulation and emulation present a viable alternative for testing and validation. 

Testing and validating autonomous driving assistance systems (ADAS) presents significant 

challenges, as any failures during testing can potentially compromise safety and lead to unfortunate 

incidents. In response to this challenge, literature [17] proposes the integration of multiple ADAS 

sensors and their corresponding parameters into a virtual simulation platform. The primary 

contribution lies in the ability to parameterize and adjust the testing and validation of various specific 

sensors and different mounting positions, facilitating the assessment of sensor fusion algorithms. 

However, this approach does not delve into the interference caused by varying levels of weather 

severity or image noise, which could potentially result in sensor failures or misjudgments. 

Additionally, literature [18] introduces a significant contribution by presenting a keyword-based 

scene description methodology, enabling the conversion of relevant data formats for simulation 

environments. This transformation facilitates the transition to data formats such as OpenDRIVE and 

OpenSCENARIO, providing a more efficient means of creating diverse testing scenarios. 

Nevertheless, there is a relatively limited exploration of the analysis of various weather interference 

types and different levels of severity within scenarios. 

Literature [4] makes a significant contribution by introducing the concept of an autonomous 

driving image perception systems. Even in the absence of adversarial malicious interference, this 
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system acknowledges that natural interferences can impact the image input, leading to a proposal for 

an image interference generator. This generator can transform normal real-world images into images 

affected by interference. However, it's worth noting that generating a huge number of scenarios and 

creating more complex image variations using this method can be highly time-consuming. Moreover, 

a comprehensive analysis of effect of weather interference on testing and validation is still an area 

that requires further research. 

Machine learning algorithms often employ well-known open-source datasets such as KITTI, 

Cityscape, or BDD for model training and validation. However, most of these datasets were captured 

under ideal weather conditions. Therefore, the primary contribution of literature [9] lies in the 

establishment of models based on real-world snowfall and foggy conditions. These models allow for 

the creation of image datasets with quantifiable adjustable parameters, thus enhancing the testing 

coverage by introducing adverse weather conditions like snowfall and fog. Furthermore, it facilitates 

the quantifiable adjustment of parameters to create high-interference weather image datasets, aiding 

in the training and validation of object detection models. 

The occurrence of camera noise in images can potentially lead to errors or failures in AI-based 

object detection systems [19]. Such errors may have severe consequences in autonomous vehicles, 

impacting human safety. However, camera noise is an inevitable issue in images, prompting 

numerous scholars to propose various algorithms to detect and eliminate noise in images [20,21]. 

Many of these algorithms introduce Gaussian noise to the images and then perform denoising. 

However, real-world camera noise includes various types beyond Gaussian noise. Furthermore, most 

of these algorithms rely on common image quality metrics like Mean Square Error (MSE), Peak Signal 

to Noise Ratio (PSNR), and Structured Similarity Indexing Method (SSIM) [19,22] to evaluate the 

effectiveness of denoising algorithms. This approach may not adequately assess whether the restored 

images sufficiently improve the detection rates of AI object detection systems. In response, several 

studies have proposed algorithms for noise removal and tested the resulting images in object 

detection systems to demonstrate their reliability. However, these algorithms often focus on a single 

type of noise, lacking a comprehensive analysis of the impact of noise removal on the subsequent 

object detection process. 

Literature [23] examines a vision-based driver assistance system that performs well under clear 

weather conditions but experiences a significant drop in reliability and robustness during rainy 

weather. Raindrops tend to accumulate on the vehicle's windshield, leading to failures in camera-

based ADAS systems. Literature [20] employs two different raindrop detection algorithms to 

calculate the positions of raindrops on the windshield and utilizes a raindrop removal algorithm to 

ensure the continued perception capabilities of the ADAS system, even in the presence of raindrop 

interference. To obtain a real dataset with raindrops on the windshield, the paper [24] artificially 

applies water to a glass surface and places it 3 to 5 centimeters in front of a camera. Since the dataset 

was captured in the real world, it accurately represents light reflection and refraction. However, this 

method is only suitable for static scenes, as each scene requires two images, one with the water-

covered glass and another without. Additionally, this method cannot precisely control the size and 

quantity of water droplets on the glass. 

Another raindrop approach presented in the paper [25], the authors reconstruct 3D scenes using 

stereo images or LiDAR data from datasets like VTD, KITTI, and Cityscape, creating nearly 

photorealistic simulation results. However, constructing scenes and rendering raindrops in this 

manner is time-consuming, with each KITTI image requiring three minutes. To be practical, a method 

to expedite this process is necessary. Authors in the paper [26] adopted publicly available datasets 

with label files (e.g., BDD, Cityscapes) and displayed dataset images on a high-resolution computer 

screen. They placed a 20-degree tilted glass between a high-resolution DSLR camera and the 

computer screen to simulate a real car's windshield. While this method efficiently generates 

raindrops on the windshield without manual annotation, quantifying the raindrops is challenging. 

Using screen-capture from a camera may lead to color distortion and reduce dataset quality. 

Reference [11] provides a dataset for training the perception system of self-driving cars. This 

dataset consists of imagery from 100,000 videos. Unlike other open datasets, the annotated 
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information in these videos includes scene labels, object bounding boxes, lane markings, drivable 

areas, semantic and instance segmentation, multi-object tracking, and multi-object tracking with 

semantic segmentation. It caters to various task requirements. However, it contains minor labeling 

inaccuracies, such as classifying wet roads as rainy weather without distinguishing the severity of 

rainfall. Training models with inaccurate labels can result in decision-making errors. Therefore, it 

necessitates correcting the labeling errors before use. 

Paper [27] primarily focuses on reconstructing real-world scene datasets based on a simulation 

platform. It demonstrates the parameterization of different sensors for simulation matching. Finally, 

it evaluates detection results using object detection algorithms with AP and IoU threshold indicators, 

comparing real data from the front camera module of the nuScenes dataset and synthetic front camera 

images generated through the IPG Carmaker simulation environment. 

In papers [28,29], the use of a game engine for simulation allows for adjustments to various 

weather conditions, but these weather settings lack quantifiable parameters that correspond to real-

world environments. Additionally, the dynamic vehicle simulation in the game engine falls short of 

the realism compared to the specialized software tools such as VTD or PreScan. Furthermore, it does 

not support the simulation of heterogeneous sensors and provides only limited image-related data, 

which may be somewhat lacking in robustness verification. 

Reference [30] makes a contribution by introducing a dedicated dataset for rainy road street 

scene images. The images include distortions caused by water droplets on camera lenses, as well as 

visual interference from fog and road reflections. This dataset facilitates testing and validating 

perception systems designed for rainy conditions and model training. Furthermore, it presents a 

novel image transformation algorithm capable of adding or removing rain-induced artifacts, 

simulating driving scenarios in transitioning from clear to rainy weather. However, this dataset lacks 

image interference caused by raindrops on car windshields and cannot quantify the adjustments to 

different raindrop parameters, somewhat limiting its functionality. 

Reference [31] proposed two benchmark test datasets encompassing 15 different image 

interference scenarios, including noise, blur, weather-related interference, and digital noise. These 

datasets involve object displacement and subtle image adjustments, serving to test the resilience of 

AI classifier models. The paper presented a metric for computing the error rates of AI classifier 

models under various interferences. This metric can help infer the vulnerabilities of models to specific 

types of interferences, thereby enhancing their robustness. While these benchmark test datasets cover 

a variety of interferences, the paper did not account for the similarity and overlap of interferences 

between test scenarios. This oversight may lead to ineffective testing and inadequate coverage, 

resulting in incomplete verification results. Hence, future benchmark test datasets must consider the 

issue of interference similarity and overlap among test scenarios to ensure both coverage and 

effectiveness in verification testing. 

Paper [32] argues that most autonomous driving data collection and training occur in specific 

environments. When faced with uncertain or adverse conditions such as snow, rain, or fog, there are 

considerable challenges. While there are some available datasets for evaluating self-driving 

perception systems, it is still a need for a more comprehensive and versatile benchmark test dataset 

to continually enhance the overall functionality and performance of these systems. 

Paper [33] presented an approach to train AI object detection models using virtual image 

datasets. The experiments demonstrate that by combining virtual image datasets with a small fraction 

of real image data, models can be trained to surpassing models trained solely with real image 

datasets. However, this paper did not address the use of virtual datasets augmented with weather or 

noise interference for training.  

In summary, due to the diversity of interference types and varying severity levels, testing all 

possible interference types and their severity would result in a vast amount of test data and time 

requirements. There is a need to propose an efficient way to reduce the number of similar interference 

types to be investigated while maintaining the required test coverage and shortening the testing time 

effectively.  
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3. Methodology of Simulation-Based Corruption-Related Testing Scenario Benchmark 

Generation for Robustness Verification and Enhancement 

Concerning about sensor-based perception systems, we present a comprehensive method for 

robustness verification and enhancement, aiming to generate effective corruption-related benchmark 

dataset for verifying and enhancing the robustness of perception systems. We first propose a 

corruption-related testing scenario generation method and simulation tool set to create various 

testing scenarios resembling real traffic environments. We demonstrate that using the proposed 

robustness testing and validation method constructed with key adverse weather and noise-related 

corruptions can increase the testing scenario coverage and effectiveness with fewer testing resources. 

Importantly, the robustness of sensor perception systems can be examined using the benchmark 

dataset for robustness testing, ensuring the capability and robustness of the perception system. 

To expedite the generation of benchmark datasets, we developed a tool set to generate the 

scenario-based testing benchmark, consisting of weather-related testing scenario generators and 

sensor noise injectors. Secondly, if robustness testing fails to meet safety requirements, we initiate a 

vulnerable analysis to identify an efficient enhanced training dataset, improving the tolerance of 

object detection models to weather and noise-related corruptions, thereby enhancing the robustness 

of the perception system. We use case studies to demonstrate how to generate benchmark datasets 

related to weather (e.g., rain, fog) and noise (e.g., camera pixel noise) testing scenarios. We perform 

robustness testing of the perception system using object detection models on the benchmark dataset 

and further analyze the vulnerabilities of the object detection models. On the other hand, the 

increased number of the considered corruption types will quickly increase the testing and validation 

time. To ensure the quality of benchmark datasets and to enable rapid testing and validation in the 

early stages of system development, this study further proposes a corruption similarity analysis 

algorithm. The goal of algorithm is to effectively filter corruption types with high similarity while 

maintaining a high testing coverage by compressing the benchmark dataset to shorten the testing and 

validation time. To achieve this goal, we analyze the effect of corruption overlapping threshold 

setting on the number of representative corruption types, testing scenario coverage/effectiveness, and 

benchmark complexity/testing time cost. Next, we will demonstrate the enhancement process to 

generate effective training datasets using data augmentation techniques to improve the robustness 

of object detection models. Finally, we will validate the feasibility and effectiveness of the proposed 

robustness verification and enhancement process. The process of generating corruption-related 

benchmark datasets for robustness validation and enhancement of object detection model is 

illustrated in Figure 1 and described in the following subsections. 

 

Figure 1. The process of generating benchmark datasets for robustness validation and enhancement 

of object detection models. 

3.1. Automated Test Scenario Generation 

The perception system of autonomous vehicles encounters various road scenarios, such as city, 

mountainous, rural, and highway environments. These scenarios involve different types of traffic 
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participants, including vehicles, pedestrians, motorcycles, and bicycles. In this study, we utilize the 

Vires VTD simulation tool, specifically designed for the development and testing of autonomous 

vehicles and ADAS systems. This tool allows for the simulation of various sensors and adjustment of 

relevant sensor parameters. By designing diverse road scenarios, incorporating different traffic 

participants, and simulating various weather conditions, we can rapidly generate a large volume of 

traffic scenarios, providing a dataset with high scenario diversity for testing and validation. 

Furthermore, compared to real-world testing and validation on actual roads, vehicle simulation 

software not only enables the creation and recording of various driving scenarios but also allows for 

the repetitive reproduction of the same scenarios for testing and validation purposes. It ensures that 

all traffic participants and vehicle movement paths remain identical, with variations limited to safety-

related weather and sensor noise corruptions. This is advantageous for testing and validating the 

perception system of autonomous vehicles, allowing for a comparative analysis of the impact of these 

corruptions on the system's robustness. 

As shown in Figure 2, the process begins with the setup of scenes in the Vires VTD simulation 

platform, which consists of two main components: static and dynamic configurations. The static 

configuration includes OpenDrive map construction, placement of buildings and roadside elements, 

and road surface design. The OpenDrive map can be created through manual drawing or by using 

open-source OpenStreetMap data with specific area selections for conversion. For more specialized 

high-definition maps, professional mapping tools are required for scanning and measurement. The 

dynamic configuration encompasses traffic light settings, the addition of vehicles or other traffic 

participants, traffic density adjustments, route planning, and driving styles. Dynamic configuration 

allows for the realization of various critical scenarios, or hazardous situations. These test scenarios 

can be saved in OpenScenario format. 

Additionally, the road scenes and test scenarios created through VTD support both OpenDrive 

and OpenScenario formats, two standard formats commonly used for information exchange between 

simulation tools. Therefore, the same test scenarios can be imported into other simulation tools that 

support these standard formats, facilitating collaborative testing and validation using different tools. 

Every time we run the VTD simulation, even if we set a fixed traffic density, the flow of traffic 

and the behavior of traffic participants are generated randomly. This randomness results in different 

vehicle positions, types, and movement paths in each simulation run. To ensure that each test 

scenario and traffic participant are the same in every simulation run, we employ a scene recording 

approach to capture each unique test scenario. This allows us to replay these scenarios precisely, 

ensuring the reproducibility of each test scenario. 

 

Figure 2. An overview of the automated testing scenario generation process using VTD. 

As shown in Figure 3, to facilitate the automated generation of various test scenarios and 

simulate different weather conditions, this research has developed an automated test scenario 

generation tool. This tool is designed to be used in conjunction with the Vires VTD simulation 

software. Users only need to select a base scenario from a list of previously recorded test scenario 

cases and configure relevant weather parameters in the weather configuration file. Each test scenario 

includes detailed traffic environment information including weather conditions. Finally, users can 
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set the output directory for the generated image dataset. VTD can then simulate base scenario 

according to the weather configuration file, rapidly generating image datasets for different test 

scenarios with various weather conditions. 

 

Figure 3. Workflow diagram of the automated testing scenario generation tool. 

3.2. Test Benchmark Dataset Generation 

Self-driving perception systems face various real-world challenges, including different traffic 

conditions and various levels of corruption, mainly categorized into weather-related environmental 

corruption and sensor-noise-related corruption. When the object detection models of self-driving 

perception systems are subjected to different types and severity levels of corruption, it may affect the 

reliability and robustness of these models. Therefore, in this work, we utilize the Vires VTD 

simulation tool in conjunction with an automated test scenario generation tool set to produce 

weather-related corruption, raindrop corruption on the vehicle's windshield and camera noise 

corruption image dataset. This approach allows us to create a test benchmark dataset containing 

multiple types of corruption in the scenarios. 

3.2.1. Weather-Related Corruptions 

In real driving scenarios, the most common weather-related environmental corruptions are rain 

and fog. These corruptions are typically characterized by units of rainfall intensity and visibility to 

represent different severity levels. However, many image datasets do not explicitly distinguish 

between these factors or only categorize rainy conditions into a few severity levels. But how can we 

align these severity levels with actual rainfall intensity units to ensure that the selected severity 

ranges meet the requirements? In real situations, heavy rain can have a much more severe impact 

compared to light rain. If the entire benchmark dataset only records light rain conditions, testing the 

robustness and reliability of object detection models under rainy conditions may not be objective. 

Even if the test results show high accuracy, we still cannot guarantee the perception system against 

the heavy rain well which could cause the potential hazards. 

On the other hand, in real rainy and foggy weather, rainfall intensity and visibility are not 

constant values; they often exist within a range. Therefore, it is beneficial to set different severity 

regions for each corruption type as shown in Table 1. For example, in the case of fog, visibility in 

region 1 (R1) ranges from 200 to 164 meters, and for rain, the rainfall intensity is between 43 and 48 

mm/h in R1. Each of these corruption types within R1 has five subsections as shown in Table 2. By 

establishing test benchmark in this manner, object detection capability can be tested and verified 

more comprehensively under various corruption types and severity levels. 

Table 1. Definition of severity regions for various weather-related corruption types. 

 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 November 2023                   doi:10.20944/preprints202311.1213.v1

https://doi.org/10.20944/preprints202311.1213.v1


 9 

 

Table 2. Subinterval definitions for severity regions of different weather-related corruption types. 

 

The relevant weather configuration parameters in the VTD simulation tool are shown in Table 

3. To facilitate user convenience, we import these parameters into our developed automated test 

scenario generation tool in .CSV format. This allows users to quickly edit and adjust the relevant 

weather parameters using Excel or other software. These weather-related parameters include 

precipitation type, precipitation density, visibility, sky condition, and occurrence time. In the VTD 

rain and snow settings, there is no option to adjust the intensity, only different density parameters 

from 0.0 to 1.0 can be set, which affects the density of rain and snow in the VTD simulated images. 

Table 3. Weather parameters. 

 

Figures 4(a) and 4(b) respectively show image frames from VTD simulation without rain and 

with rain. By analyzing these image frames alone, the differences in corruption are not very noticeable 

except for the presence of raindrops. The main reason for this is that in real-world rainy conditions, 

there is not only the influence of raindrops but also the decrease of visibility. To better simulate real-

world rainy conditions, we utilized the formula proposed in [38–40] to calculate the corresponding 

visibility for a specific rainfall rate. 

When the rainfall rate exceeds 7.6 mm/h or higher, you can calculate the corresponding visibility 

using Equation (1). This will provide the visibility corresponding to different rainfall rates, where 𝑃𝑅ோ represents the rainfall rate, and 𝑉𝑖𝑠ோ  represents the visibility. In this way, you can set rain 

parameters like those in Table 1 and calculate the corresponding rain visibilities. For instance, for rain 

rates of 43~48 mm/h, the corresponding visibility is approximately 300~200 meters, as shown in Table 

4. Figure 4(b) demonstrates that by simulating rain alone without including the visibility effect of rain 

in VTD, compared to calculating corresponding visibilities for different rain rates and resetting 

weather parameters to include rain with visibility influence, the simulated rainy image frames closely 

resemble real rainy scenarios, as depicted in Figure 4(c). This method allows for the quantification of 

parameter adjustments for different severity levels, enabling users to rapidly configure various 

weather parameters and test scenarios. When combined with the automated test scenario generation 

tool, it becomes possible to efficiently generate more realistic weather-related scenario-based test 

benchmark using the VTD simulation tool. 

 (1)
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(a)                     (b)                       (c) 

Figure 4. VTD environmental simulation of different weather conditions. (a) no rain; (b) rain; (c) rain 

with visibility influence. 

Table 4. Severity levels of hourly rainfall and their corresponding visibility. 

 

3.2.2. Noise-Related Corruptions 

In addition to being affected by weather-related factors that impact reliability and robustness, 

self-driving perception systems may also be susceptible to various image noise corruptions. 

Examples of such image noise corruptions include single pixel defects, column pixel defects, and 

cluster pixel defects, which can potentially lead to object detection failures. To facilitate 

comprehensive testing and validation, we have developed an image noise injection tool. This tool 

allows for the quantification of parameters to adjust different types of image noise and corruption 

percentages, thereby generating image noise corruptions of varying severity. 

Furthermore, apart from the image noise corruptions caused by the camera itself, some cameras 

used in self-driving perception systems or advanced driver assistance systems are mounted behind 

the windshield of the vehicle. Consequently, when vehicles operate in rainy conditions, numerous 

raindrops adhere to the windshield, resulting in corruption with the camera's view. The size of these 

raindrops varies, and the density of raindrops differs under various rainfall rates. Investigating how 

raindrop corruption affects the reliability and robustness of object detection under different rainfall 

intensities is also a focal point of this research. 

As illustrated in Figure 5, we utilize the VTD simulation platform in conjunction with an 

automated test scenario generation tool to generate image frames without weather corruption. 

Subsequently, we input these original clean image datasets into our developed image noise injection 

tool, or an artificial raindrop generation tool built on the Unreal Engine platform. This enables us to 

create image datasets with quantifiable adjustments to corruption severity or varying raindrop sizes 

and densities under the same test scenarios. 

 

Figure 5. Workflow for generating noise-related and raindrop images. 
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Figure 6(a) displays an image frame with clear blue skies and no image noise corruption, where 

the object detection model accurately identifies and labels each vehicle object. However, in the 

presence of image noise corruption and using the same object detection model, it is evident that 

several vehicles cannot be successfully identified, potentially causing a failure in the self-driving 

perception system, as depicted in Figure 6(b). Conducting a significant number of tests with various 

levels of camera image noise corruption during real-world autonomous driving validation is 

challenging and does not allow for controlled adjustments of different image corruption types and 

severity levels. Therefore, to enhance the test coverage of autonomous driving perception systems, 

we must be able to test and analyze the robustness and reliability of object detection models under 

different image noise corruption conditions. 

To make it easier for users to generate image noise corruption, all that's required is to configure 

the original clean image data and specify the type of image noise to be injected. Users can also set 

different percentages of image noise corruption. Once this configuration is prepared, it can be 

imported into the image noise injection tool. The tool then randomly selects pixel positions in the 

images based on the specified corruption type and percentage and injects noise into those positions. 

It ensures that the pixel errors meet the specified percentage requirements, allowing for the rapid 

creation of various image noise datasets. Figure 7 illustrates the configuration parameters for 

different types of image noise corruption and severity regions. The six types of image noise 

corruption include Hot pixel defect, Single pixel defect, Column pixel defect, Cluster 2×2 pixel defect, 

Cluster 3×3 pixel defect, and Cluster 4×4 pixel defect. 

 
                (a)                                  (b)       

Figure 6. Comparative analysis of the impact of noise corruption on object detection models in images 

(a) no corruption (b) noise corruption. 

 

Figure 7. Corruption percentage for different severity levels of noise corruption types. 

3.2.3. Raindrop factor 

To achieve a more realistic effect of raindrops hitting the windshield and interfering with the 

camera's image, we must consider the impact of different rainfall intensities and raindrop properties 

[34]. The severity of corruption caused by raindrops on the camera installed behind the vehicle's 

windshield depends primarily on three parameters: raindrop density, raindrop size, and raindrop 

velocity. However, the most significant factor influencing these three parameters is the rainfall 

intensity. 

Assuming there is a 10-meter cubic structure, the rate of accumulating rainwater capacity varies 

under different rainfall intensities. We can calculate how many milliliters of rainwater can 

accumulate in the cube in one hour for different rainfall intensities using formula (2), where CV 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 November 2023                   doi:10.20944/preprints202311.1213.v1

https://doi.org/10.20944/preprints202311.1213.v1


 12 

 

represents the hourly accumulated volume of rainwater in the cube (milliliter), HR represents the 

rainfall intensity (mm/h), and L represents the side length of the cube (m). 

Next, based on the research findings from references [23–25], we estimate the approximate 

raindrop diameters corresponding to different rainfall intensities. When the rainfall intensity is 

greater, the raindrop diameters tend to be larger. Different raindrop diameters not only affect the 

raindrop's volume but also influence the speed at which raindrops fall [35]. Assuming the 

accumulated rainwater capacity in the cube remains constant, the raindrop diameter will affect the 

total number of raindrop particles that accumulate in one hour. Additionally, the raindrop's falling 

speed will impact how many raindrop particles interfere with each camera image. 

Assuming a raindrop falling height of 20 meters, we can calculate the raindrop's falling speed 

relative to different raindrop diameters using formula (3) proposed in paper [39], where V represents 

the raindrop's falling speed, and D represents the raindrop's diameter. 

 
(2)

 (3)

To calculate the rainwater capacity accumulated in a 10-meter cubic structure within one hour, 

along with the corresponding raindrop diameters and the number of raindrop particles, we first use 

formula (4) to compute the raindrop volume associated with raindrop diameter. In this formula, RV 

represents a raindrop volume, and D represents the raindrop diameter. Next, we can use formula (5) 

to estimate approximately how many raindrops fall into the cubic structure per hour. 

 
(4)

 
(5)

The distance between the camera installed behind the windshield of the vehicle plays a role in 

the number of raindrops captured in the image when the raindrop density remains the same. When 

the camera is positioned farther away from the vehicle's windshield, the number of raindrops falling 

on the image will be greater. Conversely, if the camera is closer to the windshield, the number of 

raindrops captured in the image will be lower. Therefore, to accurately represent raindrop corruption 

in the camera's image, we must consider the distance between the camera and the vehicle's 

windshield. 

However, the camera installed behind the vehicle's windshield captures only a small portion of 

the windshield's total area. The actual size of the windshield area captured by the camera depends 

on the distance between the camera and the windshield. This area is significantly smaller compared 

to the area of the 10-meter cube. The number of raindrops falling on the portion of the windshield 

captured by the camera in one second can be calculated by expression (6). Then, based on the camera's 

frame rate (fps), we can compute the average number of raindrops landing in each frame by 

expression (7). Consequently, we can achieve a more realistic representation of raindrop corruption 

in the simulation experiments. 𝑅𝑊 = 𝑎𝑟𝑒𝑎 𝑜𝑓 𝑤𝑖𝑛𝑑𝑠ℎ𝑖𝑒𝑙𝑑𝑏𝑜𝑡𝑡𝑜𝑚 𝑎𝑟𝑒𝑎 𝑜𝑓 𝑐𝑢𝑏𝑒 × 𝐶𝑃3600 (6)

𝑅𝑎𝑖𝑛𝑑𝑟𝑜𝑝𝑠/𝑓𝑟𝑎𝑚𝑒 = 𝑅𝑊 ൊ 𝑓𝑝𝑠 (𝑐𝑎𝑚𝑒𝑟𝑎)        (7)

Different raindrop sizes result in distinct shapes when they land on the windshield. To simulate 

more realistic raindrop shapes, we drew inspiration from the various-sized real raindrop shapes 

presented in paper [36] and proposed raindrop models tailored to our simulated environment, as 

depicted in Figure 8. The high similarity between our simulated raindrop models and real raindrops 

is evident in Figure 8. 

Table 5 outlines the raindrop volume size range covered by different raindrop models. However, 

it's important to note that within the same model, different raindrop sizes may not have identical 
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shapes. Therefore, we first select the appropriate raindrop model based on raindrop volume, as 

indicated in Table 5. Then, using formula (8), we calculate the scaling factor of the model to zoom in 

or zoom out the raindrop to produce any size of the raindrops. In this formula, Raindropvolume 

represents the raindrop's volume size, and Modelvolume represents the volume of the selected raindrop 

model. This approach enables us to scale the raindrop models within the UE4 simulation platform to 

generate different raindrop sizes that closely resemble real raindrop shapes, thereby enhancing the 

reliability of our testing and validation. 

 

Figure 8. Comparison between real raindrops [36] and simulated raindrop models. 

Table 5. Raindrop models and their corresponding raindrop volume size ranges. 

 𝑀𝑜𝑑𝑒𝑙௦௖௔௟௘ = ඥ𝑅𝑎𝑖𝑛𝑑𝑟𝑜𝑝௩௢௟௨௠௘ ൊ 𝑀𝑜𝑑𝑒𝑙௩௢௟௨௠௘య  (8)

In the real scenario of rainfall, as more raindrops fall on the windshield of a car, the initially 

stationary raindrops on the windshield may coalesce with other raindrops. When they reach a certain 

size, they will flow down the windshield instead of remaining in a fixed position. Therefore, in our 

raindrop generation, we have incorporated a continuous model to calculate the size of each raindrop 

coalescing on the windshield. When the raindrops reach a size sufficient to flow down the 

windshield, we simulate the image frames of raindrops descending. Through this tool, we can 

generate a dataset of raindrop corruption images corresponding to different rainfall intensities. 

In contrast to the raindrop generation tool proposed in [37], our method, utilizing the UE4 

simulation platform for raindrop generation, takes approximately 0.833 seconds per frame to 

generate raindrop corruption images. This represents a significant improvement in the efficiency of 

generating raindrop corruption image datasets compared to the approximately 180 seconds per 

frame required by the method described in the literature. 

3.3. Safety-Related Corruption Similarity Filtering Algorithm 

Currently, there is no clear specification outlining the testing criteria for the benchmark test set 

of autonomous vehicle perception systems, nor is there any research team or organization that can 

guarantee that the test items included in a self-designed benchmark test set encompass all possible 

corruption factors. Given the highly complex driving environment that autonomous vehicle 

perception systems face, most study indicates that a higher number of test items results in better test 

coverage. However, continually expanding the test items to include a large number of repetitive or 

similar testing scenarios can lead to excessively long testing time, thereby increasing testing 

complexity and costs. Likely, if reinforcement training of object detection models includes many 
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repetitive or non-critical scenarios, such a training not only consumes significant time but also cannot 

ensure that the robustness or overall performance of object detection model will be effectively 

enhanced to a substantial extent. This can impose a significant impact on the development timeline 

for autonomous driving, and waste the time and resources invested. 

In response to the aforementioned issues, this work proposes a safety-related corruption 

similarity filtering algorithm to effectively reduce the number of test items while maintaining a high 

level of test coverage. Figure 9 illustrates the overlapping analysis procedure and corruption filtering 

concept among n corruption types denoted as C1 ~ Cn. In the beginning, we adopt previously 

introduced scenario generation methods for weather-related, noise-related and raindrop corruptions 

to construct two datasets: a benchmark testing dataset and a training dataset. The establishment 

process is as follows: we select two sets of corruption-free (or clean) dataset, both originating from 

the same environmental context, such as a city environment, but with distinct testing scenarios and 

traffic participants. One clean dataset is used to generate image datasets with n different corruption 

types for training purpose and similarly the other clean dataset is used for benchmark testing usage, 

as depicted in Figures 9(a) and 9(b). The dataset marked as Ci, i = 1 to n, as shown in Figure 9(b), 

represents a dataset with Ci corruption type. 

 

Figure 9. Overlapping analysis procedure and corruption filtering concept among different 

corruption types. (a) generation of scenario corruption; (b) training and benchmark testing datasets; 

(c) corruption overlap score table; (d) results of corruption filtering methodology and benchmark 

types. 

Subsequently, we select an AI object detection model and conduct transfer learning using this 

model in conjunction with training datasets containing various corruptions. The number of trained 

models equals the total number of different corruption types, plus one standard model trained using 

a clean dataset without any corruption, referred to as the Standard model. Apart from the Standard 

model, the remaining object detection models are trained using a single type of corruption, along 

with a clean dataset, for transfer learning. Ultimately, we obtain n distinct object detection models 

trained for different corruptions, denoted as M1 ~ Mn, in addition to the standard model, as illustrated 

in Figure 9(b). 

Figure 9(c) illustrates the overlap scores between pairs of corruption types. These scores are used 

to analyze the degree of correlation between two different corruptions, with higher overlap scores 

indicating a higher degree of similarity between them. We employ the overlap score calculation 

method proposed in paper [38]. First, we define the robustness score (RS) of model m for corruption 

type CT as shown in equation (9), where Aclean represents the detection accuracy of the model on an 

uncorrupted test dataset, and 𝐴CT represents the detection accuracy of the model on the same test 
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dataset corrupted by a specific corruption type CT. Equation (9) quantifies the model's robustness 

performance under a specific corruption type, where a lower score indicates insufficient robustness 

of the model to this corruption type, necessitating improvement. Equation (10) provides the formula 

for calculating the corruption overlap score between two different corruptions, C1 and C2. Here, 

"standard" and" M1," " M2" represent the selected model using an uncorrupted training dataset and 

the same training dataset with data augmentation of C1 and C2, respectively. The score in Equation 

(10) ranges between 0 and 1, with a higher score indicating a greater overlap and similarity between 

C1 and C2. According to Equation (10), we can construct a two-dimensional corruption overlap score 

table, denoted as overlap score OS(NC, NC), where NC represents the number of corruption types. 

OS(i, j) represents the overlap score between corruption type i and corruption type j. 

 
(9)

 
(10)

 
Algorithm 1: Corruption Similarity Filtering Algorithm 
Input: given a two-dimensional overlap score table OS(NC, NC) where NC is the number of 

corruptions and OS(i, j) represents the overlap score between corruption i and corruption j. Set up 

an overlap threshold θ to guide the filtering of corruptions from the overlap score table. 

Output: a subset of NC corruptions which will be used to form the benchmark dataset 

k ← NC 
1. Based on the overlap score table, for each corruption i, i = 1 to k, we count how many 

overlap scores between the considered corruption i and corruption j, j = 1 to k and j ≠ i, 

are greater than or equal to the overlap threshold θ and record the counting number for 

each corruption i in the overlap score table. Therefore, each corruption i, i = 1 to k, has the 

number that represents the number of corruptions where their overlap scores are greater 

than or equal to the overlap threshold θ. Moreover, the average overlap score for the 

corruption i can be calculated from the overlap scores that are greater than or equal to 

the overlap threshold θ.  

2. if the counting numbers among the considered corruptions in the overlap score table are 

all zero, then go to Step 5 

else we select the corruptions which have the highest counting number among the 
considered corruptions. 

3. if the number of corruptions selected in Step 2 is greater than one, then {select a 

corruption which has the largest average overlap score among the selected corruptions 

derived from Step 2.} 

The overlap score table is modified according to the following rule: the 
corruptions are removed from the overlap score table if their overlap scores with 
the selected corruption are greater than or equal to overlap threshold θ. After 
removing process, the number of corruptions remained is assigned to variable k, 
and the modified overlap score table becomes OS(k, k). 

4. if k is one then end of the algorithm and the output is the remaining corruption. 

 else go to Step 1 
5. End of the algorithm and the output is the OS(k, k), the remaining k corruptions to be 

used in the benchmark dataset. 

 

Next, we propose an effective corruption similarity filtering algorithm as described in Algorithm 

1, based on the given overlap score table OS(NC, NC) and an overlap threshold, to identify a minimal 

set of corruption types where the correlation between these corruption types is less than the specified 
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overlap threshold. Using the filtering algorithm, Figure 9(d) shows the corruption type results after 

the algorithm with NC=9. For example, with an overlap threshold set to X1, 0< X1<1, the algorithm 

retains three representative corruption types: C1, C2, and C5. This means that under the overlap 

threshold X1, C1 can represent C3, C4, and C6 because the overlap scores OS(C1, C3), OS(C1, C4), and 

OS(C1, C6) are all greater than or equal to the overlap threshold X1. Similarly, C2 and C5 are two other 

representative corruption types. In this demonstration, nine corruption types are partitioned into 

three corruption groups as shown in Figure 9(d), and C1/ C2/C5 are representative corruption types 

for group 1/2/3 respectively. The choice of the overlap threshold will affect the number of eliminated 

corruption types. Clearly, a lower threshold will result in the smaller number of corruption types 

remained after the filtering algorithm. 

Through this algorithm, we can set the overlap threshold based on different levels of testing 

requirement and then use the representative corruption types after filtering to construct the 

benchmark testing dataset, as shown in Figure 9(d).  Figure 9(d) illustrates the presence of three 

distinct types of benchmark testing datasets: B1, B2, and B3. Here, B1, B2, and B3 represent single-

corruption, two-corruption, and single-corruption plus two-corruption induced scenarios, 

respectively. The filtering algorithm allows for the removal of similar corruption types, reducing the 

number of corruption types to consider. This can lead to a shorter testing and validation time for 

object detection models and can also be used to evaluate the quality of the benchmark testing dataset, 

ensuring that the required test coverage is achieved within a shorter testing time. 

To utilize the corruption similarity filtering algorithm, you must provide a two-dimensional 

overlap score (OS) matrix data, and configure the overlap threshold θ. This threshold guides the 

algorithm in filtering relevant corruption types. Ultimately, the algorithm will produce the filtered 

corruption types, which are representative and used for constructing training and benchmark testing 

datasets. The main objective of corruption filtering algorithm is to find the smaller number of 

corruption types to represent the original set of corruption types. This process ensures a reduction in 

training and testing time cost while still maintaining the efficient coverage and quality. It is 

particularly beneficial during the early stages of perception system design as it accelerates the 

development speed. Corruption grouping algorithm presented in the following Algorithm 2 is 

developed to find the corruption groups as shown in Figure 9(d). The main concept of corruption 

grouping algorithm is to use the filtered corruption types derived from the corruption similarity 

filtering algorithm, and for each filtered corruption type to discover the other members of the 

corruption group. 

Algorithm 2: Corruption Grouping Algorithm 
Input: given a two-dimensional overlap score table OS(NC, NC) where NC is the 
number of corruptions and OS(i, j) represents the overlap score between corruption 
i and corruption j. Set up an overlap threshold θ. 
Output: corruption groups 

1. After running the corruption filtering algorithm under a specific overlap threshold, we 

can obtain the reduced corruption types (C1, C2, …, Ck).  

2. For each Ci, i = 1,…k, its corruption group can be formed by the following method from 

the two-dimensional overlap score table.    

Group forming method: for corruption type Ci, there are NC-1 corruption pairs 
(C1, Ci), (C2, Ci), … (Ci-1, Ci),   (Ci+1, Ci),… (CNC, Ci). In the NC-1 corruption 
pairs, if its overlap score is greater than or equal to overlap threshold θ, then the 
corruption type in the pair which is not Ci is saved to the Ci corruption group. 
Clearly, we can use the corruption Ci to represent the corruption types in the Ci 
corruption group. 
 

By adjusting overlap threshold, the number of retained corruption types after filtering will vary, 

leading to different testing and validation time for object detection models. Equation (11) can be used 

to calculate the time required for testing and validation with different benchmark testing datasets. 

The explanation is as follows: define NI as the total number of image frames in the original 
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corruption-free dataset. Through the corruption filtering algorithm, the number of retained 

corruption types is denoted as k. Corruption types are represented as Ci, where the range of i is from 

1 to k. Each corruption type Ci has a different number of severity regions, defined as NSR(Ci). 

Benchmark 1 (B1) is single-corruption induced scenario dataset which is constructed by the following 

method: we first need to generate single-corruption induced scenarios for each corruption type, and 

then collect all single-corruption induced scenarios created for each corruption type to form the B1. 

Each severity region within a corruption type uses the original corruption-free dataset to generate its 

single-corruption induced scenarios, and therefore, there are NSR(Ci) sets of single-corruption 

induced scenarios for corruption type Ci. As a result, we can see that the testing time for each 

corruption type is the result of multiplying NSR(Ci), NI, and DTm. Here, DTm is defined as the 

estimated time it takes for the object detection model m to recognize a single frame, allowing us to 

calculate the overall testing and validation time BTTm using Equation (11). 

𝐵𝑇𝑇m= ෍ 𝑁𝑆𝑅(𝐶i) × 𝑁𝐼 × 𝐷𝑇m

௞
௜ୀଵ  (11)

3.4. Corruption Type Object Detection Model Enhancement Techniques 

The robustness of object detection models in autonomous driving perception systems can be 

enhanced by conducting model transfer learning using datasets that incorporate various corruption 

types proposed in this study. However, utilizing datasets with a wide range of corruption types also 

incurs significant time and cost for model training. After reducing corruption types with high 

similarity through filtering algorithms, we can proceed with model enhancement training using the 

remaining corruption types. This approach helps to reduce the time required for model enhancement 

training. 

The calculation of the time required for model enhancement training using corruption type 

image datasets is represented by Equation (12). Here, we define NEC as the number of corruption 

types to be enhanced, and the enhanced corruption types used are denoted as ECi, where i ranges 

from 1 to NEC. Additionally, for each corruption type, the number of severity regions for each 

enhanced corruption type is defined as NER(ECi), and the regions for each enhanced corruption type 

are denoted as ECi(Rj), where j ranges from 1 to NER(ECi). The number of images used for model 

enhancement training is NEI. 

In Equation (12), the number of images required for each severity region of each corruption type 

is NEI, and the number of input images for each step of the model enhancement transfer learning is 

IS. The estimated training time for each step of the model transfer learning is ETm. The total number 

of epochs for model enhancement transfer learning is NE. Finally, using these parameters, we can 

calculate the total training time METm required for enhancing object detection model m. 𝑀𝐸𝑇m = ෍ 𝑁𝐸𝑅(𝐸𝐶i)×
ோ஼௜ୀଵ 𝑁𝐸𝐼 × 𝐸𝑇m × 𝑁𝐸𝐼𝑆  (12)

It is expected that by training representative corruption types within each corruption group, the 

robustness of each corruption type within the group can be improved. As shown in Table 6, there are 

two different training approaches for object detection models. The first approach uses the corruption 

filtering algorithm to remove corruption types with high similarity and then employs the retained 

corruption types to enhance the model. The second approach involves training the model using all 

original corruption types, which requires the most training time. In the testing dataset, we categorize 

it into four types. The first type is the original baseline testing dataset, which includes test image data 

for all corruption types, resulting in the longest overall testing time. The second type uses the filtered 

corruption types to represent the original corruption types, reducing the overall testing time 

compared to the original baseline testing dataset. The third and fourth types involve using a filtering 

algorithm to reduce high-similarity corruption types, creating two corruption groups: (Fog & Rain) 

and (Hot, Single, Cluster 22/33/44). Within these groups, specific corruption types (e.g., Fog and 
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Cluster 22) represent their respective corruption groups. The idea behind filtering is to reduce the 

number of corruption types to simplify training and testing. 

We then need to verify the effectiveness of the reduced corruption types from the aspect of the 

training and testing processes. Table 6 presents a comparative analysis of different training datasets 

for object detection models on various testing datasets. The real experimental results will be provided 

in Section 4. Here, we employ this table to explain the goals of our approach trying to achieve. In 

Table 6, the difference between A and C indicates the training effectiveness of filtered corruption 

types. The smaller gap of (A, C) means that our proposed approach can effectively reduce the model 

training time and meanwhile maintain the model quality compared with the model trained by all 

original corruption types. Similarly, the difference between A and B indicates the effectiveness of test 

dataset built by filtered corruption types. The smaller gap of (A, B) signifies that the testing dataset 

formed by filtered corruption types can still maintain good testing coverage while significantly 

reducing testing time. Next, when value E approaches G, it indicates that using the fog corruption 

type to represent the (Fog & Rain) corruption group has a good effect. Similarly, when value F 

approaches H, it signifies that using the Cluster 22 corruption type to represent the (Hot, Single, 

Cluster 22, 33, 44) corruption group has an excellent effect. 

Table 6. Comparative analysis of models trained on different datasets and tested on various testing 

sets. 

 

In real-world driving scenarios, it is common for multiple corruption types to occur 

simultaneously, such as rain and heavy fog. This study aims to analyze and investigate how the 

simultaneous occurrence of two different corruption types affects the model's detection performance. 

It is essential to consider that when dealing with a huge number of corruption types, each having 

various severity regions and subregions, the resulting dataset can become extensive and complex. As 

shown in Table 7, if we have already applied a filtering algorithm to remove highly similar corruption 

types and left with two corruption types: fog and cluster 22. The object detection model has been 

tested and validated separately for each of these two corruption types. Using the testing data, we can 

analyze which severity region within a specific corruption type yields the poorest detection 

performance. This analysis is referred to as the model's vulnerability analysis. For instance, if the 

model performs poorly in the fog corruption type's severity region with visibility ranging from 50 to 

20 meters, it indicates that this region requires special training to enhance the model's robustness. 

Similar vulnerability points can be identified for cluster 22 corruption type. 

Next, we take the vulnerability region of the fog corruption type to determine the midpoint of 

the visibility region, i.e. 35 meters and redefine two severity subregions: SR1 (visibility ranging from 

50 to 35 meters) and SR2 (visibility ranging from 35 to 20 meters). These two subregions can be used 

to define the severity setting for combinations of the fog corruption type with other corruption types. 

We can then create the possible enhanced training datasets for the combinations of the fog & cluster22 

corruption types and conduct model transfer learning. Looking at Table 7, for example, the 

combination of fog & cluster 22 can result in four possibilities: (42.5m, 13.5%), (42.5m, 14.5%), (27.5m, 

13.5%), and (27.5m, 14.5%). This approach is expected to effectively reduce the size of the training 

dataset for two-corruption induced scenarios while maintaining good coverage. Training the model 

with these two corruption type combinations can enhance its detection performance when both 

corruption types occur simultaneously. 
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Table 7. Severity setting for subregions of the worst-performing region in single corruption type 

detection. 

 

As shown in Table 8, we want to compare and analyze the robustness performance of four 

different models on Benchmark 1 (B1) with single-corruption induced scenarios and Benchmark 2 

(B2) with two-corruption induced scenarios. The real experimental results will be given in Section 4. 

Here, we depict the idea of the comparisons. First is the Model-Clean object detection model, which 

undergoes transfer learning without any corruption, and is expected to have the lowest performance 

among the four models. Next is Model-B1, which uses filtered corruption types to produce the single-

corruption training dataset for enhanced training. Then according to the filtered corruption types, 

Model-B2 adopts two-corruption induced training data to enhance model detection performance. 

Finally, for Model-Original, which undergoes enhanced training using all corruption types, 

significant training time is required. If the experimental results E-1-1 and E-2-1 are similar to E-A-1, 

it indicates the effectiveness of the filtering algorithm proposed in this study, as it can maintain good 

system robustness in a shorter training time. Considering that real-world traffic situations may 

involve the simultaneous occurrence of two corruption types, it is necessary to investigate their 

impact on the model. Thus, besides conducting single corruption type testing and validation, it is 

essential to perform testing and validation on benchmark B2, which comprises two corruption type 

combinations, to ensure that the model's robustness meets system requirements. 

Therefore, we will analyze whether Model-B1 and Model-Original, trained using only one 

corruption type in the enhanced training dataset, can maintain good robustness performance in B2 

with two corruption type combinations. Conversely, training the model with two corruption type 

combinations may yield good performance in B2, but it remains to be seen whether it can also 

demonstrate strong robustness performance in B1. The next section will provide further analysis and 

discussion of the experimental results. Ultimately, we hope that these experimental results will assist 

designers in finding a suitable solution based on model testing and enhancement training time 

considerations. 

Table 8. Detection performance of different trained models on single and two corruption type 

combinations benchmark testing datasets. 

 

4. Experimental Results and Analysis 

4.1. Corruption Types and Benchmark Dataset Generation 

This work is based on the VTD vehicle simulation platform and demonstrates two of the most 

common driving scenarios: city roads and highways. Two city road scenarios and two highway 

scenarios were created. The recorded video footage was captured using cameras installed on the 

windshields of simulated vehicles, with a resolution of 800 × 600 pixels and a frame rate of 15 frames 

per second (FPS). These recordings were used to create benchmark test datasets and model 

enhancement training datasets. In total, there were 5,400 original, unaltered video frames for the city 

road scenarios and 3,840 for the highway scenarios. 
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As shown in Table 9, we utilized the weather-related, and noise-related generation tools 

proposed in this study to demonstrate the robustness and performance testing of object detection 

models under nine different corruption types. The weather corruption types include fog and rain. 

There are a total of five severity regions for fog, with visibility ranging from 200 to 20 meters. In the 

case of rain corruption, there are two severity regions, with rainfall ranging from 43 to 54.8 mm/h, 

resulting in approximately 300 to 100 meters of visibility. Noise corruption types comprise seven 

categories: hot pixel defect, single pixel defect, cluster 22/33/44 pixel defect, column pixel defect, and 

raindrop corruption. Among these, raindrop corruption is configured with two severity regions, 

including rainfall rates of 20-50 mm/h and raindrop diameters of 0.183-0.229 cm. The remaining noise 

corruption types are set with three severity regions, and the range of image noise corruption is 1-

15%. 

Table 9. Number of severity regions and descriptions of severity levels for corruption types. 

 

We started by generating two original, corruption-free image datasets using the VTD simulation 

platform: one for city scenes and the other for highways, each containing 5400 images. The 

benchmark testing dataset includes datasets for all individual corruption types and severity regions. 

For the complete benchmark testing dataset, we generated datasets with corruption for each 

corruption type and severity region by using weather and noise-related corruption generation tools 

on the original, corruption-free image dataset. Overall, we demonstrated a total of nine different 

corruption types, along with an image type with no corruption. As mentioned before, each severity 

region in a corruption type needs 5400 original, corruption-free images to create single-corruption 

induced scenarios. Therefore, the total number of images for the city and highway original 

benchmark testing datasets is 5400 images × 28 = 151,200 images, respectively. 

As displayed in Figure 10, using the VTD simulation combined with the weather and noise-

related generation tools, we can clearly observe that as severity increases, the corruption in the images 

also significantly increases. Users can quantitatively adjust severity to generate benchmark testing 

image datasets with varying degrees of corruption. This capability helps improve test coverage for 

rare adverse weather or noise corruption scenarios, ensuring that the system's reliability and 

robustness meet requirements. 
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Figure 10. Comparison of corruption effects in different severity regions for nine corruption types. 

4.2. Corruption Type Selection 

Due to the differences between city and highway scenarios, such as the presence of various 

buildings and traffic participants in city areas, as opposed to the relatively simpler highway 

environment, the performance of object detection models in autonomous driving perception systems 

may vary. The reliability and robustness of these models under different scenarios and corruption 

types may also differ. Therefore, we present experimental demonstrations in both city and highway 

scenarios. We use the "faster_rcnn_resnet101_coco" pre-trained model provided in the TensorFlow 

model zoo, employing corruption filtering algorithms and adjusting different overlap threshold 

parameters to remove corruption types with high similarity. We then compare and analyze the 

differences in filtered corruption types after filtering in the city and highway scenarios. 

As illustrated in Figure 11, the experimental results of the overlapping scores for all corruption 

types in city and highway scenarios reveal that two corruption types, "fog" and "rain," exhibit high 

similarity in both scenarios. However, the similarity of these two corruption types with other 

corruption types is significantly lower. Furthermore, the "raindrops" corruption type also shows a 

considerable dissimilarity with other corruption types. In addition, it is evident that there are 

differences in the overlapping scores between the two scenarios, especially in the case of the "noise" 

corruption category. We observed another interesting point that the overlapping score between 

"raindrop" and "column" corruption types is 0.38 in the highway scenario, whereas it is zero in the 

city scenario. This variation may be primarily attributed to the traffic environment of the city and 
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highway scenarios. Therefore, it is necessary to conduct separate testing and validation analyses for 

different categories of scenarios to assess the impact of different corruption types and their severity. 

 

Figure 11. Overlapping score matrix for corruption types in city and highway scenarios. (a) city; (b) 

highway. 

Figures 12 and 13 show filtered corruption types in city and highway scenarios with different 

thresholds. For city scenarios, the thresholds were 0.4 and 0.6, resulting in three and four filtered 

corruption types, respectively. For highway scenarios, the thresholds were 0.4 and 0.5, also yielding 

three and four filtered corruption types, respectively. In the city scenario, with an overlap threshold 

of 0.6, corruption types were reduced to four, which included "fog," "cluster 22,", "raindrop", and 

"column". While threshold reduces to  0.4, column corruption was removed, leaving the other three 

corruption types unchanged. On the other hand, in the highway scenario, we obtain the same filtered 

corruption types with the city scenario while setting overlap thresholds at 0.4 and 0.5. 

 

Figure 12. Filtered corruption types in city scenario with different thresholds. (a) threshold =0.4; (b) 

threshold = 0.6. 
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Figure 13. Filtered corruption types in highway scenario with different thresholds. (a) threshold = 0.4 

(b) threshold = 0.5. 

After performing the filtering similarity corruption algorithm, the corruption grouping 

algorithm based on the filtering results was used to acquire the corresponding corruption groups. 

Figure 14 exhibits the corruption groups formed by different thresholds in city and highway 

scenarios. For threshold at 0.4, the first group includes two corruption types: "fog" and "rain," with 

"fog" representing this group. The second group comprises six corruption types: "hot pixel," "single 

pixel," "cluster 22/33/44," and "column", with "cluster 22" as the representative corruption type. The 

third group consists of only one corruption type, "raindrop". For city threshold at 0.6 and highway 

threshold at 0.5, the only change is in the group represented by "cluster 22", where the "column pixel" 

corruption becomes a separate group. 

 

Figure 14. Corruption groups formed by different thresholds in city and highway scenarios. 

4.3. Model Corruption Type Vulnerability Analysis and Enhanced Training 

If the object detection model is trained with less severe or almost non-impactful data or if it uses 

a dataset that includes all possible corruption types and severity regions, it may consume a significant 

amount of training time and data space, with limited improvement in overall model robustness. 
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Concerning about the effectiveness of the training process for the models, we propose an approach 

based on the corruption type vulnerability analysis to discover the severity region which has the most 

significant impact on the accuracy of model for the considered corruption types. The main objective 

of this approach is to identify the severity region with the highest impact on the model for each 

corruption type. Subsequently, we can propose an appropriate enhanced training dataset for the 

vulnerability region of each filtered corruption type and perform transfer learning. In this way, the 

size of the enhanced training dataset and the time required for model training can be reduced 

significantly, and meanwhile, we can efficiently improve the model robustness for the considered 

corruption types. 

We use an example as shown in Table 10 to explain how to identify the vulnerability region for 

a corruption type. Table 10 lists nine considered corruption types C1 ~ C9 and according to Figure 

13(b), C1 and C7 ~ C9 are the representative corruption types selected from the corruption filtering 

algorithm. In the ‘Fog’ corruption type, we vary visibility from 200 to 20 meters, with a difference of 

30 meters between each severity level. This results in a total of seven different levels of severity (NSL). 

In the "Noise" corruption types, "Cluster22" and "Column", we set severity levels between 1% and 

15%, with a 2% difference between each severity level, resulting in eight different levels of severity 

for each type. Finally, for the "Raindrop" corruption type, we vary rain quantity from 20 to 50 mm 

and raindrop diameter from 0.183 to 0.229 cm, resulting in three different levels of severity. Then, we 

create test datasets for the representative corruption types with severity levels shown in Table 10 in 

both city and highway scenarios. Therefore, the number of test datasets required for C1 and C7 ~ C9 

are 7, 8, 8 and 3, respectively. 

Table 10. Test datasets generated for corruption types at different severity levels. 

 

Next, we conduct the model test for each test dataset and analyze the slope variations of the 

different severity regions in terms of changes in object detection accuracy. The test results are 

exhibited in Table 11. As shown in Table 11, in this experiment, we utilized the 

faster_rcnn_resnet101_coco pre-trained model provided in the TensorFlow model zoo for object 

detection. Subsequently, we employed two distinct clean datasets: one representing city roads and 

the other representing highways. We first conducted transfer learning to develop two object detection 

models, namely city_clean and highway_clean models. Then, we proceeded to evaluate and compare 

the impact of different corruption types and severity levels on the city_clean and highway_clean 

models within the two distinct scenes. From the experimental results, it is evident that even though 

the corruption types tested in both city and highway scenes are the same, the model performs notably 

better in the highway scene. The primary reason for this discrepancy lies in the fact that the overall 

complexity of backgrounds in highway images is considerably lower compared to city road scenes. 

City roads are characterized by various buildings and diverse objects in the vicinity, leading to lower 

overall model detection accuracy. From Table 11, we observe significant differences in the object 

detection accuracy for the fog corruption type in both city and highway scenes. In the visibility range 
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of 200m to 20m, the overall model Average Precision (AP) drops by 68.67% in city road scenes, while 

in the highway scene, the drop is only 49.06%. Specifically, under a severity level of 20 meters, the 

test results differ by as much as 32.56, highlighting the more pronounced and severe impact of fog 

corruption on the model in city road scenarios. 

Within the same corruption type, we assessed the influence of different severity regions on the 

model's detection rate by analyzing the variation in detection accuracy with severity levels. For each 

corruption type and its respective severity regions, we calculated the slope of the variation in model 

detection accuracy and identified the severity region with the steepest slope. This region represents 

the model's vulnerability to that specific corruption type, indicating the area where the model 

requires enhanced training most. From Table 11, we see that the visibility region between 50m and 

20m represents the severity region with the highest slope of change for fog in both city and highway 

contexts. For the other three corruption types, their influence on object detection in city and highway 

scenes is less pronounced than fog. From the experimental results, it becomes evident that different 

corruption types affect the model to varying degrees. This insight allows us to identify which 

corruption types require special attention in terms of enhancing the model's detection capabilities. In 

city road scenes, the severity regions with the most significant impact for Column and Cluster22 

corruption types are 13% to 15%, and for Raindrop corruption, it is 20mm to 35mm/h. In the highway 

scenario, except for Column corruption, which has a severity range of 1% to 3%, the chosen severity 

regions for other corruption types are the same as those in the city scene. Subsequently, based on the 

identified vulnerability regions for corruption types, we propose the enhanced training dataset to 

conduct transfer learning to improve the model robustness. This approach effectively improves the 

model's robustness and meanwhile reduces the training time cost. 

Table 11. Test results for city and highway scenes. 

 

 

The construction of the scene for enhanced training dataset was carried out using the VTD 

simulation platform, where city and highway scenarios were established. The simulation was 

configured to generate 15 frames per second, resulting in a total of 3,840 frames for each scenario. 

Additionally, weather conditions and image noise, along with a raindrop generation tool proposed 

in this research, were used to generate training datasets for each corruption type with their respective 

vulnerability regions. Furthermore, within the dataset for model enhancement and transfer learning, 

we divide it into two benchmarks: Benchmark 1, focusing on the enhancement training of a single 

corruption type, and Benchmark 2, which combines two corruption types for training. To prevent the 
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issue of model forgetting during training, we incorporate a set of clean images, not affected by any 

corruption, into each dataset. This helps ensure that the accuracy of object detection for objects 

unaffected by corruptions is not compromised. 

We performed a comparative analysis of the robustness performance in city and highway scenes 

using different enhanced training datasets for model transfer learning. Based on the publicly 

available pre-trained model, the faster_rcnn_resnet101_coco model provided in the TensorFlow 

model zoo, which we refer to as M1 object detection model. The hyperparameters of training process 

for transfer learning is depicted as follows. The number of input images per step (IS) was fixed at 

two, the total number of epochs (NE) for model enhancement transfer learning was set to 8, and the 

experiment was conducted on a computer equipped with an Intel i5-10400 CPU, DDR4 16GB RAM, 

and a GeForce RTX™ 3060 GPU. The training time required for each step in the M1 model transfer 

learning, denoted as ETM1, is approximately 0.275 seconds. We then compared the training times 

and robustness improvements for different training datasets. 

Table 12 shows the performance of our detection model in city and highway scenarios, 

undergoing reinforcement training for a single corruption type using four distinct reinforcement 

learning datasets. These datasets are described below. 

1. Dataset without any corruption. 

2. Dataset containing all corruption types with all severity regions. 

3. Dataset with three corruption types (F3) derived from the corruption filtering algorithm. 

4. Dataset with four corruption types (F4) derived from the corruption filtering algorithm. 

We investigated the impact of different reinforcement learning datasets on the training time 

required for model training while maintaining the same training hyperparameters as given above. 

Relevant parameters are defined as follows: 

• NEI: Number of images containing in an enhancement dataset. 

• NEC: Number of enhancement corruption types. 

• 𝐸𝐶௜: The i-th enhancement corruption type, where i=1 to NEC 

• 𝑁𝐸𝑅(𝐸𝐶௜): Number of severity regions for enhancement corruption type i, where i is from 1 to 

NEC. 

• 𝐸𝐶௜൫𝑅௝൯: The j-th region of enhancement corruption type i, where j = 1 to NER(ECi) 

• For each severity region 𝐸𝐶௜൫𝑅௝൯, the number of reinforcement training images is denoted as 

NEI. 

• IS: Number of input images for each transfer learning step. 

• ET: Estimated the time of required for transfer learning in second per step for object detection 

model. 

• NE: The total number of epochs for model reinforcement transfer learning. 

• MET: The training time required for object detection model reinforcement. 

The first training model, M1-Clean, uses only the clean training dataset without any corruption 

for reinforcement training. Here, NEI is 3840 images. The estimated training time for model 

reinforcement is calculated as 𝑀𝐸𝑇 = ோூ×ா்×ோூௌ . Since this model is trained solely with the clean 

dataset without any corruption, it requires the shortest time and the fewest training images. 

Therefore, M1-Clean serves as the baseline for evaluating the robustness of other reinforcement 

training models. 

The second training model, M1-All, incorporates all corruption types and severity regions into 

the reinforcement training dataset. As shown in Table 10, there are a total of nine corruption types 

(NEC=9). The number of severity levels for NER(ECFog) is seven, while both NER(ECRain) and 

NER(ECRaindrop) have three severity levels each. Finally, the corruption types Hot, Single, 

Cluster22/33/44, and Column all have eight severity levels. In total, there are 61 severity levels for all 

corruption types. Therefore, the total number of images in the reinforcement training dataset 

including the clean type is 62 × 𝑁𝐸𝐼. The estimated training time for this model is 
଺ଶ×ோூ×ோ×ா்ூௌ , 

making it the model with the highest number of reinforcement training images and the longest 

training time among the four models. The third and fourth training models, M1-B1F3 and M1-B1F4, 

were created based on the enhanced training dataset generated from the vulnerability regions of the 
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representative corruption types. Both city and highway scenes have the same set of representative 

corruption types, with a total of 3 corruption types (NEC=3) for M1-B1F3 and 4 corruption types 

(NEC=4) for M1-B1F4. Therefore, the estimated training time for M1-B1F3 and M1-B1F4 are ସ×ோூ×ோ×ா்ூௌ  and 
ହ×ோூ×ோ×ா்ூௌ   respectively. Overall, the required training time for M1-B1F3 and M1-

B1F4 is significantly reduced compared to M1-All. 

As depicted in Table 12, the four reinforcement training datasets not only differ significantly in 

the number of images but also show a substantial difference in the estimated training time for model 

reinforcement transfer learning, especially the M1-All model, which is trained with all corruption 

types and severity levels. The overall training time for M1-All is much higher compared to models 

that have reduced corruption types (M1-B1F3 and M1-B1F4). We note that blindly increasing the 

number of training images without a proper selection strategy can lead to a sharp increase in training 

time. On the other hand, if additional reinforcement training data consists of non-severe or less 

impactful datasets, it may incur significant training costs and time without substantial improvements 

in the robustness of the object detection model. The issue of how effective of M1-B1F3 and M1-B1F4 

compared to M1-All model will be discussed in the following subsection. 

Table 12. Number of images and training time required for model reinforcement training on city and 

highway scenarios. 

 

4.4. Robustness Analysis of Enhanced Training Models 

Tables 13 and 14 show the experimental results of Table 6 described previously. Four different 

test datasets were used for assessing robustness, where the assessment method involves summing 

and averaging the average precision (AP) scores of individual corruption types. The first test dataset 

comprises all corruption types plus the clean dataset, and the models were tested individually for 

each corruption type, followed by summing and averaging the AP scores. The results indicate that 

the object detection model trained with representative corruption types closely resembles the model 

trained with all corruption types. In the city scenario of Table 13, the two models exhibit AP scores 

of 75.8% and 75.06%, differing by only 0.74%. Similarly, in the highway scenario, the two models 

have very similar AP scores of 89.38% and 88.55%, with a difference of 0.83%. Table 14 presents the 

similar results. This demonstrates that the corruption filtered algorithm proposed in this study 

effectively reduces training time by removing highly similar corruption types while maintaining high 

training coverage. As a result, it achieves similar robustness to models trained with all corruption 

types. 
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The second test dataset was constructed from the representative corruption types plus the clean 

dataset. To objectively assess the robustness performance of these test datasets, the AP scores were 

calculated based on the group's representative corruption type's AP score, multiplied by the number 

of corruption types in that group, and then summed and averaged. This method enables a fair 

comparison between the test datasets formed by representative corruption types and all corruption 

type test dataset. As can be seen from Table 13, the results between the test datasets formed by 

representative corruption types and all corruption type test dataset are very similar for City_M1-

B1F3, and highway_M1-B1F3 possesses the same phenomenon. It indicates that test dataset formed 

by representative corruption types maintains a similar test coverage to all corruption type test 

dataset. Besides, we observe the similar results in Table 14.  

Another interesting point to be explored is the impact of setting overlap threshold values on the 

number of representative corruption types and the coverage of model training and testing. In both 

city and highway scenarios, the models M1-B1F3 and M1-B1F4 exhibit highly similar robustness 

performance on all corruption type test dataset. In this context, three representative corruption types 

are sufficient to cover all considered corruption types, and adding a fourth corruption type, such as 

Column corruption, does not provide any significant improvement. The third and fourth test datasets 

in Tables 13 and 14 were built by corruption groups. These test datasets can be used to verify how 

effective of the representative corruption type to represent its corresponding corruption group. The 

results between x_M1-B1Fy, where x = City or Highway, y= 3 or 4, and M1-All for the third and fourth 

test datasets exhibit the effectiveness of the representative corruption type to represent its 

corresponding corruption group. For example, the data shown in the third test dataset of Table 13 (a) 

are almost identical and it means that the fog corruption can represent the rain corruption very well. 

Similarly, data shown in the fourth test dataset indicate that cluster22 also represents its 

corresponding corruption group well. In summary, according to Tables 13 and 14, we can assure that 

the fog and cluster 22 can represent their corresponding corruption groups well. Consequently, we 

can achieve the good training and test coverage with lower training and test time cost. 

Table 13. Performance of three representative corruption type training models on various test 

datasets. (a) city model and scenario; (b) highway model and scenario. 

 

 

Table 14. Performance of four representative corruption type training models on various test datasets. 

(a) city model and scenario; (b) highway model and scenario. 

 

 

4.5. Exploring Scenarios with Two Corruption Combinations 

In real-world scenarios of autonomous vehicles, besides being affected by a single type of 

corruption, there are often situations where two different corruption types occur simultaneously, 

such as rain and fog occurring together. Therefore, we should further investigate the model's 
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robustness performance in scenarios where two corruption types are combined. To simplify the 

experiments, we used three representative corruption types in city and highway scenarios to create 

reinforcement training datasets for M1-B2F3 model. As shown in Tables 7 and 15, we divided the 

severity regions of corruption types into two sub-regions, denoted as SR1 and SR2. SR1 and SR2 sub-

regions are represented by the severity data as described in Table 15, indicating the severity level of 

that corruption type's sub-region. There are three pairs of two-corruption combinations, including 

(Fog & Cluster22), (Fog & Raindrop), and (Cluster22 & Raindrop). To simplify the demonstration, the 

training datasets of two-corruption type combinations for (corruption type 1, corruption type 2) only 

consider the combinations of [corruption type 1 (SR1), corruption type 2 (SR1)] and [corruption type 

1 (SR2), corruption type 2 (SR2)] as shown in Table 15. However, we also can follow the combinations 

described in Table 7 to increase the coverage of training. 

For each two-corruption type combination, we generated its reinforcement training dataset 

using the following method: we used the original corruption-free image dataset, with the first half of 

the images generated with the SR1 severity combination from Table 15 to introduce two-corruption 

induced scenarios, and the second half of the images generated with the SR2 severity combination to 

introduce two-corruption induced scenarios. For example, in the case of the Fog & Cluster22 

combination, the first half of the image dataset was created with a severity combination of 

42.5m+13.5%, and the second half was produced with a severity combination of 27.5m+14.5%. The 

reinforcement training datasets for the two-corruption type combinations required 4 × 𝑁𝐸𝐼 images, 

and the test datasets for two-corruption combinations were constructed in the same manner. 

Table 15. Examples of two corruption type combinations. 

 

Table 16 displays the performance of single and two-corruption type trained models in city and 

highway scenarios on single and two-corruption test datasets. From these data, it can be observed 

that the performance of model trained with two corruption types is slightly inferior to the single 

corruption type trained model on B1 single corruption test dataset and approximating the result of 

the M1-All model trained with all corruption types. All four models show a significant decrease in 

performance on the two-corruption test datasets, where the model trained with two corruption types 

outperforms the others. This suggests that in scenarios involving two-corruption type combinations, 

despite their lower occurrence probability, the testing of such combinations can reveal shortcomings 

in single corruption type trained models, highlighting the need for specific training on scenarios 

involving two corruption types to enhance the overall model robustness. This is an area that can be 

explored in future research. 

Table 16. Performance of single and two-corruption type trained models in city and highway 

scenarios on single and two-corruption test datasets. (a) city environment; (b) highway environment. 
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4.6. Real-World Scenario Testing and Verification 

In real-world driving environments for autonomous vehicles, the perception system may 

encounter adverse conditions or various potential corruptions, leading to system failures or 

anomalies. To improve the test coverage of these adverse scenarios or corner cases, in the experiments 

mentioned above, we generated datasets containing various weather and image noise corruption 

types using a vehicle simulation platform and developed the tools for generating scenario-based test 

datasets. The results of the experiments demonstrate that by identifying model vulnerabilities 

through the vulnerability analysis proposed in this study and building effective model vulnerability 

enhancement training datasets, the tolerance and robustness of object detection models to weather 

and noise-related corruptions can be significantly improved. 

From the previous experimental results, it has been shown that the proposed robustness 

verification and enhancement approach can effectively improve the robustness of the detection 

models when tested against benchmark test datasets composed of various corruption types in 

simulated environments. To further confirm that object detection models trained through our method 

can perform well in real-world situations, we used the DAWN real-world adverse weather driving 

scenario dataset [39] and the Foggy Cityscapes real-world scene dataset with foggy weather as 

benchmark test datasets for real adverse driving scenarios to test our trained models. In the DAWN 

dataset, we excluded snowy corruption type that was not included in the experiments and the images 

with no vehicles. Additionally, for Foggy Cityscapes[40], we set the visibility parameter β to 0.08 to 

produce more severe fog with a visibility of approximately 37 meters in real-world scene datasets. 

Then, we can evaluate the robustness and reliability of models trained by simulated scenarios with 

these two real-world test datasets. 

Table 17 presents the performance of four object detection models trained using different 

enhancement training datasets for city and highway scenarios. We observed that the models' 

robustness performance in real-world scenarios is significantly lower compared to the results 

obtained in virtual simulation environments, which is a common phenomenon in current virtual 

simulation environments. It should be pointed out that the model performance becomes very poor 

for Foggy Cityscapes test dataset because this test dataset was set under very severe fog condition. 

Our analysis here mainly focuses on the robustness verification and enhancement procedures 

proposed in this research, and how the models trained using the proposed methods perform in real-

world scenarios. We note that the models trained by corruption-enhanced dataset indeed exhibit 

better robustness in real-world scenarios compared to models that have not undergone corruption-

enhanced training. 
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From Table 17, we can observe that in city and highway scenarios, robustness performance of 

M1-B1F3 on the real-world test dataset is higher compared to the M1-Clean model. This demonstrates 

that the approach proposed in this research is indeed capable of improving the robustness of object 

detection models. We also found that the models trained in city scenarios exhibit better robustness 

performance compared to those trained in highway scenarios except M1-B1F3 model at DAWN test 

dataset. This is likely because city scenarios are more complex, leading to more effective training. 

Besides, we adopted a strategy from reference [41] that involves incorporating a small amount 

of real image data for secondary transfer learning to enhance models further. This method has proven 

to be effective in enhancing the robustness of object detection models in real environments. Therefore, 

we introduced 800 images from the BDD dataset that were not affected by any corruption into both 

the M1-Clean and M1-B1F3 models. Subsequently, we performed secondary transfer learning and 

validated the models using two real-world benchmark datasets with adverse weather conditions. The 

experimental results clearly show that the M1-Clean_R800 and M1-B1F3_R800 models, trained with 

the addition of a small number of real data, can significantly improve the robustness compared to 

models trained using only simulated datasets. Particularly, the M1-B1F3_R800 model exhibits 

excellent improvement of robustness performance in adverse real-world weather conditions 

compared to models trained using only simulated datasets. Overall, the experimental results validate 

that the robustness verification and enhancement procedures proposed in this research can achieve 

good training and test coverage in both simulated and real-world environments for object detection 

models. Additionally, our approach can greatly reduce the time required for model enhancement 

training and validation. Through the various model enhancement schemes presented, designers can 

choose a suitable method for enhancing object detection models and conducting test verification with 

an efficient manner. 

Table 17. Performance of models trained by simulation scenarios tested on real-world adverse test 

datasets. (a) city model; (b) highway model. 

 

 

5. Conclusions 

The design and test of autonomous driving systems require demonstrating their reliability and 

safety in any environment, especially when it comes to the robustness testing and verification of 

perception systems. Based on sensor-based perception systems, this study proposes a comprehensive 

method for robustness validation and enhancement using a simulation platform. We delve into issues 

related to test scenario coverage/effectiveness and scenario complexity (training and testing dataset 

sizes)/time efficiency. There are numerous factors affecting autonomous driving safety, and in this 

study, we focus on corruptions related to weather and noise, especially the corruption effects of 

single-corruption induced, and two-corruption induced scenarios on the robustness of autonomous 

driving perception systems. Given the complexity of single corruption and combinations of multiple 

corruptions in test scenarios and the substantial testing time required, it is essential to ensure the 
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quality of test datasets and to conduct rapid testing and validation during the early stages of system 

development. Therefore, we propose an effective corruption filtering algorithm to reduce the number 

of considered corruption types to mitigate the complexity of test datasets and meanwhile maintain 

the good test coverage. We investigate the relationship between the parameter of "overlap threshold" 

in the corruption filtering algorithm and scenario complexity/time cost and test scenario coverage. 

This parameter setting affects the number of selected corruption types, the size of training and testing 

datasets, training and testing time, and test coverage rate. Through this analysis, an appropriate 

"overlap threshold" parameter value can be set to meet the requirements of effectiveness and 

economy, resulting in a set of optimal benchmark test datasets that satisfy time cost and test scenario 

coverage requirements. This ensures improving the test scenario coverage and effectiveness in less 

testing time. 

To expedite the generation of benchmark datasets, we have developed the tools for generating 

simulated test scenarios dataset, which comprise weather-related test scenario generator and sensor 

noise injectors to emulate real traffic environments. We then utilize these benchmark datasets to test 

object detection models of perception systems. The model vulnerability analysis was performed to 

identify the fragile region of corruptions and create effective model vulnerability-enhanced training 

datasets to enhance the model's tolerance to weather and noise-related corruptions, thereby 

improving the perception system's robustness. We use case studies to demonstrate how to generate 

test scenarios related to weather (e.g., rain, fog) and noise (e.g., camera pixel noise) and perform 

robustness testing of the perception system using object detection models in these test scenario 

datasets. Then, the corruption similarity filtering algorithm was employed to identify the 

representative corruption types to represent all considered corruption types. Subsequently, we 

showcase the identification of vulnerability regions of representative corruption types and 

enhancement process using data augmentation techniques to generate effective training datasets for 

enhancing the robustness of the perception system. We further discuss the effect of two-corruption 

induced scenarios on the robustness of the models and leave the issue to be explored in future 

research. Finally, we verified our models trained in simulated environment with the real-word 

adverse test datasets to ascertain the effectiveness of our proposed approach. 
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