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Abstract: Security in the Internet of Things (IoT) is a critical concern due to the growing number of
connected devices and the limited resources to implement robust security mechanisms in most of them.
Adopting standard assessment frameworks, such as CVSS (Common Vulnerability Score System),
allows for systematic vulnerability assessment. At the same time, CVE (Common Vulnerabilities and
Exposures) records provide unique identifiers for known security issues, making it easier to share
information. However, comparing security solutions is still challenging due to the diverse nature of
IoT devices and the ever-evolving threat landscape, requiring continual innovation and collaboration
between stakeholders. Furthermore, there still needs to be a simple way to compare technologies
and solutions, taking into account the security provided by them. In this sense, in this article, we
propose a tool for calculating a security score based on the CVSS index of each existing vulnerability
in a given technology. We explain how the tool performs the calculation, discuss some challenges
and propose improvements for future work.

Keywords: data security; security comparison; vulnerabilities; CVSS

I. Introduction

Data security in the Internet of Things (IoT) is a growing concern as more connected devices are
deployed across different industries. The IoT devices” diverse and interconnected nature creates a
complex landscape, making them susceptible to cyber threats [1-3]. Thus, data protection is essential
to ensure user privacy, prevent malicious attacks and maintain system integrity. Measures such as
robust cryptography, device authentication, regular software updates, and continuous monitoring
are critical to strengthening IoT security [4]. Furthermore, collaboration between manufacturers,
governments, and cybersecurity experts is essential to address the ever-evolving challenges in this
field. For instance, ETSI (European Telecommunications Standards Institute) and NIST (National
Institute of Standards and Technology) have proposed technical recommendations for cyber security
in Consumer IoT devices [5-7] and general IoT [8,9].

IoT security is a key concern because of the vulnerabilities in this rapidly expanding ecosystem.
According to the ISO/IEC 29147:2018 standard [10], a vulnerability is a behavior or set of conditions
existing in a product, system, service, or component that violates an implicit or explicit security policy.
A vulnerability can be considered a weakness or exposure with a security impact and can be exploited
by attackers to compromise confidentiality, integrity, availability, or other security properties.

IoT devices are subject to various cyber threats due to factors like improper configurations, lack of
security standards, weak identity and access management, and design flaws. Additionally, many IoT
devices have limited resources (e.g., processing, memory, and storage), hampering to implement robust
security measures. This characteristic can open loopholes for attacks such as unauthorized access, data
interception, denial of service, and privacy invasions. Exploiting these vulnerabilities can have serious
consequences, such as compromising critical infrastructure, personal data breaches, and even physical
security risks. Therefore, it is critical to address and mitigate these vulnerabilities by implementing
robust security practices and developing solutions that ensure the integrity, confidentiality, and
availability of IoT devices and the data they collect and transmit.
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To manage vulnerabilities in the cybersecurity scenario, two tools are crucial to classify and track
existing vulnerabilities in systems and devices: CVSS (Common Vulnerability Scoring System) [11,12]
and CVE (Common Vulnerabilities and Exposures) [13,14]. CVSS is a standardized system that
allows to assess the vulnerabilities’” severity based on metrics such as impact, exploitation, and attack
complexity [15]. It assigns a numerical score to indicate how critical the vulnerability is, helping
to prioritize their fixes and mitigate risks. In contrast, the CVE is a public dictionary that provides
unique identifiers (CVE IDs) for each known vulnerability. Each CVE ID is a unique entry for a
specific vulnerability, allowing organizations, researchers, and cybersecurity professionals to share
information about threats, facilitating collaboration and coordination in responses to security incidents.
Together, CVSS and CVE play a critical role in securing systems and sharing information about known
vulnerabilities throughout the security community.

There are some databases that catalog known vulnerabilities along with their CVSS scores [16].
One of the most widely recognized is the NVD (National Vulnerability Database) [17], maintained by
NIST (National Institute of Standards and Technology) in the United States. NVD is an authoritative
source that gathers detailed information about software security vulnerabilities, assigning CVSS scores
to help assess the severity of each vulnerability. In addition to the NVD, there is also the CNVD
(China National Vulnerability Database) [18], maintained by a Chinese government institution, which
has its own vulnerability identifier, similar to the CVE, and the JVNDB (Japan Vulnerability Notes
Database) [19], which stores the vulnerabilities in Japanese and is maintained by a national agency in
Japan, just to cite a few.

Considering only vulnerabilities in IoT technologies and devices, there is the VARIoT database
(Vulnerability and Attack Repository for IoT) [20]. VARIot is a European collaborative research
project that focuses on IoT security. The project aims to develop a comprehensive framework for IoT
security that includes the identification of vulnerabilities and attacks, as well as the development of
countermeasures to mitigate them. The project is a partnership among several European universities
and research institutions. VARIoT database gathers specific IoT vulnerabilities from other data sources
such as NVD and CNVD.

Although there are security frameworks and tools for risk management, we could not find a tool
in the literature that makes it possible to assign a security score and thus compare technologies and
solutions. Thus, in this article, we propose a tool to assign a security score: the S3 (Security Score
System). S3 considers the CVSS values assigned to a technology’s vulnerabilities and uses the VARIoT
database to obtain such information. With S3, it is possible to compare technologies and solutions
considering security.

The main contributions of this work are:

* we propose a tool to compare technologies and solutions considering security requirements;
* we implement the tool considering a primary way to calculate the security score (sesco).

The remainder of this paper is organized as follows: Section II brings a brief explanation of the
CVSS; Section III presents the related work that consider security frameworks or risk assessment
proposals; Section IV describes the S3 tool, presenting how it works, describing two use cases, and
discussing some challenges; Section V ends this work, summarizing the proposal and suggesting
future work.

II. Background: Common Vulnerability Score System (CVSS)

The Common Vulnerability Scoring System (CVSS) is a framework used to assess the severity
and potential impact of security vulnerabilities [11,12]. It provides a standardized method for
evaluating and communicating the characteristics of vulnerabilities in software and systems. CVSS
assigns a numerical score to vulnerabilities based on a set of metrics that measure the vulnerability’s
characteristics [4]. These metrics include factors such as the exploitability of the vulnerability, the
impact it could have on the confidentiality, integrity, and availability of the affected system, and other
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environmental factors. CVSS scores is used by security professionals, system administrators, and
organizations to assess the risks associated with vulnerabilities and prioritize their remediation efforts.
They provide a common language for describing vulnerabilities and facilitate communication among
different parties involved in vulnerability management.

The CVSS framework consists of three versions: CVSSvl, CVSSv2, and CVSSv3. The latest
version, CVSSv3, is the most used and provides a more comprehensive and accurate assessment
of vulnerabilities. CVSSv3 calculates a base score, temporal score, and environmental score for a
vulnerability. The base score represents the intrinsic qualities of the vulnerability, including its severity
and impact. The temporal score considers factors that may change over time, such as the availability
of patches or the prevalence of exploits. The environmental score considers the specific characteristics
of the affected system or organization, such as its value or criticality. The CVSS scoring system ranges
from 0 to 10, with higher scores indicating more severe vulnerabilities. The scores are divided into
different severity levels, such as Low (0.0-3.9), Medium (4.0-6.9), High (7.0-8.9), and Critical (9.0-10.0).
These severity levels help users prioritize and understand the potential impact of vulnerabilities.

The criteria for assigning a vulnerability score are defined by metric groups. There are three
groups of metrics, namely: base metrics, temporal metrics and environmental metrics. The base metrics
are the mandatory group needed to get a result. Although fulfilling the requirements of the other
metric groups will help to obtain a more effective result, they are not mandatory. In the base metrics,
we have two subgroups: exploitability and impact. Basically, exploitability deals with the technical
means by which the vulnerability can be exploited, and the impact represents the consequence for the
impacted component. The temporal metrics symbolize the characteristics of a vulnerability that may
change over time, while the environmental metrics are those characteristics of a vulnerability that are
relevant and unique to a specific user’s environment. Following we present a brief description of the
involved metrics.

A. Base Metrics

The base group is divided in 8 metrics, described as follows.

The Attack Vector is a metric that describes how easy it is for an attacker to access the vulnerability.
The score will be higher the more remote an attacker can access it, for example: a vulnerability that
requires an attacker to be physically present will receive a lower AV score than one that can be accessed
over a network.

The Attack Complexity metric describes the conditions beyond an attacker’s control that must
exist to exploit the vulnerability. The score is higher for less complex attacks.

The Required Privileges metric describes the level of privileges an attacker must have before
successfully exploiting the vulnerability. The base score is higher if no privileges are required.

The User Interaction metric captures the requirement of a human user, other than the attacker,
for a successful attack.

The Scope metric checks whether a vulnerability in a vulnerable component affects features in
components beyond its security scope. The base score is higher when a scope change occurs.

The Confidentiality metric measures the impact on the confidentiality of vulnerable resources.
Confidentiality refers to limiting access and disclosure of information to authorized users only, as well
as preventing access or disclosure to unauthorized users. The base score is higher when the loss to the
impacted component is higher.

The Integrity metric measures the integrity impact of a successfully exploited vulnerability.
Integrity refers to the reliability and veracity of information. The base score is higher when the
consequence for the impacted component is higher.

Availability is a metric to calculate the availability of affected services.


https://doi.org/10.20944/preprints202312.0776.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 12 December 2023 doi:10.20944/preprints202312.0776.v1

4 0f9

B. Time Metrics

As previously mentioned, temporal metrics are used to analyze the characteristics of a
vulnerability that may change over time. Below we describe the metrics of this group.

The Exploration Maturity reflects the likelihood that a vulnerability will actually be exploited,
based on exploit techniques. The Remediation Level is basically the problem-solving level. The
Report Confidence metric measures the degree of confidence that the vulnerability exists and the
credibility of known technical details.

C. Environmental Metrics

As stated earlier, environmental metrics consist of the characteristics of a vulnerability that are
relevant and unique to a specific user’s environment. This group considers a modified version of the
base metrics, and confidentiality, integrity and availability requirements.

The Modified Base Metrics allow the analyst to override individual baseline metrics based on
specific characteristics of a user’s environment. For example, confidentiality might be compromised in
an administrator environment, which would lead to high risks, but in a user environment, the risks
would be lower.

The Confidentiality, Integrity, and Availability requirements allow to customize the CVSS score
considering the importance of each of these security properties for the affected technology.

II1. Related Work

In this section, we review some related works in the field of security scoring systems and
cybersecurity evaluation tools.

Peter Mell [21] presented a domain-agnostic technique for generating scoring systems. The
method involves expert comparisons of elements from a domain, resulting in a directed acyclic graph
that orders the equivalency sets. While the approach demonstrated usability in the security domain,
the accuracy of the generated scoring systems and consistency among multiple expert encodings were
not formally proven.

Benz and Chatterjee [22] introduced the Small and Medium Enterprise Cybersecurity Evaluation
Tool (CET). The CET is a 35-question online survey based on the NIST framework, empowering
SMEs (Small and Medium-sized Enterprises) to self-rate their cybersecurity maturity and prioritize
improvements. The authors evaluated the tool’s effectiveness through pilot studies, enabling better
cybersecurity posture and fostering a security-conscious environment.

Alwari et al. [23] systematically analyzed home-based IoT devices, utilizing an abstract model
for insights. The study evaluated 45 IoT devices, publicly sharing findings and evaluation data to
encourage collaboration and further research in IoT systems.

Alsubaei et al. [24] presented the Internet of Medical Things Security Assessment Framework
(IoMT-SAF) for enhancing security in medical IoT (IoMT) solutions. IoMT-SAF offers a detailed
assessment based on ontological scenarios, catering to different stakeholders and emerging
technologies.

Boakye-Boaten et al. [25] presented a risk assessment tool designed for substation environments
by incorporating stages of the ISM (Information Security Management) process. The tool allows for
comprehensive profiling of substation devices, considering unique identification, classification, type,
and functional influence to determine their criticality level. The tool’s output includes color-coded
representations of device criticality and visualizations of their functional influence within the
substation. This information aids in understanding potential security risks and the impact of device
compromise, facilitating informed decision-making to enhance security.

While these works provided valuable contributions to security and evaluation in their respective
domains, none explicitly introduced a tool for calculating a security score, as demonstrated in our
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work. Our introduced tool stands apart with its focus on quantifying security measures, providing a
clear security score for IoT technologies and solutions.

IV. S3 - Security Score System

To enable technologies or solutions to be compared in terms of security, S3 assumes that
vulnerabilities weaken the security of a device, product, or system/service. As mentioned in the
ISO/IEC 29147:2018 standard [10], attackers can exploit vulnerabilities to carry out attacks, harming
security properties. Thus, we can assume that the more vulnerabilities a device or system/service has,
the more susceptible to attacks it will be, i.e., we can consider that, in this case, the security level is
weaker. Analogously, we can also consider that the higher the CVSS of a vulnerability, the lower the
security.

Therefore, to calculate the Security Score (SeSco), S3 considers all existing vulnerabilities in each
technology and uses the CVSS of each vulnerability. Having the CVSS of all vulnerabilities for each
technology, S3 calculates the average of the CVSS scores and then calculates the ten’s complement.
Thus, for example, if a technology has three vulnerabilities with CVSS scores equal to 7.5, 6.5, and 8.6,
the calculated SeSco will be equal to 2.47.

The first version of the S3 calculator uses the VARIoT database, which gathers vulnerabilities
specific to devices and technologies related to IoT scenarios. As we needed to handle the return of
queries using the VARIoT API and we would be dependent on the latency of the search performed,
we decided to make a local replica of the database. In general, the tool has the communication flow
presented in Figure 1 and works as follows:

. The user types the technology for which they want to calculate the security score (sesco);

. The S3 tool searches for vulnerabilities known for the informed technology;

. An average is calculated considering all the CVSS scores from the technology vulnerabilities;

. Finally, the tool calculates the ten’s complement with the average of the CVSSs from the

vulnerabilities.

= W N =

User S3 Local DB

e S

Inform technologies to calculate the SeSco—)i

h Search for vulnerabilities in each technology—>

E(_ _ _ _ Returnthe basic informatonand =~ _ _
! the CVSS scores for each vulnerability

Calculate the average of CVSS scores

|j’<__| Calculate the SeSco using the ten's complement

E Return the basic information of each vulnerability \
<« - - - =
and the SeSco !

Figure 1. S3 Communication Flow.

In addition to the security scores for technologies and solutions, the tool also provides basic
information about each vulnerability cataloged for technologies. This information can help users who
decide to adopt such technologies in mitigating vulnerabilities.
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A. Use Case 1 - Comparing technologies

The first usage scenario is when a developer or a team of developers needs to implement a system
that handles sensitive data and therefore has security requirements. In this case, the developer(s) may
be in doubt about which technologies to use and, in this sense, may make the decision based on the
security level of the technologies. For example, if he/she is in doubt between three programming
languages (e.g., PHP, Java, or Ruby), the decision could be the one with the fewest vulnerabilities. The
same can be applied to decide on other technologies, such as DBMS and frameworks. Figure 2 exhibits
this use case, demonstrating a comparison between three programming languages (PHP, Java, and
Ruby).

S3 (Security Score System)

Comparing Technologies

Vulnerability: PHP-CGI Vulnerability: Mac 0S Vulnerability: Ruby of
query string parameter X for Java of Java Web BigDecimal In class
vulnerability X Start Command - VpMemAlloc

CVE: CVE-2012-2311 launcher buffer ) Vulnerability in

overflow vulnerability arbitrary code

Vulnerability: PHP of CVE: CVE-2009-2205 execution in function

sapi/cgi/cgi_main.c — CVE: CVE-2011-0188
BTt g 3 Vulnerability: Java of

Remove Technology Remove Technology Remove Technology

Figure 2. S3 - Comparing security scores.

B. Use Case 2 - Comparing solutions

The second usage scenario considers someone who needs to make a decision on the adoption of a
system and has data security as one of the main requirements. For this, the user must obtain the list of
technologies used in each solution. With this, he/she inserts each technology into the S3 tool, and it
will be in charge of researching the vulnerabilities for each technology, obtaining the CVSS of each
vulnerability, calculating the average of all CVSS, and, finally, calculating the equivalent security score
(SeSco). The tool can display only the SeSco for just one solution, or it can display the scores for more
than one solution simultaneously, in case the user is interested in comparing solutions. Figure 3 shows
a comparison among two solutions: Solution 1, with a SeSco of 3.8, and Solution 2, with a SeSco of 3.5.
Figure 4 shows the screen where we can select a technology for comparing solutions.

Solution 1 Solution 2
CVSS: SeSco: CVSS:

6.2,

java sdk sesco: @) java sdk sesco: @)

php classifieds SeSco: @ php classifieds 9

ruby on rails @ ruby on rails m

Figure 3. S3 - Comparing solutions.
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Solution 2 ‘

SeSco:

ruby on rails

java sdk

. Ignore Version
php classifieds

ruby on rails

RUEY ON RAILS OF ACTION PACK COMPONENT CROSS-SITE

SCRIPTING VULNERABILITY

Figure 4. S3 - Comparing solutions.
C. Threats to Validity

We consider that using only CVSS scores may not be the best approach for calculating the SeSco.
With the use of the tool, we intend to analyze the inclusion of other variables in an attempt to make
the calculation more accurate and fair. For example, a CVSS value can be nullified if the vulnerability
has been mitigated during the implementation of a multi-technology solution, or a value could be
subtracted from that specific CVSS if the vulnerability has been only partially mitigated.

Furthermore, we know that new vulnerabilities, such as zero-day vulnerabilities, can be
discovered at any moment. A zero-day vulnerability is a vulnerability that has been discovered
but not yet addressed /mitigated by the vendors/developers [26,27], which can lead to what is called a
zero-day exploit. Therefore, they are considered high-risk. As such vulnerabilities are new and may
not be cataloged, they will not have CVSS. Thus, S3 may include some way of considering zero-day
vulnerabilities, either using a standard CVSS or allowing the user to define a value that he/she deems
appropriate, given the available knowledge about the vulnerability.

Finally, it does not seem fair that a technology with only one vulnerability and a high CVSS value
has a lower security score than a technology with many vulnerabilities but a lower average CVSS
value. For example, a technology X could have a vulnerability with CVSS 8 and a technology Y could
have four vulnerabilities with CVSS values equal to 7, 6, 5, and 7. In this case, technology X would
have a SeSco equal to 2, while technology Y would have a SeSco equal to 3.75. Therefore, we will also
evaluate including a factor that considers the number of vulnerabilities in the technology for the SeSco
calculation.

The S3 tool has a lot to evolve, mainly in the way of calculating the security score. However, we
intend to evolve it as it happened with CVSS, whose initial version was released in February 2005 and,
18 years later (today), is releasing its 4th version [28].

V. Conclusion

In the general context of data security in the Internet of Things, in this work, we presented a
tool that calculates a security score (SeSco) based on the CVSS score of the existing vulnerabilities in
technologies. This tool can help in decision-making processes when someone needs to decide among
different technologies to implement software components that have security requirements. In addition
to enabling the SeSco calculation for a specific technology, the tool enables the calculation for a solution
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involving different technologies. In this case, the tool considers the CVSS of all vulnerabilities from all
technologies used to implement the solution. It is also possible to compare technologies or solutions.

For future work, we want to include other vulnerability databases in addition to the specific
IoT database the tool is using (VARIoT). For example, the S3 tool can include the base of NIST
(NIST Vulnerability Database - NVD). With this, the tool will serve generic scenarios, not just IoT.
Furthermore, we intend to improve the SeSco calculation to consider zero-day vulnerabilities and /or
other variables related to the security of the technologies. We also want to include some factor that
allows the calculation considering the number of existing vulnerabilities and not just the CVSS values.
Finally, we can analyze integrating S3 into other existing security tools, such as a risk management
system.
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