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Abstract: With the emergence of Advance Logistics, the logistics industry has witnessed significant 

advancements, leading to a greater reliance on intelligent technologies. These technologies play a 

crucial role in gathering and transmitting logistics data, but they also introduce security and privacy 

risks to logistics management systems. The sharing of customer-sensitive information among 

stakeholders for efficient operations becomes vulnerable to unauthorized access, thus 

compromising privacy. This, amongst others, is a critical problem that needs to be addressed. The 

unique features of a cryptographic hash function, including immutability, efficient verification, and 

anonymity, make it a transformative technology that has the potential to address the mentioned 

challenges in various sectors. This disruptive technology offers solutions by ensuring data integrity, 

enabling quick verification, and preserving privacy. The findings suggest that employing 

Cryptographic Hash Functions to share customer data among logistics partners offers robust 

protection against cyber-attacks. The proposed system guarantees asset security, and as 

demonstrated by the case study evaluation, exhibits strong resilience in safeguarding against 

various security and privacy threats. Although this study is significant, it does have limitations. One 

of these limitations is the considerable overlap between logistics research and supply chain 

management (SCM). While our focus was on logistics tasks, we did not extensively delve into the 

broader context of SCM. 

Keywords: SCM; logistics; wireless network 

 

1. Introduction 

The ability to carry and deliver items from one location to another has made logistics a crucial 

component of enterprises all over the world. To monitor and secure logistics operations, a 

trustworthy system is essential given the rising number of security threats in the supply chain. The 

flexibility, cost-effectiveness, and scalability of wireless sensor networks (WSN) have made them a 

promising solution for safe logistics monitoring in recent years.   

In the modern era, Wireless Sensor Networks (WSNs) technology has grown significantly. WSNs 

are widely utilized in fields like the military, business, healthcare, smart cities, and smart homes. 

Secure communication between the sensor nodes and the base station is necessary for all WSN 

applications. A WSN is a collection of affordable, low-power, tiny wireless sensors that can sense and 

gather information about their surroundings. WSNs can give real-time information about the 

whereabouts, state, and security of cargo in transit when they are deployed in a logistics 

environment. The utilization of this information can improve security, cut costs, and optimize 

logistics processes. Various threats are introduced into WSN because of adversary compromises at 

the sensor nodes. 

However, there are several security and privacy issues that come up when using WSNs in 

logistics applications. The wireless nature of WSN communication channels leaves them open to 
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different assaults, including jamming, node capture, and eavesdropping. Therefore, it is essential to 

develop a safe logistics monitoring system that can reduce these security risks and give logistics 

operators dependable and trustworthy information. The goal of the proposed study is to create a 

Secure Logistics Monitoring System based on Wireless Sensor Networks to handle the security and 

privacy issues that arise in logistics applications. The system will be made up of a network of sensors 

placed on vehicles and cargo containers that will track the position, temperature, humidity, and other 

environmental factors affecting the products being transported. Through a secure communication 

link, the gathered data will be sent to a central server, where it will be processed and analyzed to 

offer real-time monitoring and tracking of the items. 

We will protect the communication routes between the sensors and the central server using 

cutting-edge cryptographic techniques to assure the system's security. To prevent unauthorized 

access to the system, we will also integrate secure authentication and access control systems. In 

addition, we will assess how resilient the system is to several security assaults, such as node 

compromise, denial-of-service, and jammer assaults. One of the developments in logistics is the 

adoption of tracking and emergency decision-making technologies. The incorporation of GIS 

technology into the logistics process satisfies the urgent and effective needs of contemporary logistics, 

aids logistics distribution businesses in making effective use of available resources and facilitates the 

comprehensive tracking of the logistics process by the fourth party logistics. Either a cargo owner 

enterprise user or a third-party logistics provider can utilize the system's services, comprehend the 

various statuses of the items in real time while they are in the logistics process, and complete queries 

and statistics through the system [19,20]. 

Figure 1. depicts the sensor node's internal architecture. The energy supply module, which is in 

charge of providing energy to the other three modules so that they can function regularly, is the most 

basic construction, as can be seen from the image. To configure and manage the network's nodes, the 

sensor network must possess a certain level of self-organization. Failures at the sensor node or 

failures brought on by insufficient energy are frequent in real-world scenarios. or occasionally insert 

some nodes artificially. To configure and manage the network's nodes, the sensor network must 

possess a certain level of self-organization. Failures at the sensor node or failures brought on by 

insufficient energy are frequent in real-world scenarios. or occasionally insert some nodes artificially. 

 

The Research of [1] Claims that data security and privacy are the major obstacles to deploying 

an IoT and cloud-based logistics system. The document could go over the system's numerous security 

threats, like data loss and cyber-attacks, and suggest ways to reduce those risks. For the logistics 

system to handle the growing user and data quantities over time, it must be dependable and scalable. 

To make sure the system can meet the rising needs of logistical operations, it might discuss the 

problems with dependability and scalability and offer alternatives. The research of [2] explains a 

layered security architecture strategy that incorporates security mechanisms at various IoT system 

tiers to improve the security of IoT systems. In the research of [3] with an emphasis on the sensors, 
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data analysis, and communication protocols employed, this paper gives a survey on various 

methodologies and approaches used in the development of cold storage monitoring systems using 

IoT. The state-of-the-art right now, as well as potential future research directions [4] it focuses on an 

overview of several IoT applications in the logistics business, including their advantages, difficulties, 

and prospective future research areas. It analyses numerous IoT technologies and their potential to 

improve logistics efficiency and sustainability. 

There are several gaps in the present research surveys, as shown in Table 1. The surveys lack an 

organized presentation and comprehensive, in-depth critical and comparative analysis. the necessity 

of putting strong security measures in place in WSN-based logistics monitoring systems to guarantee 

the integrity and safety of commodities and products throughout storage and transportation. We 

have produced this in-depth literature evaluation to add to the field and close the gaps in the present 

surveys. This study presents the most recent methods and cutting-edge strategies for logistic 

monitoring. 

Table 1. Summary of Surveys of Secure logistics monitoring system. 

Year 

s 

Main Focus Major Contribution Developments  in 

Our Paper 

2021 Focus on develop and 

implement a smart 

and secure logistics 

system. 

[1] the development and 

implementation of a smart and 

secure logistics system based on 

IoT and cloud technologies, 

which can optimize logistics 

processes and enhance supply 

chain security. However, it may 

be the need for further evaluation 

of the economic feasibility and 

cost- 

effectiveness of the proposed 

system and further investigation 

of the system's scalability and 

applicability in different logistics 

contexts. 

Our research could 

evaluate the scalability of 

the proposed logistics 

system by examining its 

ability to handle 

increasing volumes of 

data and users 

2020 Analyze the current 

state-of-the-art 

security solutions for 

IoT systems using a 

layered  

architecture approach. 

The study of [2] is proposing a 

layered security architecture 

approach for IoT systems that 

integrates security mechanisms at 

multiple layers. The gaps 

identified include lack of 

standardized security protocols, 

limited attention to privacy 

concerns, and inadequate 

consideration of physical  

Our survey presents 

proposing a layered 

security architecture 

approach for IoT systems 

and evaluating its 

potential impact on 

enhancing the security of 

IoT systems. 

  security measures.  
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2020 To review and analyze 

the current state-of-

the-art  

solutions for 

monitoring the cold 

chain using IoT 

technologies. 

The research paper [3] is to 

provide a comprehensive survey 

of the existing IoT-based 

solutions for cold storage 

monitoring, and to identify the 

strengths, weaknesses, 

opportunities, and threats of 

these solutions. However, it does 

not provide a detailed analysis of 

the economic feasibility and cost- 

effectiveness of these solutions in 

different practical scenarios. 

Our research presents the 

use of temperature and 

humidity sensors to 

monitor the condition of 

goods during 

transportation, and the 

use of cloud-based 

systems for data analysis 

and decision-making. 

2021 To  provide  a  

comprehensive  

review of the 

applications of IoT in 

the field of smart 

logistics, including the 

challenges, 

opportunities, and 

future directions. 

The paper [4] identifies various 

applications of IoT in smart 

logistics and discusses their 

benefits, challenges, and future 

directions. However, it does not 

provide a detailed analysis of the 

technical aspects of these 

applications. Additionally, it does 

not cover some important topics 

such as security and privacy 

concerns in IoT-based smart 

logistics systems. 

Our survey includes 

identifying the various 

applications of IoT in 

smart logistics, exploring 

the benefits and 

challenges of IoT in 

logistics, and proposing 

potential solutions for 

secure logistics 

monitoring based on IoT 

technology. 

The WSN-based logistics monitoring system features real-time data gathering and analysis, as 

well as security measures like encryption, authentication, and data transmission protocols that use 

little energy [4]. The strings in the systematic literature review were created by utilizing three 

synonyms for each word. A search protocol was followed, and papers published in the years 2020, 

2021, 2022, and 2023) were chosen for the search. Additionally, each term was searched across three 

databases and three synonyms. The first level of filtering is title-based, the second is abstract-based, 

and the third is objective-based. The first step in the filtering process was title-based filtering. 

Publications that failed to address the topic at hand were eliminated from the selected databases. In 

the second stage, abstract-based filtering was carried out. The third stage of filtering, which utilized 

objective-based filtering, is depicted in Figure 2. After all of the papers were sorted based on their 

objectives, a table displaying the papers was produced. The strategies to solve those issues were 

critically analyzed in the last section to determine their limitations. 
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Figure 2. Paper Organization. 

`This article is organized as follows: The systematic literature review procedure is covered in 

Section 2, the comprehensive literature review is offered in Section 3, and the performance analysis 

is covered in Section 4. based on examination of comparison and critical analysis. After Section 5 

examines the best possibilities, Section 6 provides findings. 

The paper [1] might consider a small selection of intrusion scenarios or attacks, which might not 

accurately represent all possible threats that a WSN might encounter. It might not make comparisons 

between the proposed IDS and currently deployed IDS s in the field or in literature. This can make it 

more difficult to evaluate the uniqueness or efficiency of the suggested IDS. Due to the low processing 

and memory capabilities of sensor nodes, DSs could not be scalable, especially in big WSNs. This 

may make it more difficult to identify and take action in response to security concerns in real-time, 

especially in large-scale WSNs. The Entropy weight fuzzy comprehensive evaluation approach 

described in [2] calls for weights to be established for each criterion. The Entropy weight fuzzy 

comprehensive evaluation method can only be used to evaluate quantitative data because choosing 

the right weights can be difficult and require subjective judgement. Its inability to evaluate qualitative 

data reduces its usefulness for several decision-making procedures. According to [3], the cost of 

implementing RFID technology on a wide scale can be high. This price may include the necessary 

hardware, software, as well as continuous support and maintenance, which may make it challenging 

for some businesses to implement the technology. The hardware, software, and communication 

protocols that make up the various parts of the intelligent logistics supply chain management system 

might not work together properly. Reduced efficiency, system problems, and communication 

breakdowns might follow from this. The research of [4] describes the design and validation of a 

traceability system based on Internet of Things (IoT) services and radio frequency identification 

(RFID) technology, designed to overcome the connectivity and cost-implementation issues typical in 

traceability systems. To track and trace the conditions of food while it is being transported, the RFID 
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layer incorporates temperature sensors inside RFID tags. The IoT paradigm solves interconnection 

issues between various technology providers by allowing diverse systems to be connected to the 

same platform. In their study, [5], they propose a logistics tracking information management system 

based on a wireless sensor network that uses wireless sensor nodes to track and manage logistics 

tracking information. They also designed a networked logistics tracking information management 

system to achieve remote real-time management of logistics tracking information. It may bring up 

the real-time and accuracy of logistics tracking information management, which is very important 

for the logistics sector's information security. 

2. Systematic Literature Review 

The research literature discussed in this study is methodically reviewed. The systematic searches 

were first carried out in accordance with a search procedure that was created. These searchers were 

directed by the creation of strings in accordance with the determined study query. Following that, a 

search method was developed to classify all of the searches in accordance with the search journals. 

Research publications were also screened based on their title, abstract, and goals in addition to being 

included based on their inclusion criteria. 

2.1. String Development 

Three synonyms for each term were used to create the strings. 

Research Question: Secure logistics monitoring system based on wireless sensor network? 

There will be twelve strings developed according to research question using various synonyms of 

each keyword. 

Table 2. Ontology Table. 

WORDS SYNONYM 1 SYNONYM 2 SYNONYM 3 

Secure Protected Riskless Encapsulated 

Logistics Supply chain Transportation Management 

Monitoring Observed Track Check 

Table 2.1. STRING DEVELOPMENT. 

Secure Protected  Riskless Encapsulated 

Secure logistics monitoring system based on wireless sensor network. 

Protected logistics monitoring system based on wireless sensor network. 

Encapsulated logistics monitoring system based on wireless sensor network. 

Riskless logistics monitoring system based on wireless sensor network. 

Secure Supply chain monitoring system based on wireless sensor network. 

Secure transportation monitoring system based on wireless sensor network 

Secure management monitoring system based on wireless sensor network. 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 21 December 2023                   doi:10.20944/preprints202312.1641.v1

https://doi.org/10.20944/preprints202312.1641.v1


 7 

 

Protected transportation system based on wireless sensor network. 

Protected management system based on wireless sensor network. 

Protected supply chain system based on wireless sensor network. 

Encapsulated management consisting the track using wireless sensor network. 

Encapsulated transportation system observed using wireless sensor network. 

2.2. Searching Protocol: 

In accordance with a searching procedure, articles published throughout a four-year period 

(2020, 2021, 2022, and 2023) were chosen for searching. Additionally, three databases (IEEE, Google 

Scholar, and Science Direct) and three synonyms for each keyword are included. The search 

techniques are displayed in Figure 3. The study topic was used to produce the strings, and 

publications were chosen from several databases. Of the 64 papers chosen, 15 were from IEEE, 19 

were from Science Direct, and 64 were taken from the Google Scholar database. 

 

Figure 3. Search Strategy using various Database. 
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2.3. Inclusion Criteria 

According to a developed inclusion criterion, all journal articles were included. White papers 

were not available. Not mentioned are the articles that have not yet been published. 

2.4. Filtering 

In the filtering step, we first do title base filtering, followed by abstract base filtering, and finally 

objective base filtering on all articles that were chosen from various databases. 

Figure 4 illustrates the first stage of the filtering process, which was title-based filtering. All 

articles from all the selected databases that we were chosen were omitted during the title base filtering 

since they were not pertinent to the problem's theme. Figure 4 depicts the filtering based on titles. It 

is evident how many studies were taken into account that are pertinent to our quest. 

 

Figure 4. Screening for research articles selection to deduce the research objectives. 
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Abstract-based filtering was done in the second section. As shown in Figure 4, all publications 

whose abstracts were unrelated to the issue were eliminated from the databases that were chosen. 

All the chosen databases had all the work removed that had nothing to do with the issue. 

Figure 4 illustrates the third stage of the filtering, which involved the use of objective based 

filtering. All materials that aren't relevant to their goals are filtered out. The sequential processes for 

finishing each phase are shown in Figure 4. After completing an abstract-based screening, which 

followed a title-based filtering, paper 06 was selected. The most current objective-based filtering 

chose 0 publications as having goals that matched the research topic. 

A table was created showing the papers organized by their aims after all of the papers were 

filtered according to their objectives. The goal basis filtering, abstract base filtering, and title base 

filtering are displayed in Figure 4. 

A table was created showing the papers organized by their aims after all of the papers were 

filtered according to their objectives. The acronyms used in this essay and their meanings are shown 

in Table 3. 

Table 3. Notations and their definitions. 

Acronyms Definition 

DA Detecting Attack 

P Performance 

SP Storage positioning 

HRA High recognition accuracy 

V Validation 

D Design 

TM Time management 

A Accuracy 

IDS Intrusion Detection System 

EWFEM Entropy weight fuzzy evaluation method 

RFID Radio frequency identification 

The goals of the research articles were determined and grouped into groups following the title 

and abstract-based grouping. This objective-based screening of the research articles under 

consideration is shown in Table 3, along with their relative importance for achieving those aims. The 

following are the categories of goals: Attack detection (DA), Performance (P), Storage positioning 

(SP), High recognition accuracy (HRA), Validation (V), Design (D), Time management (TM), and 

Accuracy (A) are the acronyms used to describe these processes. 

Table 4. Objective-based screening. 

Ref 

. 
DA P SP HRA V D TM A 

[1]         

[2]         
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[3]         

[4]         

[5]         

[6]         

In the study [5], we give a taxonomy of security threats, a variety of IDS techniques for detecting 

assaults, and performance criteria for evaluating the IDS algorithm for WSNs. Secure communication 

between the sensor nodes and the base station is necessary for all WSN applications. Various threats 

are introduced into WSN because of adversary breaches at the sensor nodes. To protect against the 

security threat, a proper Intrusion Detection System (IDS) is therefore necessary in WSN. IDS 

strategies for WSN are categorized according to the method used to identify attacks. 

A test program was created to mimic several user’s login into the system simultaneously to 

complete tasks to assess the system's performance based on the research of [6] monitor. 

The management system is tested based on the results of the research of [7] the information 

management process of traditional logistics company, including access, storage positioning and 

monitoring, and distribution monitoring and management. The results of the testing demonstrate 

that this system has some deployment reference relevance and practical application value, and to a 

certain extent, it may aid in raising the level of logistics supply chain management intelligence and 

achieving the study's anticipated purpose. 

The research of [8] shows the design and validation of a traceability system based on Internet of 

Things (IoT) services and radio frequency identification (RFID) technology, designed to overcome 

the connectivity and cost-implementation issues prevalent in traceability systems. In order to detect 

and trace the conditions of food while it is being transported, the RFID layer incorporates 

temperature sensors inside RFID tags. The IoT paradigm solves connectivity issues between various 

technology providers by allowing diverse systems to be connected to the same platform. 

In their research, [9] proposes a wireless sensor network-based logistics tracking information 

management system that uses wireless sensor nodes to track and manage logistics tracking 

information. They also design a networked logistics tracking information management system that 

allows for remote real-time management of logistics tracking information. It may bring up the real-

time and accuracy of logistics tracking information management, which is very important for the 

logistics sector's information security. 

A supply chain financial logistics oversight system is built using the Internet of Things according 

to [10] study. It explains the theory behind supply chain finance, smart environments, and Internet 

of Things technology, and it does a specific examination of the logistics supervisory system.  In our 

exploration of a secure logistics monitoring system based on a wireless sensor network, our research 

draws upon foundational insights presented in [26–35] 

3. Detailed Literature 

Techniques: 

The following table lists the methods and various procedures used in research articles. 
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Table 5. Summary of methodologies of Secure logistics monitoring system. 

Ref. Technique Methodology 

[5] Intrusion Detection 

System (IDS) 

IDS strategies for WSN are categorized according to the 

method used to identify attacks. the classification of security 

threats, several IDS detection methods, and performance 

criteria for evaluating the IDS algorithm for WSNs. 

[6] Entropy  weight 

fuzzy comprehensive 

evaluation method 

To evaluate the platform planning scheme, use a fuzzy, 

comprehensive evaluation approach with entropy weight. 

The wireless network uses a multizone network networking 

technique to segment the overall coverage area into several 

smaller regions. Control of a sub-area is the responsibility of 

each wireless access point. Each wireless access point will 

also transform into a mobile terminal and the backbone of 

the network at the same time. 

[7] RFID technology Wireless sensor network software and hardware are the 

foundation upon which WSN and RFID are constructed, and 

it is here that the intricate design of the logistics supply chain 

management system business process is mostly completed. 

The information management process of conventional 

logistics company, including access, storage positioning and 

monitoring, and distribution monitoring and management, 

is realized when the two primary approaches suggested in 

this article are combined. The management system is tested 

on this basis. 

[8] Radio  frequency 

identification  

(RFID) technology and 

Service (DaaS) billing 

scheme 

To detect and trace the conditions of food while it is being 

transported, the RFID layer incorporates temperature 

sensors inside RFID tags. The cost implementation 

difficulties are handled using the Data as a Service (DaaS) 

pricing model, which avoids the significant initial 

investment that these high-tech solutions frequently need by 

charging customers only for the data they use, rather than 

for the installed equipment. 

[9] JAVA technology For design and development, the JAVA technology platform 

is chosen, the SQL Server database is chosen for the system's 

backend, and a straightforward and user-friendly WEB 

interface is built for the system's user service side to satisfy 

the demands of a userfriendly environment. The system's 

implementation also contributes in certain theoretical and 

practical ways to the design and advancement of related 
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logistics tracking information management systems based 

on wireless sensor networks. 

[10] Wolf group algorithm We gather and compute logistics data using the wolf group 

algorithm's hunting and siege formula, and then we examine 

how well the logistics supervision system really performs in 

practice. 

4. Performance Analysis  

4.1. Critical Analysis  

The critical evaluation of each method for identifying and preventing wormhole attacks is 

summarized in Table 4. There is a list of all the schemes' goals as well as their restrictions. 

A WSN may not be exposed to the entire range of possible assaults that a WSN would encounter 

in the real world since [5] only takes a small number of intrusion scenarios or attacks into account. It 

might not make comparisons between the proposed IDS and already-used IDSs in the literature or in 

actual installations. The evaluation of the originality or efficacy of the suggested IDS may be 

hampered as a result. Due to the sensor nodes' constrained processing and memory capabilities, DSs 

could not be scalable, especially in big WSNs. Particularly with large-scale WSNs, this may make it 

more difficult to identify and address security concerns in real time.  

The Entropy weight fuzzy comprehensive assessment approach described in [6] calls for weights 

to be established for each criterion. The Entropy weight fuzzy comprehensive evaluation technique 

can only be used to evaluate quantitative data since choosing the right weights can be difficult and 

involve subjective judgement. Its inability to evaluate qualitative data reduces its usefulness for 

several decisionmaking procedures. 

In [7] RFID systems may be expensive, especially when used on a wide scale. This price may 

include the necessary hardware, software, as well as continuous support and maintenance, which 

may make it challenging for certain businesses to implement the technology. The hardware, software, 

and communication protocols that make up the various parts of the intelligent logistics supply chain 

management system could not work together properly. Reduced efficiency, system problems, and 

communication breakdowns could follow from this. 

In [8] RFID systems may be expensive, especially when used on a wide scale. Some businesses 

may find it challenging to embrace the technology because of these expenses, which may not be fully 

disclosed up front by DaaS providers. These costs may include hardware, software, and ongoing 

maintenance and support. For instance, there can be extra charges for bandwidth consumption or 

data storage that are not accounted for in the initial cost. Some DaaS vendors have inflexible price 

structures that prevent modification. For clients with certain usage patterns or requirements, this may 

be an issue. 

In [9] Compared to programs written in other languages like C or C++, Java programs often run 

more slowly. This is due to the performance impact of Java programmers’ need to be interpreted or 

compiled at runtime. Java applications have a tendency to use a lot of memory, which can be 

problematic for applications that must operate on systems with memory constraints. 

The use of IoT technology in supply chain management raises privacy and security problems, 

which [10] may not sufficiently address. This can hinder the system's acceptance and usefulness in 

practical situations. It might not offer a thorough cost benefit analysis of the suggested solution, 

which might restrict its usefulness in actual situations. 
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Table 6. Summary of critical analysis of logistics monitoring system. 

Detection  Effort  Technique Short coming 

Algorithm Year 

[5] 2020 Intrusion  Detection 

System (IDS) 

Inability to respond or stop attacks  

upon detection [11] 

Scalability issue [12] 

[6] 2021 Entropy weight fuzzy 

comprehensive 

evaluation method 

Difficulty in determining weights and  

limited to quantitative data [13] 

Security Vulnerabilities [14] 

[7] 2023 RFID technology Not as accurate, reliable expensive or  

Compatibility issues [15] 

Cost and Scalability [16] 

[8] 2023 Radio frequency 

identification (RFID) 

technology and Service 

(DaaS) billing scheme 

RFID is less precise and reliable. 

Expensive.  

The cost of the service (DaaS) pricing 

model is greater, and there is less 

customization and control [17].  

To prevent unauthorized access and 

data breaches in such systems, security 

and privacy safeguards must be 

developed [18]. 

[9] 2023 JAVA technology It is very slow and has restrictions on 

platforms [19]  

The algorithm may still spend a lot of 

energy if it is not energy-efficient, 

which might shorten the life of WSN 

nodes and decrease the efficiency of the 

system [20]. 

[10] 2021 Wolf group algorithm Lack of privacy and security. Cost-

effectiveness [21]  

To defend the system from cyber- 

attacks, it is crucial to establish strong 

security  measures  including 

encryption, access control, and data 

backup. [22] 

Research Gap: 

The following Table shows the gaps in previous studies and their solution are also discussed 

below. 
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Table 7. Research Gap. 

Ref. Research Gaps Solutions 

[5] Low Scalability issue Hierarchical IDS architecture 

that uses a clustering  

algorithm 

[13] Difficult weight determination Load  cell  sensor  and  a 

calibration method 

[14] High Security Vulnerabilities Advanced  Encryption 

Standard (AES) to secure 

[20] Low optimization and reduced 

effectiveness 

Integration with other systems 

[21] Issue of security and privacy Wolf group algorithm 

Conclusion 

This study identified the security and privacy challenges in smart logistics systems, the source 

of cyber-attacks prevalent in smart logistics contracts, which is a critical issue for the optimal 

operation of logistics operations. This research paper made a valuable contribution to mitigating 

security and privacy concerns in intelligent logistics systems by introducing a logistics management 

system that utilizes Cryptographic Hash Functions. By implementing Role-Based Access Control, this 

system bolsters security against cyber-attacks and ensures the privacy of customer data when shared 

among various logistics stakeholders. The results indicate that the utilization of Cryptographic Hash 

Functions for sharing customer data among logistics partners effectively protects against cyber-

attacks. The proposed system ensures asset security, and based on the case study evaluation, 

demonstrates resilience against a wide range of security and privacy threats. Despite its importance, 

this study has certain limitations. One of the limitations is the substantial overlap between research 

on logistics and supply chain management (SCM). While our focus primarily centered on logistics 

tasks, the broader context of SCM was not extensively explored. 
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