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Abstract: UAVs are becoming a crucial tool in modern warfare, primarily due to their
cost-effectiveness, risk reduction, and ability to perform a wider range of activities. The use of
autonomous UAVs to conduct strike missions against highly valuable targets is the focus of this
research. Due to developments in ledger technology, smart contracts, and machine learning, such
activities formerly carried out by professionals or remotely flown UAVs are now feasible. Our study
provides the first in-depth analysis of challenges and potential solutions for successful implementation
of an autonomous UAV mission.
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1. Introduction and motivation

For several decades, the United States has employed remotely piloted Unmanned Aircraft Vehicles
(UAV) across its military services [1]. As several military analysts have pointed out, UAVs are attractive
from both strategic and tactical standpoints because they are cheaper to deploy than crewed (i.e.,
manned) aircraft and they can carry out dangerous missions without risking human lives [2].

In addition, with the gradual introduction of more and more sophisticated UAVs, supported by
advances in machine learning (ML), several new types of missions are within reach. These include
cargo and resupply, air-to-air combat, close air support, communication relays, aerial refueling,
search-and-rescue, and counterterrorism missions [3]. It is becoming evident that, due to increased
technological sophistication and reduced size, UAVs are well suited to carry out many types of missions
that, until very recently, could only be performed successfully by crewed aircraft. Such considerations
could enable the military to station UAVs closer to the front lines than crewed aircraft, potentially
reducing the time to carry out time-sensitive missions.

As the US is withdrawing from conflicts around the world, the military will have to increasingly
rely on UAVs for various missions including intelligence, surveillance, and acquisition of ground
targets in counterterrorism missions [4,5].

It is widely known that the U.S. Department of Defense (DOD) is developing several experimental
concepts such as aircraft system-of-systems, swarming, and lethal autonomous weapons that explore
new ways of employing future generation UAVs [3,6-8]. Aligned with this effort, the main vision of
this paper is to take UAVs to the next level of sophistication by enabling autonomous UAVs to carry
out strike missions against entrenched high-value terrorists.

While, in the past, such missions were carried out by Special Operations personnel and/or by
remotely-piloted UAVs, recent advances in blockchain technologies, smart contracts, and ML have
made it possible for these missions to be carried out successfully by autonomous UAVs. Our first
main contribution is to identify the main challenges that have to be overcome to implement our vision;
our second main contribution is to propose preliminary solutions to those challenges. To the best of
our knowledge, ours is the first paper in the literature available to us, that discusses the challenges
inherent in making such missions feasible and the ways in which these challenges can be successfully
overcome.

© 2024 by the author(s). Distributed under a Creative Commons CC BY license.
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The remainder of the paper is structured as follows: Section 2 introduces our working scenario
and basic assumptions. Section 3 identifies the main challenges involved in enabling autonomous
strike UAVs. Next, Section 4 provides preliminary solutions to the challenges identified in Section 3.
Section 5, given a collection of tasks Ty, Ty, - - -, T, that have to be executed as part of the mission,
evaluates the conditional probability of a successful completion of a future task, say T;, 1, given the
completion status of the currently executed task, T;. Further, Section 6 identifies some of the sensor
types that are provided in the UAV in support of its autonomous mission. Section 7 offers the details of
our machine learning framework in support of autonomous strike UAVs as well as a host of empirical
evaluations. Finally, Section 8 offers concluding remarks and maps out directions for future work.

2. Working scenario — A high-level description

It has been recognized that UAVs have tremendous potential for air-to-ground strike missions.
A strike UAV has the capability to launch weapons such as precision-guided missiles against a ground
target. While the state of the art in air-to-ground strike missions is that there is always a man in the
loop, in the sense that the UAV is piloted remotely, the vision of this work is to leverage the latest
technology to enable fully autonomous strike UAVs.

With this in mind, throughout this paper, we assume that a UAV, henceforth referred to as a
drone, is deployed in support of a strike mission involving a high-value terrorist target in a foreign
country. Such missions may well operate in “contested territory” in which terrorist forces have an
active presence. By their nature, these missions are top secret and do not rely on intelligence collected
from foreign state actors. In fact, the mission may be deployed without the specific approval of foreign
state actors.

Given the context of the mission we are contemplating, we assume that the targeted terrorist
organization does not have the wherewithal to take out or jam US communication satellites and,
consequently, we rely on satellite-to-drone communications for the duration of the mission.

We further assume that the drone carries, as part of its payload, standard on-board sensory
equipment, including a gyroscope (or inertial navigation system), electro-optical cameras, and infrared
(IR) cameras for use at night, as well as synthetic aperture radar (SAR). SAR is a form of radar used to
create two- or three-dimensional reconstructions of objects, such as landscapes. SAR uses the motion
of the radar antenna over a target region to provide finer spatial resolution than conventional radars.
Such missions must avoid civilian casualties. In fact, we assume that the mission will be aborted if
civilians are close to the intended target. In this regard, night missions are safer to execute, because
civilians (especially children) are very unlikely to be present, but they require far more sophistication
in terms of localization and imagery processing.

Figure 1 provides a comprehensive overview of our working scenario. Here, we see a network of
systems working together to achieve a targeted mission. The systems consist of a base station (also
referred to as a Mission Control Center (MC2)), a satellite communication system, a UAV (complete
with an on-board Blackbox (BBX), a Smart Contract (SC)), and a blockchain (on the ground). While this
paper assumes a single UAYV, the proposed system is equally applicable to multiple coordinated UAVs.

Preparing a mission of the type we have in mind, requires the UAV to execute a number of training
runs both day-time and night-time, each intended to evaluate the sequence of tasks (see Section 5) that,
collectively, make up the mission. The data collected in each such training run is carefully analyzed
by human experts back at the MC2 to establish the conditional probability of a future task given the
status of the current one. Data from successive runs are aggregated by human experts at the MC2 and
used to train an ML model. Specifically, human experts analyze the flight information stored in the
on-board Black Box (BBX, for short), e.g., collected drone imagery along with maneuvers performed by
the UAV in response to sensory information. As a result, human experts are able to assign conditional
probabilities to individual tasks based on the successful or partly failed status of the previous task in
the sequence. As already mentioned, strict conditions for avoiding civilian casualties are stipulated
and encoded as part of the SC that is to oversee the mission.
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Figure 1. A comprehensive overview of the working scenario.

In our vision, once the drone is trained, it is ready to carry out the mission autonomously, without
the need for continuous communication with the MC2. This absence of communication is crucial for
security purposes, as it prevents unauthorized access and tampering with the data or drone operations.

3. Challenges

In order to make the vision of autonomous strike UAV a reality, several technical challenges have
to be overcome:

e  Tamper-free collection and storage of accurate in-flight sensory data. Indeed, reliable, untampered
data collected during training missions are absolutely necessary to train the ML model. Such
data is also essential for auditability purposes, especially if the mission is aborted. Finally, the
provenance of each piece of sensory data will have to be recorded and ascertained;

*  Determining exact drone location. This challenge contains, as a sub-challenge, the time
synchronization of the drone and the MC2. While initially the drone and the MC2 are assumed
to be synchronized, due to clock drift, synchronization may be lost and needs may need
re-synchronization. In addition to time synchronization, the drone has to know its exact location
(e.g., its 3-D geographic or polar coordinates) all the time;

¢  Enabling secure communication between the MC2 and the drone. Such communication may
involve time-dependent frequency hopping and, as such, requires tight time synchronization
between the two;

e Identifying the target and confirming that the target is clear of civilians. A fundamental
requirement of a successful mission is to avoid civilian casualties;

¢  Allowing dynamic mission changes. This presupposes that some form of reliable communication
has been established between the MC2 and the drone.

¢  Tamper-resistance: if downed or captured, the drone should blank/destroy its BBX.

4. Technical details: addressing the challenges

The main goal of this section is to outline ways in which some of the challenges identified in
Section 3 can be addressed. Our solutions are, necessarily, sketchy but should give the reader a sense
of what the technical solutions involve.

4.1. Tamper-free collection and storage of sensory data

In our vision, the workhorse of the mission is the on-board BBX implementing, for the duration of
the current flight, the functionality of an append-only ledger. As such, the BBX records and stores every
piece of sensory data collected by the drone’s sensors, along with a time stamp and provenance. In
addition, the BBX serves as an on-board command and control center. Pre-flight, the BBX is loaded with
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the individual tasks that make up the mission, with the aggregated conditional probabilities discussed
in Section 5, confirmed by human experts at MC2. The integration of advanced BBX and append-only
ledger (i.e., blockchain) technology creates a powerful and secure system for data collection and
mission management. In our system, the BBX functions as an essential safeguard for the information
collected by the drone, while at the same time, ensuring integrity, traceability, transparency, security,
and auditability. Each data entry or transaction can be traced back to its origin, making it easier to
verify its authenticity and identify any potential issues.

4.2. Determining exact drone location

Localization is one of the fundamental challenges in autonomous navigation and has received
extensive attention in the scholarly literature [9-14]. Since, as already mentioned, GPS communications
are available to the mission, we contemplate using GPS for both synchronization (to within 100
nano-seconds) with the MC2 and drone localization [2,14].

4.3. Enabling secure communication between the MC2 and the drone

One of the fundamental tasks that have to be performed as part of a successful mission
is communication with the MC2. Depending on the specifics of the mission, two types of
communication may be required. For missions deployed within about 50 miles of the MC2, line-of-sight
communications may be used. For missions beyond 50 miles from the home base, non-line-of-sight
(NLoS) communications are required. In this paper, we assume NLoS control communications between
the MC2 and the drone, forwarded through one of the several satellite constellations established, for
similar purposes, by the US military [3]. If, however, the communication link to the MC2 is lost, the
drone is programmed to return to its base, and the mission is aborted.

4.4. Identifying and confirming target

As already mentioned, the missions we contemplate involve a number of training runs whose
stated goal, among others, is to locate and identify the target (which, to fix ideas, we assume the target
to be an isolated building). The location of the building is acquired through day-time training missions
and confirmed by a human expert at the MC2. The same is repeated during subsequent night-time
training runs, where the target is confirmed using IR and SAR imagery. As already mentioned, the
mission is aborted if civilians are identified close to the target. However, since we envision a night-time
execution of the strike, the presence of civilians in close proximity to the target is a very unlikely event.

4.5. Allowing dynamic mission changes

It is essential for the MC2 to be able to order aborting a mission in progress. This is accomplished
by sending a specific encoded message to the drone using the communication channel. Such an order
will have to be confirmed by the drone using a different communication channel, such as a different
satellite in the constellation.

5. Evaluating the probability of mission success

We take the view that the mission involves performing a sequence of tasks Ty, T, - - - , Ty, - - - . Let
the sequence of tasks performed by a given drone be observed and evaluated by a SC and their outcome
recorded in an on-board, tamper-free, append-only ledger, implemented as a standard on-board BBX.
While, in this work, we assume that the tasks are atomic and indivisible, in reality, each task could be
an amalgam of other, simpler tasks. An example would be the localization task, one of the fundamental
tasks to be performed by the drone. This task typically involves a Markovian sequence of other tasks,
each processing sensor readings and inertial system input [9]. In this context, a task is considered
either “successfully completed” (“successful”, for short), or “partially completed” (“incomplete”, for
short), depending on whether or not certain task-specific performance parameters are met.
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We assume that just prior to being deployed, the drone’s on-board BBX was loaded with a SC
cognizant of the tasks to be performed and of the conditions under which the mission cannot be
completed successfully and should be aborted. We assume that such conditions are expressed in terms
of the unconditional probability of a task being completed successfully. Since each task in the sequence
of tasks contributes to the success of the mission if the probability of success of any task is below a
mission-specific threshold, the SC will inform the MC2 and seek permission to abort the mission and
return to base.

In the light of the above, in the remainder of this work, we concern ourselves with reasoning about
the outcome of a future task, given the observed sequence of completed tasks. As already mentioned,
the goal is to advise the MC2 on the likelihood of mission failure as a result of improper completion of
individual tasks.

For a positive integer k, (k > 1), let Ay denote the event that task Ty has been completed
successfully. Our basic assumption is that the following relation holds true

Pr[Agy1]|Ax M A1 N -+ N Ay N Aq] = Pr[Aggq|Ag]. 1

Equation (1) states that the outcome of the (k + 1)-th task, in terms of being successful or incomplete,
only depends on the completion status of the previous task, namely task T}, and not on the status of
earlier tasks.

Recall that the SC associated with the mission stipulates the conditions that have to be met for a
mission to be aborted. In our derivation, p; = Pr[A;], the probability that the first task is successful,
plays a distinguished role. A good example of the first task to be performed as part of the overall
mission is drone localization. If the drone is deployed from an aircraft, say, a C-130 transport aircraft,
then with a high probability, the initial localization task will be successful. Otherwise, it might not.
With this in mind, in Subsection 5.1 p; will be assumed to be known, while in Subsection 5.2 p; will be
assumed to be unknown. We begin by introducing notation:

e Let Pr[Ax,1]|Ax] be the conditional probability that the (k + 1)-th task is successful given that the
k-th task was successful;

e Let Pr[Ag,1]|A] be the conditional probability that the (k + 1)-th task is successful given that the
k-th task was incomplete;

e Let Pr[Ax,1|Ak] be the conditional probability that the (k + 1)-th task is incomplete given that
the k-th task was successful;

e Let Pr[A;, | A4] be the conditional probability that the (k + 1)-th task is incomplete given that
the k-th task was incomplete.

We use t(s,s), T(u,s), T(s,u), T(uw,u), as shortcuts for Pr[Aj.1|Ax], Pr[Ars1]|Ax],
Pr[Ai1|Agl, PrAgi1|Ag-

While these conditional probabilities are, in general, functions of k, we assume that they are all
time-independent, and will drop any reference to k, writing (s, s), T(u,s), T(s,u), T(u, u). We assume
that these conditional probabilities are known for the specific mission in support of which the drone
is being deployed. Indeed, the various probabilities can be learned during the training runs and are
loaded into the BBX at deployment time. Certainly, the SC knows these conditional probabilities as
well.

doi:10.20944/preprints202401.0072.v1
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5.1. When the probability p1 is known

In this subsection, assuming a known value for p; as well as the conditional probabilities defined
above, we are turning our attention to the task of finding the unconditional probability of the event that
the n-th task is successful, for n > 2. Using the Law of Total Probability we write

Pr[An] = Pr[An|A,_1]Pr[A,_1] + Pr[As|A,_1] Pr[A,_1]
7(s,8) Pr[A,_1] + t(u,s) Pr[A, 1]
— 2(5,5) PrlAy 1] + [1 - T(u,1)][1 — Pr[A, 1]
— Pr{Ay ] [2(s,) + Tl ) — 1] + [1 - T(u,u)]
= APr[A,q]+n, 2)

where A = 7(s,s) + t(u,u) —1and u = 1 — 7(u, u). For further reference, we note that

T(s,s) = A+ . (©)
In order to avoid trivialities, we assume that A is different from —1, 0, and 1. Indeed, A = —1 implies
T(s,s) + t(u,u) = 0 which, in turn, implies that 7(s,s) = 7(u,u) = 0. Similarly, A = 1 implies
7(s,s) + 7(u,u) = 2 which, in turn, implies 7(s,s) = 7(u,u) = 1. Finally if A = 0 then Pr[A,] = y for

all n > 2. In such a case, however, the sequence of task outcomes is rather trivial. Thus, from now on,
we assume 0 < |A| < 1. Now, (2) and Pr[A1] = p1, combined, yield the following recurrence:

) m forn =1,
Prida] = { APr[A, 4]+ p forn > 2. @)

A simple telescoping argument affords us the following closed form for Pr[A,], (n > 1):

Pr[Ay] = [pl - A] At (5)

5.2. When py is unknown

We now assume that p; is merely a parameter and that we have no knowledge about whether or
not A will be successful. In this case, we will be evaluating the following conditional probabilities:

®  Pr[Aj,1]|A;] - the conditional probability that the (k + 1)-th task is successful given that the first
task is successful. We use p (s, s) as a shortcut for Pr[Ax,1|A1];

®  Pr[Aii1]|A1] - the conditional probability that the (k + 1)-th task is successful given that the first
task is incomplete. We use p (1, s) as a shortcut for Pr[Ag1|A1];

®  Pr[Aj.,1]|A;] - the conditional probability that the (k + 1)-th task is incomplete given that the first
task was successful. We use p (s, u) as a shortcut for Pr[Aj 1| A1].

®  Pr[A1]|A1] - the conditional probability that the (k + 1)-th task is incomplete given that the first
task was also incomplete. We use py(u, 1) as a shortcut for Pr[Ag,1|A1];

We note that the semantics of the conditional probabilities just defined do not allow us to drop the
subscript k from pi(s,s), px(u,s), px(s, u) and px(u, ). We begin by evaluating px (s, s).

px(s,5) = Pr[Agyq|A1] = Pr[Agiq N (A U A) [Ad]
= Pr[Agq NAg|AL] +PrAg 1 N Al Adq]
= Pr[Agy1]|Ax N Aq] Pr[Ag[Aq]

+  Pr[Ag | Ag N Aq] Pr[Ag|Aq]. (6)

Let us note that

doi:10.20944/preprints202401.0072.v1
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* By (1), Pr[Ags1|Ax N Aq] = Pr[Aq|Ax] = ©(s,5);
o Pr[AAl] = pr_1(s,5); -~
e Similarly, Pr[Ag 1|Ax N A1] = Pr{Ag1|A] = T(u,8) =1 —7(u,u);
*  PrlAg]A] =1—=Pr[AA] =1 —pi_a(s,s).
On replacing the expressions above into (6), we write
oi(s,s) = T(s,8)pi1(55) + [1—T(1, )] [L = p_1(s,5)]
= pr_1(s,8)[t(s,8) +t(u,u)—1]+1—7(u,u)
= Apk-1(s,5) + 1, )

where A and j were defined in Subsection 5.1. As before, we assume 0 < |A| < 1. Now, noticing that
p1(s,s) = 7(s,s), we obtain the following recurrence for Pr[A; 1|A1], (k > 1):

) At fork=1;
Pils,s) = { Aox—1(s,8) +u fork >2. ®)

Simple manipulations yield the following closed form for p(s,s) for k > 1:

pk(s,s) = [T(s,s)—lf/\] )tk_l—l—%
= N Y = S
B {Aﬂl 1—)»])t 1A
1-A—p g, M
T w

(1—1&\) Ay B )

which is the desired closed form for pi(s,s). Next, we turn our attention to the task of evaluating
px(u,s). We notice that

p1(u,s) = Pr[As|A1] = t(u,8) =1 —t(u,u) = p. (10)
Further, for k > 2, we write
pr(u,8) = Pr[Agpa|A1] = Pr[Agp 0 (AU Ag) [Ad]
= Pr[Agq N Ap|A1] +Pr[Ag g N A A4]
= 1(s,s)pr-1(,8) + [L = T(u,u)] [1 — pr—1(n,5)]
[e(s,5) + T(at,4) — 1] pic1(1,5) + 1 — T(ut )

= Apx—1(u,8) + p. (11)

Notice that (10) and (11) lead quite naturally to the following recurrence describing the behavior of

pk(urs)'

) fork =1,
Pr(1,5) = { Apg_1(u,s) +u fork >2, (12)

from where we obtain the following closed form for py(u, s) for k > 1:

o (11, 8) = % [1 - Ak] : (13)


https://doi.org/10.20944/preprints202401.0072.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 3 January 2024 doi:10.20944/preprints202401.0072.v1

8of 17

Finally, we turn our attention to computing the unconditional probability of A,. Conditioning on A,
we write

Pr[A] Pr[An|A1] Pr[Aq] + Pr[A,|Aq] Pr[A]

p10n-1(8,8) + (1 = p1)pn—1(u,s)
= pn-1(w,8) +p1lon-1(s,5) — pu—1(1,5)]

— _L n—1 L
= (i) v e 19

which, amazingly, matches the expression of Pr[A,]| derived in (5). Equations (5) and (14) provide us
with the probability of a mission of # tasks being successful, given the relationship between adjacent
tasks. This is very helpful in designing a UAV mission. Obviously, as the number of tasks in a mission
increases, the probability of its success decreases, depending on the interdependence between the
tasks.

6. Sensors utilized in autonomous UAV missions

This section discusses various sensors built into the UAV that enable it to operate over any type of
area and in all weather conditions. Proper choice of sensor configuration is utilized to improve mission
success by ensuring accurate navigation, target identification, engagement accuracy, and damage
assessment [15]. The authors in [16] present a comprehensive review of sensors.

®  GPS sensor: Offers current location information necessary for positioning and navigation. high
precision in height, longitude, and latitude determination. During the entire mission, it assists
the UAV with navigation and spatial orientation.

*  Accelerometer: This device calculates the UAV’s acceleration, which helps with an investigation
of flight dynamics and stability. important for keeping an eye on the UAV’s required motion
profile during takeoff, in-flight adjustments, strike execution, and landing.

*  Gyroscope: Maintains the UAV’s angular velocity and orientation. Provides stability in flight
and accurate targeting when carrying out the attack.

e  Battery sensor: Keeps track of the health and charge level of the battery. It ensures the UAV
has enough power to complete the job, which is essential for the accomplishment of extending
operations.

*  Electro-Optical sensor: During the day, it records visual imagery with excellent resolution.
important for damage assessment, target confirmation, and observation.

e Infrared sensor: Provides thermal imaging, which is especially useful in low-light circumstances.

Captures heat signatures to enable target detection and surveillance during night missions.

*  Synthetic Aperture Radar (SAR): Provides terrain analysis and change detection. Provides
vital data on geographical features and environmental changes, regardless of weather or light
availability.

e  High-Resolution camera: Provides detailed visual data for surveillance and target identification.

It helps identify the target and assess post-strike damage.
¢ Anemometer: Determines direction and speed of wind. Provides information to the UAV’s

navigation and stability systems, which can then adapt to the wind to improve flying accuracy.

The incorporation of several sensors into the UAV platform provides a robust system capable of
operating in difficult situations and carrying out crucial missions with great precision and minimal
collateral damage. The sensor suite not only helps with the primary goal of target neutralization but
also ensures the UAV’s safety and efficiency during the mission duration [17,18].

7. Machine Learning Methodology

Autonomous drones for military tasks show potential when using ML algorithms. Although
Artificial Intelligence (AI) has not been widely used in battlefield settings, the consensus among
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military analysts is that Al technologies (including ML) could have a significant impact on future wars
[3,19]. Indeed, advanced ML algorithms can learn from past experience, adapt to novel conditions, and
make correct decisions autonomously. All of this enhances the drones’ ability to execute complex tasks
and navigate challenging environments. Furthermore, the capacity of ML to process and interpret vast
amounts of data in real-time can enhance the situational awareness of autonomous drones, thereby
improving their precision and efficiency [20].

We used analytical expressions to figure out how likely it is that a UAV mission will succeed in the
previous section. In this section, we use a ML model [3,19] that can be trained on data from previous
training missions, put on the UAV, and used to make decisions in real-time about its final mission.
The drones’ situational awareness, accuracy, and efficiency are improved because of ML's ability to
manage and analyze enormous data volumes in real-time [20]. In this work, we have used a Random
Forest Model to identify successful UAV missions based on the provided features of the mission tasks.

7.1. Random Forest Model

For the analysis of our UAV mission dataset, we chose Random Forest, a powerful machine
learning classifier introduced by [21]. This model uses a majority vote approach to assign a class based
on the predictions of many decision trees. We selected the Random Forest (RF) technique because of
its better capability to handle high-dimensional data and resistance to over-fitting, which is critical
given the multidimensional nature of our synthetic dataset. As indicated, the dataset includes a wide
range of features from multiple sensors, each of which contributes complex data about the UAV’s
performance across various mission tasks.

Our Random Forest model implementation relies on the Scikit-learn package [22], which is
well-known for its efficiency and applicability in machine learning tasks. The number of decision trees
in our model was set to n 500 when it was built. This value provides an appropriate balance between
computing efficiency and model accuracy. To prevent over-fitting, the maximum depth for each tree
was limited to five levels.

The dataset was randomly divided into two parts for training and validation: 80% for training
and 20% for testing. The strength of a random forest lies in its ability to utilize the data discrimination
capabilities of individual trees, creating an effective classification model. This feature is very useful
for our dataset, which consists of P data points and Q characteristics and covers a wide range of
mission-specific metrics and sensor readings [23]. By combining decisions from several trees, the
Random Forest model is better able to handle the complicated and possibly non-linear relationships
in our dataset. This dataset includes mission-specific metrics (like success rates for each task) and
multiple sensor readings (like GPS coordinates, battery levels, and environmental sensors).

7.2. Data Description

Unmanned aerial vehicle (UAV) training exercises are critical for preparing UAVs for real-world
missions. During these training sessions, UAVs are deployed to carry out simulated missions that
closely match actual military conditions. A critical component of that process is the thorough collection
and analysis of data by human professionals. From takeoff to return to base, these specialists
carefully monitor and assess a wide range of parameters linked to each task of their mission. They
meticulously calculate a success ratio for each mission, capturing the effectiveness and precision of
the UAV’s performance in various environments. The cumulative assessment of these task-specific
success rates, together with a thorough review of the mission’s overall execution, helps the human
expert assess whether the operation may be classified as successful or unsuccessful. This detailed,
expert-driven analysis is critical to improving UAV capabilities and ensuring their ability to prepare
for real deployment.

Due to the absence of military UAV sensor data, a synthetic dataset has been created to precisely
simulate these sensor readings. Figure 2 shows a detailed overview of a simulated dataset of the UAV
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training missions. The work addresses the lack of real-world operational data in unmanned aerial
vehicle missions, particularly in sensitive operations such as high-value target eradication.

GPS_Latitude GPS_Latitude
GPS_Longitude GPS_Longitude
GPS_Altitude GPS_Altitude
GPS_Speed GPS_Speed

Accelerometer_Motion Accelerometer_Motion

Battery_Level Battery_Level

Electro_Optical_Visibility Electro_Optical_Visibility

Task 1: takeoff Task 4: engagement_decision

Infrared_Visibility Infrared_Visibility

SAR_Terrain_Analysis SAR_Terrain_Analysis
High_Res_Camera High_Res_Camera

Anemometer_Wind_Speed Anemometer_Wind_Speed

Al_Decision Al_Decision

Gyroscope_Stability Gyroscope_Stability
Success_Ratio Success_Ratio
GPS_Latitude GPS_Latitude

N\
GPS_Longitude | GPS_Longitude

\
A\|

GPS_Altitude GPS_Altitude
Ses atiue |
GPs_Speed GPs_Speed

Accelerometer_Motion Accelerometer_Motion

Battery_Level Battery_Level

Electro_Optical_Visibility

A\
Electro_Optical_Visibility \

Infrared_Visibility Task 2: navigate_to_target Mission1 Infrared_Visibility

/
SAR Terrain_Analysis /| SAR_Terrain_Analysis

High_Res_Camera High_Res_Camera

Anemometer_Wind_Speed /|
|
ALoecison |

/l
Gyroscope_Stability /|
Success_Ratio |

Anemometer_Wind_Speed

Al_Decision
Gyroscope_stability

Success_Ratio

GPS_Latitude GPs_Latitude

GPS_Longitude GPS_Longitude

GPS_Altitude GPS_Altitude

GPs_Speed GPS_Speed

Accelerometer_Motion Accelerometer_Motion
Battery_Level Battery_Level

Electro_Optical _Visibility

Electro_Optical_Visibility

Task 3: surveillance Task 6: damage_assessment

Infrared_Visibility Infrared_Visibility

\_ SAR_Terrain_Analysis

High_Res_Camera

SAR_Terrain_Analysis /|

High_Res_Camera

Anemometer_Wind_Speed Anemometer_Wind_Speed
Al_Decision Al_Decision
Gyroscope_Stability Gyroscope_Stability
Success_Ratio Success_Ratio

Figure 2. Comprehensive overview of UAV training mission data

The synthetic dataset aims to capture realistic mission situations with feature patterns and
relationships based on actual drone mission characteristics. It includes a variety of characteristics of a
UAV’s functioning, including task-related variables, environmental conditions, and performance
metrics. For example, "GPS_Latitude" and "GPS_Longitude" offer geographical positioning,
while "Battery_Level" and "Al_Decision" indicate the drone’s operating state and autonomous
decision-making ability, respectively. It also shows the task success ratio, offering insight into the
UAV’s performance and operational efficacy throughout the simulated flight.

Each mission phase, from "takeoff" to "return_to_base," is characterized by relevant features. These
include environmental sensors like "Electro_Optical_Visibility" and "Infrared_Visibility," essential for
understanding the conditions under which the drone operates. The dataset also includes decision
points, such as target identification and engagement, based on fused sensor data and predefined rules.

The synthetic data is used as a training dataset for machine learning algorithms, which are
designed to predict mission success and uncover important variables influencing results. The UAV
system can learn to forecast mission outcomes and optimize its decision-making process in various
settings by training the machine learning model on this synthetic dataset.
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This dataset!, which was created to reflect the complexity of real-world UAV operations, serves
as an excellent base for specifically seeking mission outcomes and measuring success indicators. It
provides information about the dataset and model availability. This approach allows for risk-free,
complete training and evaluation of UAV systems, ensuring capability for a wide range of operational
scenarios and improving mission efficacy overall.

7.2.1. UAV Operational Data Analysis

In addition to the previously defined parameters and success ratios, the operations of the UAV are
closely linked with its responses to sensory input. While the unmanned aerial vehicle (UAV) performs
its mission, each task it executes in response to sensor data is fully reported. This methodology can be
likened to a "black box" approach, in which each maneuver is recorded, including course corrections,
altitude changes, and responses to environmental factors such as wind.

Following the completion of the mission, this detailed record allows the human expert to assess
the UAV’s behavior in the context of the input parameters at each instant. For example, if the UAV
effectively adjusts its altitude under difficult wind conditions, the expert would consider the task
a success based on the UAV’s adept flexibility with environmental input. A failure to adapt or an
inaccurate reaction, on the other hand, would be recorded as unsuccessful, providing significant
insights into potential areas for development in UAV programming and decision-making algorithms.

Furthermore, our approach takes into account the future employment of smart weaponry to give
rapid and clear evidence of mission success, particularly in activities such as strike execution. Smart
missiles with on-board computers can transmit real-time data and photographs as they approach
and strike their target. This advanced equipment provides a more direct and reliable technique for
confirming target impact than traditional methods such as post-mission reports or external sources
such as spy satellites or ground operations.

However, it is important to point out that the use of smart weapons for mission success
confirmation is only one component of a larger scheme. Alternative verification methods, such
as ground reports or satellite imaging, are considered valid in scenarios where smart weapons are not
employed or available.

This enhanced approach to data analysis and mission evaluation corresponds to the growing
nature of UAV technology and military methods. We aim to provide an integrated view of UAV
mission success and its drivers by combining both traditional data analysis methods and new smart
weapons capabilities.

7.3. Model Evaluation and Results

The evaluation of classification models includes a wide range of metrics [25], each providing
distinct perspectives on the model’s performance. These metrics are of the utmost significance in
determining the model’s efficacy, especially in situations involving particular demands such as class
imbalance or varying costs linked to various types of classification errors.

7.3.1. Evaluation Metrics

In the following, we explain the metrics for evaluating the classification models [26].
Accuracy is the most straightforward metric. The metric shows the ratio of accurate projections
(including true positives and true negatives) to the overall count of cases analyzed.

Number of Correct Predictions

Accuracy = (15)

Total Number of Predictions

1 The dataset and the model are provided in the following: [24]
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Precision is crucial when the cost of a false positive is large. In such cases, it is critical to reduce the
rate of false positives to avoid the potentially negative implications of wrong positive classifications.
As aresult, in situations where the implications of mistaking a negative instance for a positive instance
are severe, precision becomes a more essential measure than just improving total accuracy.

True Positives

o 16
FCCISION = e Positives + False Positives "

Recall (sensitivity) is especially important when missing a positive instance (false negative) has

a high cost. In such cases, identifying as many true positive occurrences as possible is critical, even

if it results in a higher number of false positives. A strong recall is critical in situations where the

consequences of missing a positive case are severe, exceeding the disadvantages of false positive errors.
True Positives

Recall = True Positives + False Negatives 17)

The F1-score is especially useful when precision and recall must be balanced. In a classification
task, for example, where both false positives and false negatives are costly, the F1-score gives a single
statistic that balances these two characteristics. It is the harmonic mean of precision and recall, which
ensures that both metrics contribute equally to the overall score.

Precision x Recall

Fl Score =2 x Precision + Recall (18)

The AUC is a common machine learning statistic for binary classification issues. A higher AUC
value generally implies a better model because it demonstrates that the model can distinguish between
positive and negative classes across all feasible thresholds. This is especially useful for analyzing
models in cases where the ideal classification threshold is unknown and must be altered based on
the specific costs or benefits associated with true positives, false positives, true negatives, and false
negatives.

7.3.2. Evaluation and results

We assessed the performance of our model random forest using the previously described measures.
Its overall efficacy can be seen by the large number of outcomes it correctly predicted, with an accuracy
of 0.87. Its precision of 0.79 and perfect recall of 1.00, in particular, show that it can effectively detect
positive outcomes while reducing false positives. Its F1 score of 0.88 further illustrates this performance
balance.

We also compared our model Random Forest to other classifiers; SVM (LibSVM), AdaBoost, Naive
Bayes, and Bagging all show a similar pattern of accuracy, with each model obtaining an accuracy of
0.87. Table 1 shows the outcome of these models. Random Forest, SVM (LibSVM), Naive Bayes, and
Bagging with Decision Trees all have similar precision values of 0.79; however, AdaBoost has a slightly
higher precision of 0.80. Random Forest, SVM (LibSVM), Naive Bayes, and Bagging with Decision
Trees all maintain a perfect recall score of 1.0, but AdaBoost has a slightly lower recall of 0.96. All
models had similar F1 scores, indicating a fair trade-off between recall and precision. AdaBoost trails
slightly behind with an F1 score of 0.87, while the Random Forest model, SVM (LibSVM), Naive Bayes,
and Bagging with Decision Trees also have an F1 score of 0.88. These results show that all classifiers
function well, with just a little difference in metrics; however, the Random Forest model shows a slight
edge, especially in terms of precision and recall.
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Table 1. Performance Metrics of Classification Models.

Model Accuracy Precision Recall F1 Score
Random Forest 0.87 0.79 1.00 0.88
SVM (LibSVM) 0.87 0.79 1.00 0.89
AdaBoost 0.86 0.80 0.96 0.87
Naive Bayes 0.87 0.79 1.00 0.88
Bagging 0.87 0.79 1.00 0.88

We evaluated the effectiveness of the models for predicting the outcome of UAV missions, we
noticed significant differences in their confusion matrices. The Random Forest, SVM (LibSVM), Naive
Bayes, and Bagging with Decision Trees models show exceptional accuracy in correctly identifying
successful missions, as indicated by the absence of any false negatives in their confusion matrices. The
Random Forest algorithm produces a confusion matrix of [[1452, 529], [0, 2019]], the SVM (LibSVM)
algorithm shows a confusion matrix of [[1457, 524], [0, 2019]], the Naive Bayes algorithm provides a
confusion matrix of [[1445, 536], [0, 2019]], and the Bagging with Decision Trees algorithm produces in
a confusion matrix of [[1451, 530], [0, 2019]]. This shows an increased ability to identify successes in
missions. Nevertheless, these models demonstrated a significant amount of false positives, suggesting
an ability to frequently expect success. On the other hand, the AdaBoost model shows an equal
performance in detecting both successful and unsuccessful missions, as evidenced by its confusion
matrix of [[1487, 494], [74, 1945]]. Although many cases of false negatives, this model had a reduced
rate of false positives in comparison to the other models. This balance indicates a more precise ability
of the mission parameters. Figure 3 shows the confusion matrices for the five different classification

models.

(a): Confusion Matrix - Random Forest (b): Confusion Matrix - SVM (LibSvM) (c): Confusion Matrix - AdaBoost

2000 2000
1750
1750
o 529 1500 o 524 1500
1250 1250
u u
H S1000 2 - - 1000
- 750 3 - 750
- o - 500 - o - 1 500
- 250 -
- 3250
| -0 0 . ,
] 1 ] 1

Predicted Predicted Predicted

(d): Confusion Matrix - Naive Bayes (e): Confusion Matrix - Bagging with Decision Trees

2000 2000
1750
o 530 1500
1250
- 1000
- 750
- o - 500
- 250

| -0

o 1

Predicted Predicted

1750

1500

1250

Figure 3. Confusion matrices for five different classification models. (a) Random Forest model. (b)
SVM (LibSVM) model. (c) AdaBoost model. (d) Naive Bayes model. (e) Bagging with Decision Trees

model.
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We also evaluated our models using Receiver Operating Characteristic (ROC) curve, which is
an essential element in the evaluation of classification models since it shows how well the model can
differentiate between classes. Figure 4 shows the Receiver Operating Characteristic (ROC) curves for
the Random Forest, SVM (LibSVM), AdaBoost, and Bagging with Decision Trees models. The models
Random Forest, SVM (LibSVM), AdaBoost, and Bagging with Decision Trees all showed ROC AUC
(Area Under the Curve) values of 0.87, which is a clear indication of their high degree of classification
effectiveness and ability to distinguish between positive and negative classifications. The Naive Bayes
model was excluded from the ROC AUC analysis as our implementation didn’t work to provide the
probability estimates required for ROC curve creation.

{a): ROC - Random Forest (b): ROC - SWM (LibSVM)
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Figure 4. Receiver Operating Characteristic (ROC) curves for four different classification models. (a)
ROC curve for the Random Forest model (b) ROC curve for the SVM (LibSVM) model(c) ROC curve
for the AdaBoost model (d) ROC curve for the Bagging with Decision Trees model

We performed a thorough cross-validation evaluation to assess the efficacy of five distinct
classification models: Random Forest, SVM (LibSVM), AdaBoost, Naive Bayes, and Bagging with
Decision Trees. To provide accurate and trustworthy assessments, the cross-validation procedure
was performed for five different runs. We created a box plot Figure 5 by combining the data from
each of the five runs to contrast the performance of these models. This box plot clearly illustrates the
distribution of accuracy ratings for each model while also illuminating the robustness and variability
of the various models.

The box plot illustrates the cross-validation results, which are as follows: The Random Forest
model demonstrated consistently high performance across the runs, as shown by its mean accuracy
scores, which varied from 0.8555 to 0.8695. The accuracy ratings of the SVM (LibSVM) model ranged
from 0.8538 to 0.8635, suggesting a consistent and similar level of performance. The scores for the
AdaBoost model ranged from 0.8538 to 0.8708, demonstrating its efficacy across multiple iterations.
The Naive Bayes model demonstrated competitive prediction skills with scores between 0.8588 and
0.8712. Finally, the Bagging with Decision Trees model produced scores ranging from 0.8658 to 0.8510,
indicating that it is a reliable classifier.
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Cross-Validation Scores for Each Model

=
0.8700 T T

T C L
0.BG75 4 T T " -

[ = .
0.8650 i t t
0.8625 L ; } _I_

0.8600

Accuracy

08575

0.8550 T T i

0.8525

08500 T T T T T

o
ca"‘é‘
o
g
o

Figure 5. Box Plot of Classification Model Cross-Validation Results. The distribution of accuracy scores
from five-fold cross-validation for five different classification models is shown in this figure: AdaBoost,
Random Forest, SVM (LibSVM), Naive Bayes, and Decision Tree-Based Bagging.

8. Concluding remarks

In this paper, we have identified the challenges related to enabling autonomous drones to carry
out strike missions against high-value terrorists. We have shown that by enlisting the help of the
latest technology, including blockchain technology, smart contracts, and machine learning, all these
challenges can be overcome. We have suggested that recent developments in ledger technology, smart
contracts, and ML enable autonomous UAVs to successfully complete these missions. We have derived
analytical expressions for the success of a mission depending on the interdependence of tasks within
the mission. Last but not least, we have demonstrated an ML framework for autonomous drones.

A number of issues are still open and are getting attention. One of them is security. While we have
developed our mission with minimal communication requirements, in the future communications
may play an important role [27,28], and ensuring a high-level of security will turn out to be essential.
Yet another open problem is the type of communications and local processing that the drone must
perform [29] while in flight.
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