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Abstract: This review aims to consolidate varied information regarding Port Scanning, and examine
the tools, techniques, and detection algorithms used. It explores TCP SYN, Full TCP, UDP, and
stealth scans, and shows their functions and abilities. Paired with these techniques, it also shows the
tools that they can be used by, such as NMap, Zmap, and MASSCAN. It discusses the various
detection techniques such as Signature and Anomaly based detection, and discusses the real world
impact of this technology, while commenting on the legal and ethical issues posed.
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I. Introduction

Network security is becoming more important, as times goes on. Cyber attack damage has
increased by 50% from 2018 to 2022 [12]. Port scanning is the most prevalent technique used by
attackers, to gain information about a potential target. It has led to many cyber attacks over time,
one of which was the deadly ransomware Wannacry in 2017 [23], and it has the potential to cause
a huge amount of damage to key infrastructure if misused [27].

Port Scanning can be key evidence that a cyber attack is likely to attack your network soon. It
is a technique that any network administrator must understand, and must have a counter to. I
will lay out techniques used by attackers, and methods that network administrators can use to defend
against these types of attacks. This review aims to analyze the existing port scanning techniques, their
counterparts in the detection industry, and any other tools that are used in Port Scanning. Aswell as
understanding the impact of Port Scanning in Cyber Attacks, and their impact in the industry.
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Figure 1. Stages of a Cyber Attack [13].

Port scanning is the main component of the “Reconnais- sance” segment of a Cyberattack [13].
In this stage of a Cyber Attack, Attackers gather information about the target system(s), and aim to
gather enough information to strike. Port Scanning is the most prevalent tool for information
gathering. With the information from one, Attackers can know which segments of a network have
vulnerabilities [5] and use this information to target weaknesses and gain access to a system [10].
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II. Techniques

A. Full/Control TCP

Transmission Control Protocol is the main manager of services within a system. Full TCP port
scanning is the process of connecting to the desired TCP ports on a system, using the standard TCP
connection protocol [1]. This method works by the port scanning application sending its TCP
sequence num- ber and maximum segment size, to the system it is scanning. The system would
respond with the same information but in reverse, then the port scanning software would
acknowledge that it has received this information [14]. Due to there being 3 steps to this, this is
commonly referred to as the “TCP three- way handshake [1]”.

Port Number Transport Service Name
Protocol

20,21 TCP File Transfer Protocol (FTP)

22 TCPand UDP  Secure Shell (SSH)

23 TCP Telnet

25 TCP Simple Mail Transfer Protocol (SMTP)

53 TCP and UDP  Domain Name Server (DNS)

67, 68 UDP Dynamic Host Configuration Protocol (DHCP)

69 uDpP Trivial File Transfer Protocol (TFTP)

80 TCP HyperText Transfer Protocol (HTTP)

110 TCP Post Office Protocol (POP3)

119 TCP Network News Transport Protocol (NNTP)

123 UDP Network Time Protocol (NTP)

135-139 TCPand UDP  NetBIOS

143 TCP and UDP  Internet Message Access Protocol (IMAP4)

161, 162 TCPand UDP  Simple Network Management Protocol (SNMP)

179 TCP Border Gateway Protocol (BGP)

389 TCP and UDP  Lightweight Directory Access Protocol

443 TCP and UDP  HTTP with Secure Sockets Layer (SSL)

636 TCPand UDP  Lightweight Directory Access Protocol over TLS/SSL (LDAPS
989/990 _TCP _ FTP over TLS/SSL

Figure 2. Ports and their uses and transfer protocols [13].

This is one of the most common scans, due to being able to send requests as a general user, with
no permissions needed [5]. This is important, as since this is the recon stage, you usually have no
permissions on the system you are trying to access. This method works by simply connecting to the
desired ports, and closing the connection if the scan succeeds [28]. If it fails then you simply
get an error returned [7]. This allows you to categorize the port in question as Open, Closed or
Filtered.

The main issue with this type of scan, is that if you use it on multiple ports at once the system in
question will be able to see the large amount of connections that were opened, just to be instantly
closed [8]. A secondary issue is that various modern operating systems disallow using this type of
port scanning with just general permissions, rendering this method hampered on modern systems
[7]. Along with these 2 drawbacks, it also takes longer than alternative methods due to having to
complete the three-way handshake.

B. TCP SYN

TCP SYN works by sending a SYN segment to the target port. Once the port receives this SYN
segment, it will either return an RST meaning the port is closed, or a SYNACK seg- ment meaning
that the port is open and can be communicated with. Once a SYNACK segment is received the port
scanner can close the connection and mark that port as open [1].

TCP SYN differs from Connect TCP by the fact that it never makes a full connection [6]. This
helps it avoid detection methods on the system’s end. This is referred to as a “Half- Open” scan [1].
This means it is faster to operate.

You also have to custom build the IP packets in question for this method to work. This is
intensive to do, takes time and also requires Superuser permissions [1]. SYN is one of the most
common port scanning methods, due to being logged less. It is frequently used across different
applications, such as NMAP, ZMap, and MASSCAN [6].
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C. ubp

User Datagram Protocol Scanning is more niche than Full TCP and TCP SYN. This is due to the
fact that UDP is simply less used than TCP for the main services attackers would want to take
advantage of. UDP Port scanning works by abusing the fact that any closed UDP port responds with
an error [1]. Using this error response, you can quickly determine which ports are closed [29]. You
can also use this to infer which ports are open by the lack of response, however this method is not
foolproof and can result in inaccuracies [10].

UDP is less useful than TCP, however it still has uses such as detecting unauthorized services
or detecting some important services such as HTTPS, DNS or DHCP [1]. A study found [6] that using
NMAP, UDP scans take on, on average, 688MS while TCP SYN scans take only 14.56 MS on average.
This is the main disadvantage of UDP scans, along with its unreliability due to no handshake taking
place [30].

D. Stealth Scans: NULL, XMAS, FIN

FIN scans are a type of TCP scans that trade being more hidden for more ambiguity in the results.
They work by sending a packet to the port containing just a FIN flag. Once the port receives this it
will either respond with a reset flag, meaning the port is closed, or no response [7]. This method
allows you to confirm that ports are closed, and similar to UDP it allows you to infer if ports are open.
This method only work for Unix type machines, and any Microsoft machines will only return reset
flags [17].

XMAS Scans are incredibly similar, and only differ by including an URG and PSH flag along with
the FIN flag during the initial port scan. The results are largely the same, and they are mainly used
for determining if ports are closed [31]. NULL Scans also exist which return the same results, but
function in practise by not sending any flags whatsoever, thus the NULL name [17]. These are a less
common type of scan, and are less of a target for firewalls. Collectively they are referred to as “Stealth
Scans [1]”.

They are harder to detect, commonly are not logged due to never having a connection made,
and are looked for less since they provide less information.

ITII TooLs

A. NMap

Network Mapper, AKA NMap, is the leading piece of software for port scanning. It is an open
source tool that allows for advanced port scanning, network scanning, and can determine operating
systems [4]. It allows for Connect TCP, SYN, FIN, XMAS, NULL and UDP scanning [6].

This example scan returns any non closed ports on the network. NMap classifies ports by type,
being Open, Closed, Filtered, and Unfiltered. Open means that the port is open and can
communicate, and Closed means that the port is closed for the moment and will not accept any
communication requests. Filtered means that a firewall/filter is involved and blocking NMap from
any further inspections, while Unfiltered is effectively the blanket term NMap uses for when it cannot
classify a port accurately [4].

Along with all this information, as the string to start contains

-A, NMap also returns the operating system of the system, and any versions it can find for
specific ports [32]. In Figure 3, we can see that the example operating system is Linux 2.6.39, and we
can see that, where possible, NMap has provided the specific version for the ports that are not closed.

NMap also allows a large degree of customization. You can change what ports to scan, the
order of the ports, the speed vs accuracy of a scan, and also which scan method to use [4]. This
allows for NMap to be a truly versatile piece of software that can provide a large amount of
information at once. NMap being open source, having a scripting engine al- lowing for custom
scripts, means that it is very flexible. There exists datasets of scripts within NMap which allow for
searching of specific vulnerable port versions [33], or specific vulnerable operating systems. All this



Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 5 March 2024 d0i:10.20944/preprints202403.0225.v1

customizability, with the fact it has all major port scanning techniques implemented by default, along
with new cutting edge versions, has made it the de facto port scanning tool of many. The only issue
with NMap for the moment, is that in some cases the UDP scans can take 4x as long as alternatives

[6].

Figure 3. NMAP example scan [19].

B. ZMap

ZMap differs from NMap by having a focus on speed over accuracy. ZMap only allows for SYN
and UDP scanning. This would be a large factor for anyone choosing NMap instead. ZMaps main
function is for wide fast scans [34], a type of brute force method that values quantity over quality.

This is ideal for anyone doing wide area scans, for instance, if you are penetration testing a large
organization with many ports available this would be much more efficient than NMap. The downside
to this is that it’s very obvious what is going on, with a lot of subtlety lost.

Figure 4. ZMAP example scan [9].

ZMap allows mass data collection from its port scans, which is very convenient for scanning
any large area network. However, these data dumps are still a lot less accurate than NMap and do
not allow for as much customizability, or precision.

Finally, due to ZMap choosing only SYN and UDP scan- ning, it loses a lot of the information
that you can gain via FULL TCP. Things such as versions, operating systems, or vulnerabilities are
all absent compared to NMap. Overall, you generally want to use NMap for accuracy, and ZMap for
a quick but summarized approach.

C. MASSCAN

MASSCAN is the most extreme out of all the options. It’s similar to NMAP in functionality, but
completely focused on speed [18]. It was designed to “Scan the entire internet [18]”, and can go up to
1.6million packets per second.

MASSCAN can only send SYN packets, and this means it has the lack of information this method
provides [6]. It also treats all ports as open and just attempts to scan anything provided, its outputs
are much less detailed[18], it has less customizability, and its less customizable compared to ZMap,
and NMap.

It can do some simple banner gathering, and can return whether a port is setup for FTP, HTTP,
etc [18]. MASSCAN is essentially the program where you want to go to the absolute extreme, you
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don’t mind how obvious what you're doing is, and you have a huge amount of ports to scan. It's
quite niche compared to ZMap or NMap, due to what it sacrifices to achieve the speeds it can.

IV. Detection

A. Signature Based

Signature based detection is one of the most common forms of detection. It works by building
up a dataset of well defined port scanning attacks, and how they appear [3].

With this dataset it can then be compared to any suspicious activity on the network. If you see
any of the signatures reappear you can confirm that port scanning is happening, and deal with it [19].
Snort is a common Intrusion Detection System (IDS) that uses a signature based approach [20]. This
works by manually configuring the system to alert to any signatures of port scans in the database of
Snort [20]. Snort reads the scan and if it matches a signature in its database, it will discard this packet
and send an alert. If it does not it will allow the process to proceed [19].

The main advantage of port scanning is that it’s easy to use [19]. You simply build up a dataset
of port scanning attacks, and how they appear, and then you cross reference that with suspicious
behavior on your system(s) in the future [3]. IDS such as Snort mentioned above already have existing
databases of previous attacks, allowing for this to be an easy security feature to include on your
system. Due to signatures having to match attacks exactly, false positives are rare [19].

The main disadvantage is that any port scan attacks that are not in the database will be
completely left alone and have free reign until the database is manually updated [19]. It also requires
intimate knowledge of the attack types, which can vary over time and can vary operating system to
operating system [19].

B. Anomaly Based

Anomaly based detection is set up by setting a baseline for “normal” activity on a system
[21]. This is usually done by monitoring and recording the system for a period of time. Once this
normal baseline has been established, port scanning attacks that vary from the normal drastically
would result in an alert being pushed [22].

The main advantage to Anomaly based IDS is that any novel attacks that would go undetected
by a Signature based IDS, could be triggered on an Anomaly based IDS [22] as the actual signature
of the attack is irrelevant. The only valuable metric is how different the traffic from the port scanning
attack is compared to the default. This can make Anomaly based IDS the best method for detecting
new port scanning vulnerabilities.

The biggest disadvantage is that if the port scanning attacks do not exceed the default thresholds
set on the Anomaly based IDS, nothing will be done [21]. This is where a Signature based IDS would
easily prevail, as it can detect a very small amount of anomalous traffic. A common strategy is to
spread out your port scanning attacks over a longer period of time with less scans per day [21], if
given enough time this can allow every port to be scanned without being detected.

V. Case Study

EternalBlue was an exploit usable on Microsoft Windows systems discovered by the NSA [24].
It was the foundation for the malware WannaCry that spread across much of the world in 2017.
EternalBlue allowed for an attacker to inject malware via port 445 the Server Message Block [24] port.

This exploit was patched by Microsoft 2 months earlier, but many systems had yet to update
[23]. This port vulnerability allowed for Wannacry to be spread to other devices within the same
network of the first infected device [23]. This drastically increased the amount of damage caused by
Wannacry, as it was common for entire networks to have not been updated to a version that fixed this
vulnerability. It also required no user interaction for this to spread, which made the spread even
worse [24].

The main lesson to be learned from this case study, is that updating your system’s operating
system every time possible, is the easiest way to reduce the risk of being infected. This also highlights
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the need for firewalls, if this port was blocked on the devices that did not need it open then it’s likely
the damage would have been much less severe [23]. It is also good practise to ensure that only users
that need higher privileges have access, and that lower level users only receive basic permissions [23].
Legal issues:

VI. Legal and Ethical Concerns

The legality of port scanning varies by country and location. Even in some of the places where
port scanning is legal, specific internet service providers expressly ban the act from taking place when
you're using their services [25]. The UK law is rather vague on this matter simply saying it is illegal
to “supply or offer to supply a program, believing that it is likely to be used to commit, or to assist in
the commission of a Computer Misuse Act violation” [26].

The main issue with having port scanning itself be illegal, is that port scanning can be used as
a very accurate method to perform penetration testing on willing participants networks. This is why
port scanning is usually determined to be legal or not based on intent; if someone performs it while
having permission with the goal to enhance a businesses security practices, this would be fine. But if
you start scanning for vulnerabilities within a business without consent then this would be acting
maliciously, and you would likely be guilty of committing a computer misuse act violation.

The ethical view of port scanning is similar to the legal interpretation, that it depends on your
intent while doing it. The creator of NMap himself says: “Nmap was designed to help secure the
Internet”, and NMap and the other tools like it can help patch vulnerabilities that would otherwise
go unnoticed. It's when people use these tools to start exploiting them with malicious intent that port
scanning becomes a very unethical act to commit.

VII. Conclusion

Port scanning is a key technology in Cybersecurity. Attack- ers can use it to cause massive
damage, while administrators are constantly playing catch up to patch any new exploits that come
about. Techniques such as Full TCP, TCP SYN and UDDP, are the current favorites of this branch of
Cybersecurity, and are used both by penetration testers testing for clients, and attackers testing for
their own profit. Programs such as NMap, ZMap and MASSCAN allow for attackers or testers to set
their own parameters and requirements for their intended purpose, while admins are constantly
trying to develop on top of the existing detection algorithms. Port scanning is a technology that will
always be around, and this review hopes to provide some insight into the intricacies of this technique.
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