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Abstract: The advent of Sixth Generation (6G) wireless technologies introduces challenges and
opportunities for Mobile Ad Hoc Networks (MANETs) and Vehicular Ad Hoc Networks (VANETs),
necessitating a reevaluation of traditional routing protocols. This paper introduces the Multi-Metric
Scoring Dynamic Source Routing (MMS-DSR), a novel enhancement of the Dynamic Source
Routing (DSR) protocol, designed to meet the demands of 6G-enabled MANETs and the dynamic
environments of VANETs. MMS-DSR integrates advanced technologies and methodologies to
enhance routing performance in dynamic scenarios. Key among these is the use of a CNN-LSTM
based beamforming algorithm, which optimizes beamforming vectors dynamically, exploiting
spatial-temporal variations characteristic of 6G channels. This enables MMS-DSR to adapt beam
directions in real-time based on evolving network conditions, improving link reliability and
throughput. Furthermore, MMS-DSR incorporates a multi-metric scoring mechanism that evaluates
routes based on multiple QoS parameters, including latency, bandwidth, and reliability, enhanced
by the capabilities of Massive MIMO and the IEEE 802.11ax standard. This ensures route selection
is context-aware and adaptive to changing dynamics, making it effective in urban settings where
vehicular and mobile nodes coexist. Additionally, the protocol uses machine learning techniques
to predict future route performance, enabling proactive adjustments in routing decisions. The
integration of dynamic beamforming and machine learning allows MMS-DSR to effectively handle
the high mobility and variability of 6G networks, offering a robust solution for future wireless
communications, particularly in smart cities.

Keywords: CNN-LSTM; MANET; VANET; beamforming; MU-MIMO; DSR; 802.11ax

1. Introduction

Mobile Ad Hoc Networks (MANETs) have evolved from a specialized area of study into a
ubiquitous element of modern wireless communications, playing a crucial role in the development
of smart cities. Initially engineered for tactical military communications, their adaptability and
resilience have expanded their applications to include disaster recovery, remote sensing, and complex
multi-layered Internet of Things (IoT) ecosystems—key components of urban infrastructure.

As the urban environment becomes increasingly connected, Vehicular Ad Hoc Networks
(VANETs) emerge as a critical subset of MANETs, specially designed for the fast-moving nature
of vehicular networks [1–3]. VANETs enable vehicles to communicate with each other and with
roadside infrastructure, facilitating not only improved traffic management but also enhancing safety
and supporting a range of services from navigation to automated driving in smart cities [4–6].
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As we brace for the advent of Sixth Generation (6G) wireless technologies, the scope and
scale of both MANETs and VANETs are set for a transformative overhaul, especially within urban
environments. Unlike previous generations, 6G is not just an incremental improvement but represents
a seismic shift in wireless communication capabilities. It promises ultra-low latency levels, down to
the sub-millisecond range, unprecedented data rates reaching terabits per second, and near-perfect
reliability [7,8]. These features are expected to support futuristic applications crucial for smart cities,
such as real-time augmented and virtual reality, machine-to-machine communications, ultra-reliable
low-latency services, and the tactile Internet, which have extreme demands on network performance.

However, the transition to 6G introduces significant challenges, particularly for the inherently
complex and dynamic networks like MANETs and VANETs in urban settings [9–11]. Traditional
routing protocols, such as Dynamic Source Routing (DSR), are proving inadequate in this context.
Designed in an era where network demands were less stringent, these protocols often rely on simplistic
metrics like hop count for route selection, which is insufficient in the multi-dimensional Quality of
Service (QoS) requirements of 6G, where latency, bandwidth, reliability, and energy efficiency are
critical factors that must be simultaneously optimized [12–15].

To address these challenges, we introduce MMS-DSR (Multi-Metric Scoring Dynamic Source
Routing), a groundbreaking modification and improvement of the traditional DSR protocol, tailored
specifically for the nuanced demands of 6G-enabled MANETs and optimized for the high-speed, highly
mobile environments of VANETs in smart cities. MMS-DSR incorporates several innovative features,
including the use of Massive MIMO technologies and the IEEE 802.11ax standard. Massive MIMO,
with its ability to handle multiple transmit and receive antennas, offers substantial gains in data rates
and link reliability. The IEEE 802.11ax standard, on the other hand, brings improvements in network
efficiency and capacity, especially in environments with a high density of connected devices.

In addition to these advancements, we enhance MMS-DSR by integrating a CNN-LSTM based
beamforming algorithm. This enhancement is designed to optimize the beamforming vectors
dynamically, a critical aspect in 6G networks to adapt to rapid spatial-temporal variations in the
channel. By taking advantage of the capabilities of Convolutional Neural Networks (CNNs) to extract
spatial features and Long Short-Term Memory (LSTM) networks to account for temporal dependencies,
our approach adapts the beamforming vectors in real-time based on the evolving network conditions.

This adaptive beamforming capability is particularly important in the context of 6G’s use of
Massive MIMO systems, where the ability to dynamically direct beams can significantly enhance signal
quality and network performance. The integration of this beamforming algorithm into MMS-DSR
means that the protocol is not only making intelligent decisions based on multi-metric scores but
also considering the optimal beamforming directions to improve link reliability and data rates in the
complex urban features of smart cities.

Our paper makes several significant contributions to the field of MANET and VANET routing for
6G networks in the context of smart cities.

1. Development of an Advanced Multi-Metric Scoring Mechanism: we introduce a novel scoring
algorithm that uses the properties of Massive MIMO and the 802.11ax standard. This algorithm
evaluates routes based on a comprehensive set of QoS metrics, providing a nuanced and
context-aware route selection process optimized for urban environments.

2. Introduction of Machine Learning Techniques: by incorporating sophisticated machine learning
algorithms, MMS-DSR predicts future route qualities based on historical data, enabling proactive
route optimization. This is particularly useful in smart cities where predicting and adapting to
changing conditions can significantly improve network performance.

3. Integration of a CNN-LST Based Beamforming Algorithm: we enhance MMS-DSR with a
beamforming optimization algorithm that dynamically adjusts beamforming vectors. This
integration helps in managing the spatial-temporal variations in the channel, supporting the
complex beamforming needs of Massive MIMO systems in 6G.
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4. Empirical Validation in a Smart City Simulation Environment: we validate the performance of
MMS-DSR through extensive simulations using the INET framework along with the OSG Earth
visualizer in OMNeT++. This simulation environment provides a realistic backdrop that highlights
the protocol’s potential benefits for smart city applications, demonstrating its robustness and
efficiency in a variety of challenging urban 6G scenarios.

Highlights

To increase the discoverability and readability of our work, we provide a brief overview of the
main findings and their implications:

• MMS-DSR integrates advanced machine learning techniques and beamforming to optimize
routing in 6G-enabled MANETs and VANETs.

• The protocol demonstrates significant improvements in throughput, latency, and routing
overhead compared to traditional routing protocols.

• MMS-DSR’s ability to adapt to real-time network conditions makes it highly suitable for
dynamic urban environments.

• The reduction in routing overhead and enhanced scalability positions MMS-DSR as a robust
solution for future smart city applications.

The reminder of this paper is structured as follows: Section 2 reviews related work, illustrating
the conceptual gaps that our research aims to fill. Section 3 provides main preliminary features in
order to understand the purpose and the main concepts presented in the paper. Section 4 details
the MMS-DSR protocol, including its architecture and the integration of the beamforming algorithm.
Section 5 presents CNN-LSTM model architecture used in this proposal argued by a mathematical
discussion. Section 6 explains how the proposed approach could be adapted for VANET and Section 7
describes the considered scenario related to experimental section. Section 8 showcases the results from
our simulation studies in the urban smart city chosen context. Finally, Section 9 concludes the paper
and outlines the roadmap for future research in this domain. Table 1 includes the list of main symbols
used in the paper.
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Table 1. List of main Symbols and Acronyms used in the paper

Symbol Description

α Weighting factor for the summation real-time term
λ Weighting factor for the beamforming score
δ Weighting factor integrating the predictive reliability score
wi(t) Time-dependent weights
mi(r) Route metrics for MANET
vi(r) Route metrics for VANET
Pprediction(r, t) Predictive reliability score
BF(r, t) Beamforming score
L(r, t) Latency
B(r, t) Bandwidth
R(r, t) Reliability
B(r, t) Bandwidth
BE(r, t) Beamforming efficacy
De(r, t) Vehicle density
Di(r, t) Vehicle distance
T(r, t) Vehicle trajectory
S(r, t) Scoring function
TNVA Total Number of Vehicles in the Area
AS Area Size
di Euclidean distance of vehicle from the destination
dref Reference distance
ζ Attenuation factor
d(t)ζ Future distance of the vehicle in the route to the destination

at time t
d(0)ζ Current distance to the destination
J(w, t) Cost function
m̂i(r, t) Predicted value of the metric
S Real-time measured data matrix in input into the CNN
X High-level spatial feature map output by the CNN
wt filter with K− L + 1 coefficients
bt bias term
fl l − th activation function
⊛ convolution operation
F High-level spatial feature map in input to LSTM
H Spatio-temporal features output by LSTM
M Adjustable input window size
T Adjustable ouput window size
W∗,F, W∗,H Weighting matrices for current input high-level spatial

feature matrix Fn and previous spatio-temporal feature
matrix Hn−1

DSR Dynamic Source Routing
MMS-DSR Multi-Metric Scoring Dynamic Source Routing
SOL-DSR Self-Organizing Learning Dynamic Source Routing
OLSR Optimized Link State Routing
RSU Road-Side Unit
MU-MIMO Multi-User Multiple Input Multiple Output
OMNeT++ Objective Modular Network Testbed in C++
SUMO Simulation of Urban MObility

2. Related Works

The burgeoning field of Mobile Ad Hoc Networks has seen a plethora of routing protocols, each
with its unique set of features and performance optimizations. However, few have addressed the
challenges and opportunities posed by emerging 6G technologies as comprehensively as the MMS-DSR
protocol presented in this paper.

The study [16], introduces a DSR protocol enhanced with MET-MFO techniques. This approach
focuses on optimizing route discovery and maintenance processes to reduce execution time and
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improve routing efficiency. The use of MET-MFO allows for better handling of network dynamics
and enhances the overall performance of the routing protocol in MANETs by minimizing delays
and improving route stability. Our MMS-DSR protocol, however, advances this by using machine
learning to predict and adapt to network changes dynamically and optimizing multiple metrics beyond
execution time, such as latency, bandwidth, and reliability, offering a more comprehensive performance
improvement.

The article [17] presents a routing protocol that evaluates routes based on multiple metrics,
including latency, bandwidth, and reliability. This multi-metric approach aims to provide a more
comprehensive and adaptive routing decision-making process, ensuring higher quality of service
(QoS) in diverse network conditions. The MMS-DSR protocol, however, builds on this foundation
by dynamically adjusting the importance of each metric based on current network conditions using
machine learning techniques, ensuring better adaptability and incorporating 6G technologies and
advanced beamforming techniques, making it more suitable for high-speed, high-density urban
environments typical of smart cities.

In work [18], a new method called Select Optimal Link in Dynamic Source Routing (SOL-DSR) is
proposed to specify the ideal path for routing messages between the source node and target node. In
this method, ideal path is selected according to three metrics: node energy level, number of nodes’
neighbor and distance between any pair of the nodes that used in the routing path. Our MMS-DSR
protocol, however, advances this by considering a multi-dimensional metric space consisting of latency,
bandwidth, and reliability, thereby providing a nuanced approach to route selection. This is particularly
important in smart cities where diverse traffic conditions and varying user demands necessitate more
sophisticated routing decisions.

When it comes to security considerations, [19] have made significant strides by incorporating
a trust-based mechanism to counter black hole attacks in DSR-based MANETs. While their work is
seminal in securing DSR protocols, MMS-DSR has the architectural flexibility to integrate such security
measures, thus potentially offering a more comprehensive solution that addresses both performance
and security concerns, which are crucial in urban environments where network threats could disrupt
critical city functions.

In the work [20] author propose a dynamic source routing protocol based on path reliability
and monitoring repair mechanism (DSR-PM). The model performs data transmission by filtering the
best reliability path. The link state information is monitored during transmission and broken links
are repaired in time to ensure the communication stability and reliability of the links and improve
the data transmission efficiency. While DSR-PM introduces important enhancements to traditional
DSR by emphasizing path reliability and link repair mechanisms, our MMS-DSR protocol offers
several significant improvements and advanced features that make it more suitable for dynamic urban
environments and smart city applications.

In [21], authors adopted the Analytic Hierarchy Process (AHP) for multi-metric route evaluation,
focusing on metrics like bandwidth and hop count. Although AHP is a robust and mathematically
rigorous method for multi-criteria decision-making, it is static in nature. MMS-DSR, however, employs
machine learning-based dynamic weight adjustment to evaluate routes, thus offering a more adaptable
and real-time solution suitable for the dynamic and heterogeneous networks of smart cities.

In [22] the role of machine learning in MANET routing has been diversely implemented and
notably employed Support Vector Machines (SVMs) for adaptive route selection based on network
state classification. MMS-DSR takes this a step further by utilizing Long Short-Term Memory networks
that offer the advantage of temporal sequence learning, thus enabling more reliable route prediction
over time. This feature is particularly advantageous in urban settings where past network performance
can inform future routing decisions to optimize traffic flow and resource allocation.

Laanaoui and Raghay [23] introduced an enhancement to the Optimized Link State Routing
(OLSR) protocol by incorporating an Advanced Greedy Forwarding (AGF) mechanism specifically
designed for Vehicular Ad Hoc Networks (VANETs) in smart cities. Their approach improved the
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classic OLSR protocol by introducing a scoring mechanism that considers the position and speed of
vehicles to select the best forwarding path, which reduces end-to-end delay and improves packet
delivery ratio. This is especially crucial in smart cities where the dynamic and fast-changing vehicular
environment requires routing protocols to quickly adapt to changes. Their work demonstrates how
adapting routing protocols for VANETs can significantly enhance communication efficiency in urban
environments, aligning with the goals of MMS-DSR to optimize MANET routing in the context of
smart cities.

Finally, the anticipation of 6G technologies in the evolution of MANETs has been well-articulated
by [24]. This study is more of a foresight into the infrastructural changes that 6G will bring to MANETs.
MMS-DSR is designed keeping these technological advancements in mind, aiming to provide a routing
protocol that is not just optimized for today’s networks but is future-proof and adaptable for the next
generation of mobile communication.

The work [25] attempts to optimize the bandwidth in the DSR routing protocol during data
communication in MANET. The paper purposes a modified Dynamic Source routing protocol which is
Systematic Analysis Dynamic Source Routing protocol (SA-DSR). While SA-DSR introduces important
enhancements to bandwidth optimization in traditional DSR it does not incorporate advanced
communication technologies like beamforming or MU-MIMO which impplies that this approach
is not very suitable with high-mobility environments.

In light of the above, MMS-DSR presents a transformative approach that synergistically integrates
machine learning, advanced optimization, and multi-metric evaluation. More importantly, it does so
while natively considering the capabilities and potential of 6G technologies, thereby distinguishing
itself as a pioneering solution in the field of MANET routing protocols optimized for smart cities.

Finally, in order to understand the research gap in the existing literature and highlight the
contributions of the present proposal, Figure 1 depicts a radar plot locating the most relevant references
analyzed in this work and our research direction. The plot shown in Figure 1 also, categorizes each
of the analyzed and discussed works based on their topic by evidencing that our work attempts to
handle different topics simultaneously.

Figure 1. Proposed approach direction compared to related works
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3. Preliminaries

This section provides foundational information necessary to understand the enhanced MMS-DSR
protocol, particularly focusing on how Dynamic Source Routing (DSR) is adapted for 6G environments
in the context of smart cities. It also highlights the role of machine learning in optimizing routing and
beamforming, and the technological underpinnings of 6G communications including Massive MIMO
and IEEE 802.11ax.

3.1. Dynamic Source Routing (DSR)

Dynamic Source Routing (DSR) is a popular protocol used in Mobile Ad Hoc Networks and
is increasingly relevant in Vehicular Ad Hoc Networks [26–29]. It operates on an on-demand basis,
meaning that routes are established only when needed by the source node. This approach reduces
overhead and improves scalability in networks with moderate mobility, making it particularly suited
for the dynamic environments of smart cities and high-speed vehicular communications.

Architectural Overview of DSR: the architecture of DSR primarily consists of two key
components.

• Route Discovery: when a source node desires a route to a destination, it broadcasts a Route
Request (RREQ) packet. This packet is forwarded until it reaches the destination or a node with a
route to the destination. Each node appends its own address when forwarding RREQ, facilitating
a clear path establishment.

• Route Maintenance: this mechanism monitors and maintains the established routes. If a link
break is detected on an active route, a Route Error (RERR) is generated and sent back to the
source node, triggering another route discovery if necessary. This is especially important in urban
environments and in VANETs where obstacles and interferences are common, and vehicles move
at high speeds.

DSR in 6G Networks: in the context of 6G networks, particularly within smart cities, DSR
is challenged by the high mobility and dynamic topology changes typical of VANETs as well as
MANETs. Enhancements such as the integration of machine learning for predictive routing and
adaptive beamforming techniques are essential to meet these challenges. These enhancements allow
DSR to dynamically adjust routes in response to changing urban conditions and high-speed vehicular
movements, improving the reliability and efficiency of data transmission.

3.2. 6G Technologies

6G networks are expected to revolutionize mobile communications with significantly enhanced
speed, reliability, and latency profiles. These improvements are crucial for smart cities, enabling
high-speed, reliable communications for a variety of urban applications. Key technologies driving
these improvements include:

• Terahertz (THz) Communications: this technology enables ultra-high-speed data transmission
by utilizing frequencies in the terahertz range, offering potential data rates of several terabits per
second but at the cost of higher path loss and sensitivity to blockages, a common issue in densely
built urban areas and a challenge for high-speed vehicular communication in VANETs [30,31].

• Machine Learning and Artificial Intelligence: these technologies are crucial in making 6G
networks intelligent, enabling predictive optimizations and real-time decision-making to handle
network dynamics efficiently. This is particularly beneficial in smart cities and for VANETs,
where adaptive network behavior can significantly impact the effectiveness of urban services and
vehicular communications [32,33].

• Dynamic Beamforming: essential in 6G, dynamic beamforming adjusts the direction and width
of the transmission beam in real-time using advanced algorithms like CNN-LSTM to adapt to
rapid changes in the channel and network topology[34,35].
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3.3. Machine Learning Basics

Machine Learning (ML) in MANETs and VANETs, particularly in the context of 6G and smart
cities, can significantly enhance routing protocols and beamforming strategies. Here we focus on types
of ML algorithms relevant to our enhancements in MMS-DSR.

• Supervised Learning: used primarily for classification and regression tasks, this approach can
predict link stability and quality based on historical data, enhancing route selection in DSR. This
predictive capability is crucial for maintaining high-quality communication links in the variable
network conditions of smart cities and rapidly changing environments of VANETs [36].

• Unsupervised Learning: applied for clustering and pattern recognition, which can be used to
identify clusters of nodes to optimize routing paths without labeled data. This approach is useful
for organizing nodes in urban settings and vehicular networks where deployments are often
unplanned and spontaneous [37].

• Reinforcement Learning: this approach learns to make sequential decisions by interacting with
the environment, useful for dynamic adjustments in routing and beamforming without prior
knowledge of the network model. This is especially effective in smart cities and VANETs, where
routing protocols must adapt in real-time to changes in the urban environment and vehicular
dynamics [38].

3.4. CNN-LSTM Model for Beamforming

A CNN-LSTM model is particularly suitable for dynamic beamforming in 6G networks due to its
ability to process both spatial and temporal information efficiently [39–42]. This dual capability allows
the model to adapt beamforming strategies in response to both the physical layout of the city and the
evolving network traffic patterns, including the high-speed movements of vehicles in VANETs.

Model Structure:

• Convolutional Neural Network (CNN): extracts spatial features from the channel state
information (CSI), identifying patterns that help predict optimal beam directions. This is crucial
for smart cities, where buildings and other infrastructures can significantly influence signal paths,
and for VANETs, where the environment changes rapidly as vehicles move.

• Long Short-Term Memory (LSTM): processes time-series data to capture temporal dependencies
in the CSI, predicting how the optimal beamforming strategy should evolve over time. This helps
in maintaining stable and high-quality connections in the highly dynamic urban environments
and high-speed scenarios typical of VANETs.

Operation in MMS-DSR: the CNN-LSTM model dynamically predicts the beamforming vectors
that maximize the signal-to-noise ratio (SNR) based on real-time CSI, integrating these predictions
with MMS-DSR to enhance route selection and maintenance. This integration is particularly effective
in smart cities and VANETs, where adapting to real-time conditions can significantly enhance the
overall network performance.

3.5. Massive MIMO and Beamforming

Massive MIMO (Multiple Input Multiple Output) is a key technology in 6G that uses hundreds
of antennas to increase capacity and spectral efficiency. The role of beamforming here is to focus the
transmission power towards specific users to improve signal quality and reduce interference, which is
essential in the dense urban environments of smart cities and for managing the high-speed vehicular
communications in VANETs.

Uniform Rectangular Planar Array (URPA): a typical antenna configuration in Massive MIMO is
the Uniform Rectangular Planar Array (URPA), which allows for sophisticated beamforming strategies.

• Spatial Multiplexing: this technique enables simultaneous transmission to multiple devices,
optimizing the use of available spatial dimensions. This is particularly useful in smart cities, where
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numerous devices and services are competing for bandwidth, and in VANETs, where efficient use
of bandwidth is crucial for maintaining continuous communication between high-speed vehicles.

• Directional Beamforming: by dynamically adjusting the beam pattern, the network can enhance
signal strength and mitigate interference, which is where our CNN-LSTM model plays a crucial
role. This adaptive beamforming is employed to keep reliable communication in urban areas
with complex multipath propagation and in VANETs where vehicles move at high speeds and
require constant adjustments to signal direction.

3.6. 802.11ax High Efficiency (HE)

The IEEE 802.11ax standard, also known as High-Efficiency Wireless (HEW), is designed to
improve the efficiency of WLANs, especially in dense environments typical of smart cities and
necessary for efficient VANET operations [43–45]. It introduces several key features that support
advanced beamforming:

• Orthogonal Frequency-Division Multiple Access (OFDMA): allows simultaneous transmission
to multiple users on different frequency sub-channels, enhancing efficiency and reducing latency.
This feature is crucial in smart cities, where the network must serve a large number of devices
efficiently, and in VANETs, where quick response times are essential for safety and efficiency.

• Multi-User MIMO (MU-MIMO): enables more devices to operate simultaneously, which, when
combined with advanced beamforming, significantly increases network throughput and efficiency.
This is essential for supporting the high device density in smart urban environments and the
high-speed communication needs in VANETs.

• 1024-QAM: increases the number of bits sent in one transmission, enhancing throughput, and is
supported by precise beamforming to maintain signal quality. This higher modulation scheme is
beneficial in smart cities for supporting high-speed data services and in VANETs for ensuring
reliable communication at high vehicle speeds.

The integration of these technologies in MMS-DSR, especially the dynamic beamforming
facilitated by the CNN-LSTM model, makes the protocol well-suited for the future demands of
6G networks, combining robust routing mechanisms with sophisticated signal optimization techniques
for both MANETs and VANETs in smart cities.

4. Architectural Overview

MMS-DSR’s architecture is designed to optimize routing decisions dynamically in 6G MANETs
by integrating advanced machine learning models and beamforming techniques, specifically tailored
for the dynamic and complex environments of smart cities. This protocol builds upon a modular
structure that enhances traditional DSR components with modern technological advancements to
improve adaptability and performance. Below is a detailed breakdown of each component within this
architecture:

• Route Discovery Unit (RDU): initiates the discovery process when a route to a destination is
required. Using a combination of traditional flooding methods and predictive models, it efficiently
identifies potential routes. In smart cities, this process is further enhanced by using machine
learning to predict and avoid congested or unreliable paths. This proactive route discovery is
essential for maintaining high communication efficiency in urban settings.

• Multi-metric Scoring Engine (MMSE): evaluates discovered routes based on multiple metrics
such as latency, bandwidth, reliability, and beamforming efficacy. This engine uses dynamic
weighting to adjust the importance of each metric based on current network conditions, which is
crucial for adapting to the varying demands of urban environments.

– Beamforming Efficacy (BE): calculates the improvement in signal quality and directionality
due to beamforming optimizations.
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– Weighted Scoring: each metric is assigned a dynamic weight. These weights are adjusted in
real-time using feedback from the Machine Learning-Based Prediction Unit to ensure that
scoring aligns with the predicted network state.

– Optimization: the engine uses a combination of heuristic and machine learning techniques to
fine-tune the weights based on ongoing network performance data. This adaptive approach
ensures that the engine remains responsive to changing network dynamics, particularly in
adjusting beamforming strategies for optimal route performance in smart cities.

• Machine Learning-Based Prediction Unit (MLPU): utilizes CNN-LSTM models to predict future
network states, including changes in channel quality and node mobility. This unit enhances route
selection by forecasting future performance and optimizing beamforming directions to maintain
high-quality communication links. This is particularly valuable in smart cities where predictive
capabilities can lead to more proactive and efficient network management.

– Predictive Modeling: the unit employs CNN-LSTM models to analyze historical and current
network data to forecast future conditions such as node mobility, channel quality, and
potential interference sources.

– Integration with Beamforming: the predictions include recommended adjustments to
beamforming vectors. By predicting how channel conditions will evolve, the unit guides the
Beamforming Optimization Unit to adjust angles and power levels proactively.

– Feedback Loop: predictive insights are fed back into both the Route Discovery and
Multi-metric Scoring Engine, allowing these modules to prioritize routes that are expected
to offer the best performance in the near future.

• Beamforming Optimization Unit (BOU): a crucial enhancement in MMS-DSR, this unit
dynamically adjusts beamforming vectors using the CNN-LSTM model based on real-time
and historical channel state information (CSI). This approach ensures optimal signal directionality
and strength, significantly improving link reliability and throughput, which is essential for
maintaining robust communication in the high-density urban scenarios of smart cities.

– Dynamic Beamforming Vector Adjustment: this unit uses the output from the Machine
Learning-Based Prediction Unit to adjust beamforming vectors. It optimizes these vectors
to maximize signal strength and minimize interference, considering both the current and
predicted channel state information (CSI).

– Feedback to Scoring Engine: adjustments made by this unit are fed back into the
Multi-metric Scoring Engine, allowing it to re-evaluate route scores with updated
beamforming information.

• Route Cache (RC): stores the most efficient routes as determined by the scoring engine. It is
periodically updated based on predictive feedback from the Machine Learning-Based Prediction
Unit, which now also includes beamforming vector adjustments. This adaptive caching is key in
smart cities for reducing routing overhead and improving responsiveness.

– Dynamic Caching: the Route Cache dynamically stores routes that are scored highest by the
Multi-metric Scoring Engine. It takes into account not only the traditional route metrics but
also the beamforming efficacy, ensuring that the stored routes are optimal under current and
predicted network conditions.

– Predictive Updates: based on feedback from the Machine Learning-Based Prediction Unit,
the Route Cache updates its entries to preempt potential degradations in route quality. This
includes adjusting stored routes based on predicted changes in node mobility and channel
quality.

– Beamforming Information: each route in the cache includes detailed beamforming vector
information for every link in the path.

– Support for Fast Route Recovery: in case of rapid topology changes, which are common in
urban environments, the Route Cache supports fast route recovery by providing alternative
paths that can be quickly evaluated and deployed.
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The architectural diagram of MMS-DSR presented in Figure 2 provides a comprehensive visual
representation of the various components and their interactions. The diagram is designed to reflect
the complexity and integrative nature of the MMS-DSR protocol, particularly in the context of smart
city environments. The Route Discovery unit, represented as an orange block, initiates the process by
identifying potential routes using a blend of traditional flooding methods and predictive models. This
ensures the discovered routes are both extensive and efficient, adapting dynamically to urban traffic
conditions.

Route Discovery Multi-metric Scoring Engine

ML-Based Prediction Unit Beamforming Optimization Unit

Route Cache

Traffic Data Network Data

Historical Data

CNN-LSTM Model

Figure 2. Architectural Overview of MMS-DSR

Following route discovery, the Multi-metric Scoring Engine, depicted as a green block, evaluates
each identified route based on multiple metrics, dynamically adjusting the weight of each metric
to reflect the current network conditions. This ensures that the selected routes optimize latency,
bandwidth, reliability, and beamforming efficacy, providing a balanced and efficient routing solution.

The Machine Learning-Based Prediction Unit, shown as a red block, employs advanced
CNN-LSTM models to predict future network states, which is crucial for proactive route adjustments.
This unit forecasts changes in channel quality and node mobility, ensuring that the network adapts to
future conditions rather than merely reacting to current states.

The Beamforming Optimization Unit, represented by a yellow block, plays a critical role in
maintaining high-quality communication links, especially in high-density urban scenarios. By
dynamically adjusting beamforming vectors based on real-time and historical channel state information
(CSI), it ensures optimal signal directionality and strength, thereby enhancing link reliability and
throughput.

Lastly, the Route Cache, shown as a purple block, is essential for reducing routing overhead.
This component stores the most efficient routes as determined by the scoring engine and periodically
updates them based on predictive feedback. The inclusion of beamforming vector adjustments further
enhances the cache’s adaptability and responsiveness.

The arrows indicate the flow of information between these components, highlighting the modular
and interdependent nature of the MMS-DSR architecture. Each component plays a specific role but
works in concert with the others to provide a robust and adaptive routing protocol tailored for the
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complex environments of smart cities. The background colors enhance clarity, indicating the distinct
yet interconnected roles of each component within the architecture.

4.1. Multi-metric Scoring Engine in MMS-DSR

The Multi-metric Scoring Engine is the core component that evaluates and ranks the discovered
routes based on multiple performance metrics. This engine has been significantly enhanced to consider
beamforming efficacy alongside traditional metrics like latency, bandwidth, and reliability, crucial for
adaptive and intelligent routing in smart cities. Here’s an in-depth look at how this engine operates
within the MMS-DSR framework:

• Dynamic Metric Evaluation: the engine processes each route to compute scores based on four
key metrics:

– Latency (L): measures the total delay along the route, critical for time-sensitive applications
in urban settings.

– Bandwidth (B): assesses the minimum bandwidth available on the route, important for
high-data-rate applications in smart cities.

– Reliability (R): estimates the likelihood of successful packet delivery, a vital metric for
ensuring communication reliability in dynamic urban environments.

– Beamforming Efficacy (BE): calculates the improvement in signal quality and directionality
due to beamforming optimizations, enhancing link stability and throughput.

• Weighted Scoring: each metric is assigned a dynamic weight reflecting its current importance
based on network conditions. These weights are adjusted in real-time using feedback from the
Machine Learning-Based Prediction Unit to ensure that scoring aligns with the predicted network
state. This approach allows the system to adapt to the urban dynamics effectively, prioritizing
different metrics as the urban environment evolves.

• Score Computation: the overall score for each route, S, is computed as:

S(route) = w1 ·
1

L(route)
+ w2 · B(route) + w3 · R(route) + w4 · BE(route) (1)

where w1, w2, w3, and w4 are the weights for latency, bandwidth, reliability, and beamforming
efficacy, respectively. This formula ensures that routes are evaluated comprehensively,
incorporating both traditional and advanced metrics to select the most efficient path.

• Optimization: the engine uses a combination of heuristic and machine learning techniques to
fine-tune the weights based on ongoing network performance data. This adaptive approach
ensures that the engine remains responsive to changing network dynamics, particularly in
adjusting beamforming strategies for optimal route performance in smart cities.

This scoring process enables MMS-DSR to select the most efficient and reliable routes, considering
both current network metrics and future state predictions. The inclusion of beamforming efficacy as a
metric ensures that the protocol can adaptively manage and utilize advanced beamforming techniques
in 6G networks for enhanced communication quality.

4.2. Machine Learning-Based Prediction Unit in MMS-DSR

The Machine Learning-Based Prediction Unit in MMS-DSR utilizes advanced CNN-LSTM
models to predict future network states, enabling proactive adjustments to routing and beamforming
parameters. This predictive capability aims to maintain high performance in the dynamic environments
typical of 6G networks and smart cities.

• Predictive Modeling: the unit employs CNN-LSTM models to analyze historical and current
network data to forecast future conditions such as node mobility, channel quality, and potential
interference sources. This analysis helps predict the stability and performance of each link in a
route, which is crucial for smart cities where conditions change rapidly.
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• Integration with Beamforming: the predictions include recommended adjustments to
beamforming vectors to optimize communication links for future network states. By predicting
how channel conditions will evolve, the unit guides the Beamforming Optimization Unit to
adjust angles and power levels proactively, ensuring optimal performance in the varied urban
topography and infrastructure.

• Feedback Loop: predictive insights are fed back into both the Route Discovery and Multi-metric
Scoring Engine, allowing these modules to prioritize routes that are expected to offer the best
performance in the near future. This feedback loop ensures that routing decisions are made
with an eye towards future conditions, not just current metrics, enhancing the adaptability and
foresight of the routing protocol in smart cities.

• Model Training and Updating: the CNN-LSTM models are continuously trained and updated
with new data to improve their accuracy. This ongoing training process allows the models to
adapt to changes in network behavior and topology, ensuring that the predictions remain relevant
and accurate over time. This continual learning is essential in smart cities, where urban conditions
and patterns can evolve unpredictably.

The use of machine learning for predictive analysis significantly enhances the adaptability
of MMS-DSR, enabling it to handle the complexities of 6G network environments effectively. By
forecasting future network states and adjusting routing and beamforming accordingly, this unit helps
maintain optimal communication quality and reliability.

4.3. Beamforming Optimization Unit in MMS-DSR

The Beamforming Optimization Unit is a key enhancement in MMS-DSR, designed to dynamically
optimize beamforming vectors using CNN-LSTM models based on the predicted network conditions.
This unit plays a critical role in adjusting the beamforming strategies to enhance signal quality and
reliability over time, particularly in urban scenarios where buildings and other structures can cause
significant signal reflection and diffraction.

• Dynamic Beamforming Vector Adjustment: this unit uses the output from the Machine
Learning-Based Prediction Unit to adjust beamforming vectors. It optimizes these vectors to
maximize signal strength and minimize interference, considering both the current and predicted
channel state information (CSI). This real-time adjustment is crucial for urban environments
where obstacles may deflect or block signals unexpectedly.

• CNN-LSTM Based Predictions: the unit employs Convolutional Neural Networks (CNNs)
combined with Long Short-Term Memory networks to analyze spatial and temporal aspects of
the network. This model predicts optimal beamforming directions and power levels for each
node in the network.

• Real-Time Optimization: beamforming vectors are adjusted in real-time based on the predictive
analytics. This ensures that each node can proactively adapt to changing network conditions,
maintaining high-quality communication links, which is essential in smart cities for supporting
uninterrupted service delivery.

• Feedback to Scoring Engine: adjustments made by this unit are fed back into the Multi-metric
Scoring Engine, allowing it to re-evaluate route scores with updated beamforming information.
This feedback loop ensures that routing decisions remain optimal as network conditions evolve,
particularly under the variable urban dynamics.

• Integration with Routing: information about the optimized beamforming vectors is included
in the route discovery and maintenance processes, ensuring that all nodes along a chosen route
adjust their beamforming strategies cohesively for uniform signal enhancement across the urban
network.

By dynamically optimizing beamforming vectors, this unit significantly contributes to the
robustness and efficiency of MMS-DSR, particularly in environments where directional communication
can greatly enhance performance, such as in crowded urban areas.
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Algorithm 1 Beamforming Vector Optimization Algorithm

1: procedure OPTIMIZEBEAMFORMINGVECTORS(Routes, CNNLSTMModel)

2: for each Route in Routes do

3: for each Link in Route do

4: LinkCSI← GetCurrentCSI(Link)

5: PredictedCSI← CNNLSTMModel.Predict(LinkCSI)

6: OptimalVectors← CalculateOptimalBeamformingVectors(PredictedCSI)

7: AdjustBeamformingVectors(Link, OptimalVectors)

8: end for

9: end for

10: end procedure

4.4. Route Cache in MMS-DSR

The Route Cache in MMS-DSR has been enhanced to dynamically store and manage the most
efficient routes based on real-time and predictive analytics. This module now works closely with the
Beamforming Optimization Unit to ensure that the cached routes are not only optimal in terms of path
metrics but also in terms of communication quality and reliability.

• Dynamic Caching: the Route Cache dynamically stores routes that are scored highest by the
Multi-metric Scoring Engine. It takes into account not only the traditional route metrics but also
the beamforming efficacy, ensuring that the stored routes are optimal under current and predicted
network conditions. This dynamic caching is key for reducing routing overhead and improving
responsiveness in the fluctuating urban environment.

• Predictive Updates: based on feedback from the Machine Learning-Based Prediction Unit, the
Route Cache updates its entries to preempt potential degradations in route quality. This includes
adjusting stored routes based on predicted changes in node mobility and channel quality, ensuring
that the cache reflects the most current and anticipated network states, enhancing the system’s
ability to handle urban dynamics.

• Beamforming Information: each route in the cache includes detailed beamforming vector
information for every link in the path. This ensures that when a route is retrieved from the cache,
each node along the path can quickly adjust its beamforming vectors to the optimal settings,
facilitating a coherent and coordinated approach to maintaining route quality.

• Eviction and Maintenance: the cache follows an intelligent eviction policy where less optimal
routes are replaced by newer, higher-quality routes. This policy considers route age, frequency of
use, and predictive quality scores to maintain a balance between route freshness and historical
efficacy, which is crucial for ensuring that the network can quickly adapt to changes in the urban
context.

• Support for Fast Route Recovery: in case of rapid topology changes, which are common in urban
environments, the Route Cache supports fast route recovery by providing alternative paths that
can be quickly evaluated and deployed, minimizing downtime and packet loss.

The enhancements to the Route Cache enable MMS-DSR to maintain a high-performance routing
table that is adaptive and predictive, significantly reducing the need for frequent route discoveries and
improving overall network efficiency in the complex and dynamic environments of smart cities.
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Algorithm 2 Dynamic Route Caching and Maintenance Algorithm

1: procedure UPDATEROUTECACHE(NewRoute, PredictedQuality)
2: if RouteCache.IsFull() then
3: EvictLeastOptimalRoute(RouteCache)
4: end if
5: AdjustBeamformingVectors(NewRoute)
6: RouteCache.Store(NewRoute, PredictedQuality)
7: end procedure

4.5. Mathematical Formalization

MMS-DSR is designed with a unique multi-metric scoring function that adapts in real-time to the
dynamic nature of Mobile Ad-Hoc Networks, incorporating beamforming strategies to enhance signal
quality and reliability. This scoring function serves as the backbone for making robust and efficient
routing decisions, especially in the complex and rapidly changing environments of smart cities. The
scoring function S(r, t) in MMS-DSR is defined as:

S(r, t) = α ·
n

∑
i=1

wi(t) ·mi(r) + δ · Pprediction(r, t) + λ · BF(r, t) (2)

where mi(r) are the route metrics, wi(t) the time-dependent weights, α a weighting factor for the
summation real-time term, δ a factor integrating the predictive reliability score Pprediction(r, t), and λ a
weighting factor for the beamforming score BF(r, t).

The weights wi(t) are dynamically adjusted based on real-time network analytics and predictions
from the Machine Learning-Based Prediction Unit to reflect the changing urban conditions. This
adjustment is given by:

wi(t + 1) = wi(t)− η
∂J(w, t)
∂wi(t)

(3)

where η is the learning rate and ∂J(w,t)
∂wi(t)

is the gradient of the cost function with respect to weight
wi(t).

The cost function J(w, t) is designed to minimize the difference between the current metric values
and their predicted values, ensuring that the weights reflect the most relevant network conditions. The
cost function is defined as:

J(w, t) =
n

∑
i=1

(
mi(r, t)− m̂i(r, t)

m̂i(r, t)

)2

(4)

where mi(r, t) is the network metric for route r at time t, and m̂i(r, t) is the predicted value of the
metric provided by the Machine Learning-Based Prediction Unit.

In order to understand how the parameters Pprediction(r, t) and BF(r, t) are obtained we must
talk about Hybrid CNN-LSTM models. Hybrid Deep Learning models combining CNN and LSTM
can improve the prediction accuracy [46–49]. The spatial and temporal features can be thoroughly
extracted using hybrid models, where CNN is utilized to capture the spatial features of traffic data,
while LSTM is employed to extract the temporal features. Let’s consider that we have traffic state data
of K locations si (i = 1, 2, . . . , K) as inputs to predict the traffic states at times t, t + 1, . . . , t + h. The
real-time measured data can be arranged, as explained in [49–51], into a matrix:

S =


s1

s2
...

sK

 =


s1,t−N s1,t−N+1 · · · s1,t−1

s2,t−N s2,t−N+1 · · · s2,t−1
...

...
. . .

...
sK,t−N sK,t−N+1 · · · sK,t−1

 (5)
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In Pprediction(r, t), the element sk,t in the matrix is a vector which includes latency L, bandwidth B,
reliability R, and beamforming efficacy BE. In BF(r, t), the element sk,t in the matrix is a vector that
contains the channel state information (CSI). The real-time measured data matrix S is first parallelized
in the time domain and then input into the CNN, which captures high-level spatial features. Finally,
the high-level spatial feature map is fed into LSTM models to generate the final prediction.

The high-level spatial feature map output by the CNN can be expressed as:

X =


x1

x2
...

xL

 =


x1,t−N x1,t−N+1 · · · x1,t−1

x2,t−N x2,t−N+1 · · · x2,t−1
...

...
. . .

...
xL,t−N xL,t−N+1 · · · xL,t−1

 (6)

where: X is the high-level spatial feature map, xl,t is the l-th high-level feature at the t-th time
instant, L is the number of high-level features, and N is the length of the time window considered.

Each feature xl,t is obtained using the following equation:

xl,t = fl(wt ⊗ St + bt) (7)

where: wt is the filter with K− L + 1 coefficients, St is the t-th column of S, bt is the bias term, fl
is the l-th activation function, ⊗ denotes the convolution operation.

To extract temporal features, the high-level spatial feature vector is selected as the input of LSTM,
denoted as:

F = [F0 F1 · · · FN−1] (8)

where Fn is the high-level spatial feature map for the n-th LSTM network, represented as:

Fn =


x1,t+n−N x1,t+n−N+1 · · · x1,t+n−N+M−1

x2,t+n−N x2,t+n−N+1 · · · x2,t+n−N+M−1
...

...
. . .

...
xL,t+n−N xL,t+n−N+1 · · · xL,t+n−N+M−1

 (9)

where M is the adjustable input window size.
The spatio-temporal features output by LSTM are denoted as:

H = [H0 H1 · · · HN−1] (10)

where Hn is a K× T matrix, and T is the adjustable output window size with M + T ≤ N.
The generated spatio-temporal features are iteratively determined by:

fn = σ
(

W f ,F · vec(Fn) + W f ,H · vec(Hn−1) + b f

)
in = σ (Wi,F · vec(Fn) + Wi,H · vec(Hn−1) + bi)

cn = fn ⊙ cn−1 + in ⊙ tanh (Wc,F · vec(Fn) + Wc,H · vec(Hn−1) + bc)

on = σ (Wo,F · vec(Fn) + Wo,H · vec(Hn−1) + bo)

Hn = on ⊙ tanh(cn)

(11)

where: W∗,F, W∗,H are weighting matrices for current input high-level spatial feature matrix Fn

and previous spatio-temporal feature matrix Hn−1. vec(·) denotes vectorization due to different sizes
of Fn and Hn−1. σ and tanh are sigmoid and hyperbolic tangent functions applied element-wise.

MMS-DSR uses the infinite-horizon discounted Markov Decision Process (MDP) framework for
route optimization. The MDP, as detailed in [52,53], is defined by a tuple (S, A, P, R), where:
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• S is the set of states representing different network conditions, including the varying urban
scenarios.

• A is the set of actions corresponding to route selections.
• P is the state transition probability matrix, which is particularly complex in urban environments

due to the myriad of potential interactions and obstructions.
• R is the reward function, aligned with the scoring function S(r, t), and is enhanced to factor in

urban dynamics and machine learning predictions.

The optimization objective in MDP, as well described in is formulated as:

π∗ = arg max
π

E
[

∞

∑
t=0

γtR(st, π(st))

]
(12)

where π∗ is the optimal policy we want to find, π is a policy that maps states to actions, E is the
mathematical expectation, representing the average value considering all possible sequences of states
and actions, ∑∞

t=0 γtR(st, at) is the discounted sum of rewards over time, t is the time index, γ is the
discount factor, R(st, at) is the reward obtained by taking action at in state st. The discount factor γ

(0 < γ < 1) reduces the weight of future rewards. Values close to 1 give more importance to future
rewards, while values close to 0 emphasize immediate rewards.

In brief, the prediction model can be represented as:

Yt = fCNN-LSTM(Xt) (13)

where: Xt is the input feature vector at time t, Yt is the predicted future state at time t, fCNN-LSTM

represents the CNN-LSTM model.
This prediction is then used to adjust the beamforming vectors BF(r, t) and to update the

multi-metric scoring engine Pprediction(r, t). The CNN component extracts spatial features from the
channel state information (CSI), while the LSTM component captures temporal dependencies, enabling
the model to predict optimal beamforming strategies.

The beamforming optimization can be expressed as:

BF(r, t) = fopt(CSIt, Yt) (14)

where: CSIt is the current channel state information at time t, BF(r, t) is the beamforming vector at
time t for route r, fopt is the optimization function.

Here, Yt is the predicted future state from the CNN-LSTM model, and fopt calculates the optimal
beamforming vectors to enhance communication quality and reliability.

The optimization function typically aims to maximize signal strength and minimize interference.
One way to model this is by maximizing the signal-to-interference-plus-noise ratio (SINR) for each
beamforming vector. Here is a general formula for fopt:

BF(r, t) = arg max
BF

(
Ht · BF(r, t)

σ2 + ∑i ̸=t Ii(BF(r, t))

)
(15)

where: Ht represents the channel gain matrix for the current time t, BF(r, t) is the beamforming vector
at time t, σ2 is the noise power, Ii(BF(r, t)) represents the interference from other users or sources when
using the beamforming vector BF(r, t). The optimization seeks to maximize the SINR by adjusting the
beamforming vectors BF(r, t).

The Beamforming Optimization Unit dynamically adjusts beamforming vectors to maximize
signal strength and minimize interference, based on both current and predicted channel state
information (CSI). This optimization ensures that each node in the network can maintain high-quality
communication links, which is essential in complex urban environments.
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We conclude this part by explaining the reasons why we introduced the α, δ, and λ weights. To
ensure that as experience increases, the predictive terms (Pprediction(r, t) and BF(r, t)) become more
significant while the real-time term (∑n

i=1 wi(t) ·mi(r)) becomes less significant, we define a regulation
formula. This formula adjusts the ratio between α, δ, and λ over time or experience E:

α

δ + λ
= f (E) (16)

where f (E) is a decreasing function of experience. A possible choice for f (E) could be an
exponential decay function:

f (E) = e−βE (17)

where β is a constant that controls the rate of decay. Thus, the relationship becomes:

α

δ + λ
= e−βE (18)

As experience E increases, e−βE decreases, indicating that α should decrease relative to δ and λ.
This ensures the predictive terms gain more importance over time.

To summarize, the final formulation of the scoring function S(r, t) with the regulation formula is:

S(r, t) = α(E) ·
n

∑
i=1

wi(t) ·mi(r) + δ · Pprediction(r, t) + λ · BF(r, t) (19)

where

α(E) = (δ + λ) · e−βE (20)

This adjustment ensures that the real-time metrics ∑n
i=1 wi(t) ·mi(r) become less influential as the

system gains more experience, while the predictive metrics Pprediction(r, t) and BF(r, t) become more
influential.

4.5.1. Proof of Effectiveness through Simulation and Analysis

The effectiveness of MMS-DSR is substantiated through:

• Simulation studies that demonstrate rapid convergence, adaptability, and efficiency, particularly
in urban settings where the network topology and conditions can change unpredictably.

• Comparative analysis with existing protocols, showcasing superior performance in varied
network conditions, with a focus on urban environments where traditional protocols often
fail to maintain high performance.

• Statistical analysis of network performance metrics such as latency, throughput, reliability, and
beamforming efficacy over multiple simulation runs, illustrating significant improvements in
smart city applications.

4.5.2. Numerical Illustration

To provide a concrete understanding of the MMS-DSR scoring mechanism, we present a
numerical example with a network topology, as illustrated in Figure 3. This hypothetical scenario
considers several candidate routes, each with different metrics for latency, bandwidth, reliability, and
beamforming efficacy (BE), typical of diverse urban paths.
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A

B

C

D

E

F

J

10 ms, 50 Mbps, 0.9, BE=15 10 ms, 50 Mbps, 0.9, BE=15

8 ms, 40 Mbps, 0.95, BE=18 8 ms, 40 Mbps, 0.95, BE=18

12 ms, 60 Mbps, 0.85, BE=12 12 ms, 60 Mbps, 0.85, BE=12

15 ms, 45 Mbps, 0.92, BE=17

15 ms, 45 Mbps, 0.92, BE=17

9 ms, 55 Mbps, 0.88, BE=14

9 ms, 55 Mbps, 0.88, BE=14

Figure 3. Network topology diagram illustrating the routes from Node A to Node J with respective
metrics.

The routes and their respective metrics are summarized in Table 1.

Table 2. Example routes with associated metrics.

Route Latency (ms) Bandwidth (Mbps) Reliability Beamforming Efficacy (BE)

r1 10 50 0.9 15
r2 8 40 0.95 18
r3 12 60 0.85 12
r4 15 45 0.92 17
r5 9 55 0.88 14
r6 10 50 0.9 15
r7 8 40 0.95 18
r8 12 60 0.85 12
r9 15 45 0.92 17
r10 9 55 0.88 14

Using the scoring function we assume the following parameters: δ = 0.2, λ = 0.3, β = 0,
Experience E = 10, dynamic weights at time t: w1(t) = 0.35, w2(t) = 0.4, w3(t) = 0.2, w4(t) = 0.05.

The Predictive reliability scores at time t: Pprediction(r1, t) = 0.92, Pprediction(r2, t) = 0.87,
Pprediction(r3, t) = 0.90, Pprediction(r4, t) = 0.91, Pprediction(r5, t) = 0.89, Pprediction(r6, t) = 0.92,
Pprediction(r7, t) = 0.87, Pprediction(r8, t) = 0.90, Pprediction(r9, t) = 0.91, Pprediction(r10, t) = 0.90.

The Beamforming Factor (BF) scores at time t: BF(r1, t) = 20, BF(r2, t) = 22.5, BF(r3, t) = 15,
BF(r4, t) = 21, BF(r5, t) = 19, BF(r6, t) = 20, BF(r7, t) = 22.5, BF(r8, t) = 20, BF(r9, t) = 22.5,
BF(r10, t) = 15.

To ensure fair comparison, the metrics are normalized to a [0, 1] scale using the formula:

xnorm =
x− xmin

xmax − xmin
(21)
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Table 3. Normalized metrics for each route.

Route Latency Norm Bandwidth Norm Reliability Norm BE Norm

r1 0.286 0.50 0.5 0.500
r2 0.000 0.00 1.0 1.000
r3 0.571 1.00 0.0 0.000
r4 1.000 0.25 0.7 0.833
r5 0.143 0.75 0.3 0.333
r6 0.286 0.50 0.5 0.500
r7 0.000 0.00 1.0 1.000
r8 0.571 1.00 0.0 0.000
r9 1.000 0.25 0.7 0.833

r10 0.143 0.75 0.3 0.333

The Predictive reliability scores at time t were also normalized obtaining the following
values: PpredictionNorm(r1, t) = 1.0, PpredictionNorm(r2, t) = 0.0, PpredictionNorm(r3, t) =

0.6, PpredictionNorm(r4, t) = 0.8, PpredictionNorm(r5, t) = 0.4, PpredictionNorm(r6, t) = 1.0,
PpredictionNorm(r7, t) = 0.0, PpredictionNorm(r8, t) = 0.6, PpredictionNorm(r9, t) = 0.8,
PpredictionNorm(r10, t) = 0.6.

The Beamforming Factor (BF) scores at time t were normalized obtaining the following values:
BFNorm(r1, t) = 0.667, BFNorm(r2, t) = 1.000, BFNorm(r3, t) = 0.000, BFNorm(r4, t) = 0.800,
BFNorm(r5, t) = 0.533, BFNorm(r6, t) = 0.667, BFNorm(r7, t) = 1.000, BFNorm(r8, t) = 0.667,
BFNorm(r9, t) = 1.000, BFNorm(r10, t) = 0.000.

The scoring function S(r, t) for each route is calculated using the normalized values.
For example for r1 we have:

S(r1, t) = 0.5× (0.35 · 0.286 + 0.4 · 0.50 + 0.2 · 0.5 + 0.05 · 0.5) + 0.2 · 1.0 + 0.3 · 0.667

S(r1, t) = 0.5× (0.1001 + 0.2 + 0.1 + 0.025) + 0.2 + 0.2

S(r1, t) = 0.21255 + 0.2 + 0.2

S(r1, t) = 0.6125

Repeating the same calculations for each route we will obtain the following values:

Table 4. Scoring Function values for each route after normalization.

Route Scoring Function (SF)

r1 0.612500
r2 0.425000
r3 0.420000
r4 0.715833
r5 0.453333
r6 0.612500
r7 0.425000
r8 0.620000
r9 0.775833
r10 0.333333

Even if by applying the scoring function, the path r9 emerges as the optimal route with the
highest score of 0.775833, we must remember that in the classic DSR protocol, the primary metric for
selecting the optimal path is typically the number of hops. Carrying out the route analysis of the graph
illustrated in Figure 4, the possible paths from source to destination and the related Scoring Function
(SF) values are shown in Table 5:
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A

B

C

D

E

F

J

r1, 0.612500 r6, 0.612500

r2, 0.425000 r7, 0.425000

r3, 0.420000 r8, 0.620000

r4, 0.715833

r9, 0.775833

r5, 0.453333

r10, 0.333333

Figure 4. Network topology diagram illustrating the routes from Node A to Node J with respective
metrics.

Table 5. Paths, Routes, and Total Scoring Functions (SF).

Path Routes Total SF

A→ B→ J r1 + r6 0.612500 + 0.612500 = 1.225
A→ C→ J r2 + r7 0.425000 + 0.425000 = 0.850
A→ D→ J r3 + r8 0.420000 + 0.620000 = 1.040

A→ B→ E→ J r1 + r4 + r9 0.612500 + 0.715833 + 0.775833 = 2.104166
A→ C→ F→ J r2 + r5 + r10 0.425000 + 0.453333 + 0.333333 = 1.211666

Considering that MMS-DSR prioritizes the route with the highest cumulative scoring function
(SF) and minimum number of hops, the chosen optimal path would be:

A− > B− > J with a total SF of 1.225.
In conclusion this numerical illustration demonstrates the effectiveness of MMS-DSR’s scoring

engine and shows how it can determine the optimal path in a network topology, considering various
metrics and beamforming efficacy.

5. CNN-LSTM Model Architecture

The CNN-LSTM model in MMS-DSR represents a sophisticated hybrid approach designed to
analyze and process both spatial and temporal data, making it exceptionally suitable for dynamic
urban network environments. Here’s a step-by-step breakdown of the model architecture and its
integration into the routing protocol:

1. Input Data Preparation: network data including historical latency (L), bandwidth (B), reliability
(R), and beamforming efficacy (BE) or channel state information (CSI) are collected. This data,
reflecting both current and past network states, forms the basis for the input features that feed
into the CNN-LSTM model.

2. Spatial Feature Extraction with CNN: the CNN layers first receive normalized input data. These
layers are tasked with extracting spatial features from the data. Using convolutional filters, the
model processes input vectors like L̂, B̂, R̂, and B̂E, or ˆCSI converting them into comprehensive
feature maps. These maps identify critical spatial patterns, such as congestion points or optimal
paths, crucial for effective route planning in densely populated urban areas.

3. Temporal Pattern Analysis with LSTM: the feature maps generated by the CNN are then fed into
LSTM layers. The LSTM, with its ability to process data sequentially, examines these features over
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time. It detects temporal dependencies and dynamics, such as evolving traffic patterns or changes
in network topology, which are essential for predicting future network states and behaviors.

4. Integration of CNN and LSTM Outputs: the integration stage amalgamates the spatial insights
from the CNN with the temporal predictions of the LSTM. This combined data forms a robust
set of predictive insights that forecast future route conditions, enabling proactive adjustments to
routing and beamforming strategies.

5. Route Optimization Outputs: utilizing the predictive insights, the model outputs
recommendations for route adjustments and beamforming optimizations. These
recommendations are designed to enhance route reliability and communication efficiency,
particularly in scenarios with high mobility and variable network conditions.

6. Model Training and Real-time Deployment: the CNN-LSTM model is initially trained offline
using a diverse set of simulated network scenarios, which include varied urban traffic patterns and
node configurations. Once trained, the model is integrated into the MMS-DSR protocol running
within the network simulation environment, where it operates in real-time to continuously refine
routing decisions based on its predictions.

The CNN-LSTM model diagram provided in Figure 5 illustrates the model architecture tailored
specifically for the MMS-DSR system, which is designed to enhance route optimization and
beamforming. This architecture is meticulously crafted to interpret both spatial and temporal data,
thereby providing a robust framework that supports real-time, dynamic decision-making in smart
city applications. Here is a detailed breakdown of how each component of the CNN-LSTM model
contributes to the prediction and management of network routing and communication strategies.

Figure 5. CNN-LSTM model architecture for MMS-DSR

The model begins with an input layer that handles raw data dimensions of 90× 3. This layer is
responsible for receiving diverse network metrics such as latency, bandwidth, and reliability over time.
The structured format allows the model to uniformly process data across different network conditions,
ensuring that all relevant spatial and temporal features are captured from the outset.

Following the input, the data passes through two convolutional layers, each employing Rectified
Linear Unit (ReLU) activation functions. These layers are used for extracting spatial features from the
network data. By applying multiple filters, the convolutional layers produce feature maps (90× 32) that
identify critical spatial patterns such as areas with high node density or potential signal interference
caused by urban infrastructure. These spatial insights are essential for assessing the current state of the
network and anticipating areas that might require special attention for routing. The spatially processed
data is then forwarded to two LSTM layers, which are crucial for understanding temporal dynamics.
These layers, by maintaining a state that reflects historical data, can capture time-dependent patterns
such as periodic increases in traffic flow or the typical mobility paths of nodes within the network.
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Each LSTM layer outputs 32 features, which collectively provide a deep temporal analysis essential for
predicting future network states. The process culminates in a dense layer followed by an output layer
with softmax activation.

The input dimension of 90× 3 was selected based on the typical range of network metrics collected
per minute over a window of 30 minutes. This ensures that the model captures sufficient temporal
depth to assess trends and anomalies effectively. Two convolutional layers with 32 filters each were
chosen to balance computational efficiency with the ability to capture complex spatial relationships
within the data. The size of the filters was determined by the scale of spatial patterns typically observed
in urban vehicular networks. Two LSTM layers with 32 units each provide the necessary capacity to
track long-term dependencies in traffic flow and network performance, crucial for predicting future
states in a dynamic setting. The six units in the dense output layer correspond to the number of
possible route adjustments and beamforming strategies that the system can recommend, covering
typical traffic scenarios encountered in urban environments.

The dense layer consolidates the temporal data into six comprehensive features, which are then
classified by the softmax layer to predict the most probable next states of the network. This output can
directly influence decision-making in the network, providing predictions on route stability, optimal
paths, and necessary beamforming adjustments. The CNN-LSTM model’s predictions are integral to
the MMS-DSR protocol, enhancing its capability to dynamically adjust routes and communication
strategies. By predicting route stability and optimal beamforming vectors, the model enables MMS-DSR
to proactively adjust to anticipated changes in the network environment. This predictive capability is
crucial for maintaining robust communication links in urban settings, where obstacles and variable
node speeds can abruptly alter network dynamics. In practical terms, when an emergency vehicle needs
to navigate through a congested city area, the CNN-LSTM model can predict the quickest and safest
routes by analyzing current and historical traffic data along with real-time communication conditions.
This allows the MMS-DSR protocol to dynamically manage the vehicle’s path and communication,
ensuring that critical information is relayed without delay and the vehicle reaches its destination
efficiently.

5.1. Model Overview

The CNN-LSTM architecture deployed within the MMS-DSR model is designed to decode the
complex spatial and temporal data dynamics inherent in urban network environments. This detailed
explanation focuses on the individual roles and synergies of each component in the model.

5.1.1. Input Data Preparation

The model begins by assembling network performance data into a structured 3-dimensional input
tensor with dimensions 90× 3. Each tensor slice represents one minute of data collection, capturing
metrics such as latency (L), bandwidth (B), reliability (R), and beamforming efficacy (BE) or channel
state information (CSI). This high-resolution temporal input is crucial for identifying immediate and
emerging network conditions, ensuring the model has a comprehensive baseline for analysis.

5.1.2. Spatial Feature Extraction with CNN

The convolutional layers process the input tensor through 32 filters designed to extract nuanced
spatial features from the data. This phase transforms the initial 90× 3 tensor into detailed spatial
feature maps of dimensions 90× 32. These maps are instrumental in pinpointing specific network
characteristics, such as areas of potential congestion or signal interference, which are critical for route
optimization and network management.

5.1.3. Temporal Pattern Analysis with LSTM

The spatially processed data is then advanced to the LSTM layers, where temporal analysis occurs.
The LSTM layers, each featuring 32 units, scrutinize the spatial features over time, identifying temporal

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 15 July 2024                   doi:10.20944/preprints202407.1161.v1

https://doi.org/10.20944/preprints202407.1161.v1


24 of 54

trends and dependencies that are significant for predicting the network’s future states. This step is
essential for understanding how network conditions evolve and for making informed predictions
about future network performance.

5.1.4. Integration of CNN and LSTM Outputs

This stage integrates the spatial and temporal data to form a unified predictive model. By
combining the detailed spatial analysis from the CNN layers with the dynamic temporal insights from
the LSTM layers, the model synthesizes a powerful predictive tool that offers a holistic view of the
network’s potential future states, enhancing the accuracy and relevance of its predictions.

5.1.5. Route Optimization Outputs

The final output layer of the model uses the integrated CNN-LSTM data to generate
recommendations for optimal routing and beamforming strategies. This component is particularly
crucial in urban environments where network conditions are constantly changing, requiring adaptive
and timely routing decisions to maintain effective communication.

5.1.6. Model Training and Real-time Deployment

The model is initially trained using a comprehensive dataset derived from various urban scenarios
to ensure it captures a wide spectrum of traffic patterns and network behaviors. Once adequately
trained, it is deployed in a real-time environment within the network, where it continuously refines its
predictions and adaptations based on live operational data.

5.1.7. Numerical Example Consolidation

To illustrate the CNN-LSTM model’s application within the MMS-DSR framework during a peak
urban traffic period, this numerical example simulates advanced data processing and decision-making
capabilities:

• Input Data Preparation: the model ingests a tensor representing 90 minutes of network data
collected at 1-minute intervals. This tensor includes key network metrics such as 45 ms latency,
150 Mbps bandwidth, and 95% reliability, along with dynamic beamforming vectors. These
vectors are crucial for adapting to the rapidly changing network conditions typical in urban
environments, where variables like vehicle density and building interference can significantly
impact signal quality.

• Spatial Feature Extraction with CNN: employing 32 convolutional filters, the CNN layer
processes the 90× 3 input tensor to distill spatial features. This operation transforms the input
into a 90× 32 feature map, effectively highlighting areas of high congestion and potential signal
interference—key zones where proactive network management is crucial.

• Temporal Pattern Analysis with LSTM: subsequently, the LSTM layers take over, analyzing the
spatial features to identify temporal patterns. This step is essential for forecasting future network
behaviors by recognizing trends and anomalies in data over time, such as the anticipated increase
in congestion due to recurring events or peak traffic hours.

• Integration of CNN and LSTM Outputs: the spatial insights and temporal predictions are then
integrated to form a comprehensive predictive model. This synthesis is important for formulating
accurate, actionable insights that can anticipate and mitigate potential network degradation,
especially around planned public events that could dramatically alter traffic flows and network
loads.

• Route Optimization Outputs: utilizing the integrated data, the model outputs recommendations
for route adjustments. These suggestions are dynamically tailored to preemptively reroute traffic
away from identified congestion points, thereby enhancing the overall efficiency of the network
and reducing communication latency.
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• Model Training and Real-time Deployment: the CNN-LSTM model is initially trained on
historical data encompassing a wide array of traffic scenarios but is subsequently fine-tuned in
real-time within the operational network environment. This training approach ensures that the
model remains highly adaptive and responsive to unexpected conditions, such as emergency road
closures or sudden spikes in network demand, thereby maintaining optimal network performance
continuously.

The flowchart in Figure 6 visually encapsulates the systematic data transformation process within
the CNN-LSTM model as it is applied within the MMS-DSR protocol. From the initial collection of
diverse network metrics to the sophisticated prediction and optimization outputs, each step is designed
to enhance network responsiveness and reliability in dynamic urban environments. The detailed
depiction underscores the model’s role in harnessing machine learning to tackle the complexities of
modern urban network management, demonstrating a structured approach to adaptive, intelligent
routing.

Input
Data

90× 3
Tensor

CNN
Feature

Extraction
90× 32
Feature

Map

LSTM
Temporal
Analysis

Integration
of CNN

and LSTM

Route
Optimization

Figure 6. Flowchart of the CNN-LSTM Data Processing for MMS-DSR

5.2. Dataset Preparation and Validation

This subsection details the procedures involved in assembling and validating a dataset that
encapsulates the dynamic and complex environment of urban networks. Such dataset construction
serves to train the CNN-LSTM model to effectively manage and predict urban traffic and network
conditions.

5.2.1. Data Collection

Comprehensive data collection is fundamental for training robust models. The dataset includes
data from multiple sources within the urban infrastructure:

• Traffic Sensors: installed at various intersections and highways, these sensors collect real-time
data on vehicle counts, speeds, and queue lengths, which will be used to compute various metrics.
This data helps in identifying congestion patterns and traffic flow dynamics.

• Network Performance Metrics: mobile network operators provide data on network usage
including latency, bandwidth and reliability. These metrics are collected at minute intervals
and are essential for assessing the quality of communication and identifying potential network
failures.

5.2.2. Data Preprocessing

Data preprocessing involves several steps designed to prepare the raw data for effective machine
learning processing:

1. Data Cleaning: initial cleaning processes remove outliers and correct errors in the data to improve
the quality and reliability of the input.

2. Normalization: each metric is normalized using the min-max scaling technique, ensuring that
the data falls within a specified range (usually 0 to 1), which helps in speeding up the learning
process and improves model convergence.

3. Tensor Structuring: the normalized data is then structured into tensors of dimensions 90× 3,
where each row corresponds to one minute of data. This tensor format is specifically designed to
align with the CNN-LSTM model’s input requirements.
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5.2.3. Data Structuring for Machine Service Enhancement

Structured data input is crucial for the effective operation of machine learning models. The
following Python code snippet illustrates how to structure the data into a 90x3 tensor, suitable for
feeding into our CNN-LSTM model. Each row in this tensor represents one minute of collected data
across three critical network metrics: latency, bandwidth, and reliability. This structure supports the
model’s requirement to analyze spatial-temporal dynamics for network management.

Listing 1: Structured Data Preparation for CNN-LSTM Model
1

2 # Simulate normalized data to represent 90 minutes of urban network performance
3 data = {
4 ’latency’: np.random.uniform(0.1, 0.5, 90), # Norm latency from 100ms to 500ms
5 ’bandwidth’: np.random.uniform(5, 20, 90), # Norm bandwidth from 5Mbps to 20Mbps
6 ’reliability’: np.random.uniform(0.9, 1.0, 90) # Norm reliability from 90% to 100%
7 }
8

9 # Structuring the collected data into a 90x3 tensor
10 # Rows correspond to minute intervals, columns to metrics
11 tensor = np.stack((data[’latency’], data[’bandwidth’], data[’reliability’]), axis=1)
12

13 # Display the structured tensor
14 print("Structured Data Tensor:\n", tensor)

This structured approach to data not only provides the CNN-LSTM model with the required
format for optimal processing but also encapsulates the essence of the network’s dynamic conditions
within each minute interval. Each metric is carefully normalized and aligned within a structured
array to maintain consistency and improve the predictive accuracy of the model. The listing includes
detailed normalization steps, where each network performance metric is adjusted to a specific range.
This is essential to maintain uniformity in input scales and to prevent any feature from dominating the
model’s training process due to scale discrepancies.

By stacking the normalized data into a 90x3 tensor with ‘np.stack‘, we ensure that the data retains
its chronological order across different metrics. This structure allows the CNN to extract spatial
features effectively while the LSTM can track temporal patterns, both critical for making informed
predictions in a network environment.

The choice of stacking along ‘axis=1‘ ensures that each row of the tensor corresponds to a single
time interval, with columns representing different metrics. This alignment is crucial for the CNN-LSTM
model to process each time slice as a unified snapshot of network conditions, enhancing the detection
of underlying patterns and dependencies.

5.3. CNN-LSTM Implementation in MMS-DSR

The integration of a Convolutional Neural Network (CNN) and Long Short-Term Memory
model within MMS-DSR harnesses advanced predictive capabilities that significantly enhance routing
decisions in dynamically changing urban environments. This subsection discusses the implementation
of the CNN-LSTM model, using MATLAB for model training and OMNet++ for real-time simulation
in traffic prediction and route optimization.

5.4. Model Training and Preparation

The CNN-LSTM model is trained using historical traffic data, encompassing a variety of urban
traffic scenarios. Training is conducted using MATLAB, known for its robust environment for machine
learning model development and simulation.

Listing 2: Training the CNN-LSTM Model in MATLAB
1 % Load training data

2 data = load(’urban_traffic_data.mat’);

3

4 % Define the CNN architecture
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5 layers = [

6 sequenceInputLayer(3)

7 convolution2dLayer(3, 16, ’Padding’, ’same’)

8 batchNormalizationLayer

9 reluLayer

10 lstmLayer(50, ’OutputMode’, ’sequence’)

11 fullyConnectedLayer(10)

12 regressionLayer

13 ];

14

15 options = trainingOptions(’adam’, ...

16 ’MaxEpochs’, 25, ...

17 ’GradientThreshold’, 1, ...

18 ’InitialLearnRate’, 0.005, ...

19 ’LearnRateSchedule’, ’piecewise’, ...

20 ’LearnRateDropPeriod’, 10, ...

21 ’LearnRateDropFactor’, 0.2, ...

22 ’Verbose’, 0, ...

23 ’Plots’, ’training-progress’

24 );

25

26 % Train the model

27 net = trainNetwork(data.features, data.targets, layers, options);

In the Listing 2 the data variable could include metrics such as latency, bandwidth, and reliability
which are crucial for understanding traffic flow and network performance. The convolutional layers
are designed to extract spatial features from the sequential input data, which are crucial for identifying
patterns. LSTM layers follow to capture temporal dependencies, important for forecasting traffic
conditions. Training Options: parameters such as MaxEpochs, MiniBatchSize and InitialLearnRate are
tuned to optimize the learning process, ensuring the model adequately learns from historical data to
make accurate predictions about traffic patterns.

5.5. Integration with OMNet++

Once trained, the CNN-LSTM model is integrated into OMNet++ for real-time simulation and
decision-making. The trained model parameters are imported into OMNet++, interfacing with Python
to handle data preprocessing and prediction execution.

1. Model Import: the MATLAB-trained model parameters are converted and imported into
OMNet++ using a Python interface.

2. Data Preprocessing: traffic data from SUMO (Simulation of Urban MObility) are preprocessed to
match the CNN-LSTM model’s input requirements.

3. Prediction Execution: the CNN-LSTM model executes within the OMNet++ simulation,
predicting future traffic conditions based on real-time data.

4. Route Adjustment: routing decisions are dynamically adjusted based on the model’s predictions
to optimize traffic flow and reduce communication latency.

The Figure 7 demonstrates the sequential process from data acquisition to dynamic routing
decision-making within the MMS-DSR protocol. Here’s a breakdown of each stage depicted in the
figure:

Traffic
Data

(SUMO)
Preprocess CNN-LSTM

Model Prediction
Routing

(MMS-DSR)

Figure 7. Schematic of CNN-LSTM Integration into MMS-DSR

Traffic Data (SUMO): this block represents the initial stage where traffic data is gathered from
the Simulation of Urban MObility (SUMO). SUMO is extensively used to generate realistic vehicular
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mobility patterns which are critical for testing traffic management systems. Preprocessing: once the
traffic data is collected, it undergoes preprocessing to transform the data into a format suitable for
neural network consumption. This includes normalization of features, conversion of categorical data
into numerical formats, and structuring the data into tensors that the CNN-LSTM model can process.

CNN-LSTM Model: at this core stage, the preprocessed data is fed into the CNN-LSTM model.
The CNN layers extract spatial features from the data, identifying key patterns such as areas of high
congestion. Following this, the LSTM layers analyze these features over time to detect temporal
patterns and predict future traffic conditions.

Prediction: the predictions made by the CNN-LSTM model are crucial for anticipating future
traffic dynamics. These predictions include potential congestions, optimal traffic routes, and expected
changes in traffic flow.

Routing (MMS-DSR): based on the predictions from the CNN-LSTM model, the MMS-DSR routing
protocol dynamically adjusts the vehicular routes. This step helps to optimize traffic flow, reducing
congestion, and enhancing overall communication efficiency within the urban network.

6. Adapting MMS-DSR from MANETs to VANETs for Smart Cities

As urban centers continue to grow and evolve, the integration of intelligent transportation systems
becomes crucial for enhancing urban mobility and safety. Vehicular Ad-Hoc Networks are emerging as
a centric technology in this context, promising to transform conventional traffic systems into dynamic,
automated, and communicative networks. Unlike Mobile Ad-Hoc Networks that are designed for
relatively stable environments with moderate mobility patterns, VANETs cater to high-speed vehicles
within the complex and rapidly changing urban contexts. The adaptation of the Modified Dynamic
Source Routing protocol from MANETs to VANETs is not merely a technical necessity but a strategic
imperative to meet the specialized demands of modern smart cities. This section explores the critical
adaptations required for MMS-DSR to effectively function in the VANET environment, addressing
unique challenges and exploiting the opportunities presented by urban infrastructural advancements.

6.1. Introduction and System Requirements

Vehicular Ad-Hoc Networks, as a specialized subset of Mobile Ad-hoc Networks, are designed to
meet the rigorous demands of automotive-based communication environments. The need for such
a specialized approach is driven by distinct challenges characteristic of smart city contexts, which
include high vehicle mobility, dense urban architecture, and the need for highly reliable and dynamic
communication systems. VANETs address these challenges by adapting traditional MANET protocols
to suit the high dynamics of urban vehicular movements and the specific network infrastructure
requirements of cities.

In VANETs, vehicles often travel at high speeds across diverse urban and highway environments,
resulting in highly dynamic network topology changes. For simplicity we consider an urban context.
Thus, vehicle speeds are assumed to be relatively lower than highway conditions. Traditional routing
protocols like MMS-DSR must be enhanced to rapidly manage these frequent changes without
significant delays, ensuring timely and reliable route updates that support continuous and dependable
communication.

The urban scenario introduces physical barriers such as buildings, underpasses, and bridges,
which can impede wireless signals. VANET adaptations of MMS-DSR must consider three-dimensional
geographic data to optimize routing paths based on the likelihood of signal degradation, ensuring that
the routing decisions are both context-aware and adaptive to the urban environment.

6.2. Mathematical Formalization for VANET

To adapt the previous Mathematical Formalization from MANETs to VANETs, we need to consider
the specific characteristics and requirements of VANETs. In particular, in mathematical formalization
for VANETs we must incorporate additional parameters such as the Density of the Vehicles, the Distance
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of the Vehicle from the Destination, and the Trajectory of the Vehicle [54,55]. These parameters are
crucial for ensuring efficient and reliable routing in highly dynamic vehicular environments.

Vehicle Density (De): vehicle density measures the concentration of vehicles within a specific
area of the network. It is a critical metric for evaluating network congestion, as high vehicle density
can lead to increased communication delays and packet collisions.

De(r, t) =
TNVA

AS
(22)

where: TNVA is the total number of vehicles in the area, and AS is the area size. High vehicle
density indicates potential congestion, which can negatively impact communication reliability and
latency. Understanding vehicle density helps in optimizing routing decisions to avoid congested areas
and improve overall network performance.

Vehicle Distance (Di): vehicle distance is the Euclidean distance of the vehicle in the route from
the destination.

Di(r, t) = exp

(
−
(

di

dref

)ζ
)

(23)

where: di is the Euclidean distance of the vehicle from the destination, dref is a reference distance,
ζ is an attenuation factor.

Vehicle distance provides insight into the potential longevity of communication links, allowing
for better route stability. Routes with shorter distances to the destination are preferred, as they are
likely to offer more reliable communication.

Vehicle Trajectory (T): vehicle trajectory measures the predicted path towards the destination for
the vehicle in the route, considering its current and future positions. This metric helps in assessing the
alignment of vehicle movements with the desired route.

T(r, t) = exp
(
−
(

∆d(t)ζ

dref

))
(24)

where: ∆d(t)ζ = d(t)ζ − d(0)ζ , d(t) is the future distance of the vehicle in the route to the
destination at time t, d(0) is the current distance to the destination, dref is a reference distance, ζ is an
attenuation factor.

Vehicle trajectory helps in predicting the future alignment of vehicles with the intended route,
ensuring that the selected path remains optimal over time. Routes with stable trajectories are preferred
as they minimize deviations and potential disruptions in communication.

To predict the next position (xi+1, yi+1) of the vehicle, we use the current velocity vector (vx, vy)

and the time interval ∆t:

xi+1 = xi + vx · ∆t (25)

yi+1 = yi + vy · ∆t (26)

where: (xi, yi) are the current coordinates of the vehicle, vx and vy are the velocity components in
the x and y directions, respectively, and ∆t is the time interval.

Vehicle trajectory helps in predicting the future alignment of vehicles with the intended route,
ensuring that the selected path remains optimal over time. Routes with stable trajectories are preferred
as they minimize deviations and potential disruptions in communication.

To avoid making the article too heavy, we refer to the articles cited [54,55] for more details on the
formulas relating to the parameters.

Below is the adapted mathematical formalization for VANETs:
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VANETs Score Computation: the overall score for each route, S, is computed as:

S(r, t) = w1 ·
1

L(r, t)
+ w2 · B(r, t) + w3 · R(r, t) + w4 · BE(r, t)

+ w5 ·
1

De(r, t)
+ w6 ·

1
Di(r, t)

+ w7 ·
1

T(r, t)

(27)

where w1, w2, w3, w4, w5, w6, and w7 are the weights for latency, bandwidth, reliability, beamforming
efficacy, density, distance, and trajectory respectively.

The scoring function S(r, t) for VANETs is defined as:

S(r, t) = α ·
n

∑
i=1

wi(t) · vi(r) + δ · Pprediction(r, t) + λ · BF(r, t) (28)

where: vi(r) are the route metrics, wi(t) are the time-dependent weights, α is a weighting factor
for the summation real-time term, δ integrates the predictive reliability score Pprediction(r, t), λ is a
weighting factor for the beamforming score BF(r, t).

When De increases (i.e., more vehicles in a given area), it indicates higher congestion, leading to
increased communication delays and potential packet collisions. Consequently, the score for routes
through such areas would decrease, signaling less optimal paths. As Di increases, the vehicle is farther
from the destination, likely leading to less reliable communication links. The score for such routes
decreases because longer distances can result in higher latency and potential disconnections. An
increase in T (indicating a less predictable or more erratic trajectory) implies that the vehicle’s future
positions are less aligned with the optimal path, leading to potential disruptions in communication.
This decreases the route score.

Integrating these new metrics is critically important. Vehicle Distance (Di) and Vehicle Trajectory
(T) metrics account for the relative position and movement of vehicles towards the destination, helping
to predict the stability and longevity of communication links. Vehicle Density (De) assesses the
congestion level around each vehicle, influencing the likelihood of packet collisions and network
performance.

6.2.1. Numerical Illustration for VANET

To provide a concrete understanding of the MMS-DSR scoring mechanism for VANETs, we present
a numerical example with a network topology, as illustrated in Figure 8. This hypothetical scenario
considers several candidate routes, each with different metrics for latency, bandwidth, reliability,
vehicle density, vehicle distance, vehicle trajectory, and beamforming efficacy (BE), typical of diverse
urban paths.
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A

B

C

D

E

F

J

10 ms, 50 Mbps, 0.9, 20, 100 m, 10 m, BE=15 10 ms, 50 Mbps, 0.9, 20, 100 m, 10 m, BE=15

8 ms, 40 Mbps, 0.95, 30, 120 m, 8 m, BE=18 8 ms, 40 Mbps, 0.95, 30, 120 m, 8 m, BE=18

12 ms, 60 Mbps, 0.85, 25, 150 m, 12 m, BE=12 12 ms, 60 Mbps, 0.85, 25, 150 m, 12 m, BE=12

15 ms, 45 Mbps, 0.92, 15, 140 m, 15 m, BE=17

15 ms, 45 Mbps, 0.92, 15, 140 m, 15 m, BE=17

9 ms, 55 Mbps, 0.88, 22, 130 m, 9 m, BE=14

9 ms, 55 Mbps, 0.88, 22, 130 m, 9 m, BE=14

Figure 8. Network topology diagram illustrating the routes from Node A to Node J with respective
metrics.

The routes and their respective metrics are summarized in Table 5.

Table 6. Example routes with associated metrics.

Route L (ms) B (Mbps) R De Di (m) T (m) BE

r1 10 50 0.9 20 100 10 15
r2 8 40 0.95 30 120 8 18
r3 12 60 0.85 25 150 12 12
r4 15 45 0.92 15 140 15 17
r5 9 55 0.88 22 130 9 14
r6 10 50 0.9 20 100 10 15
r7 8 40 0.95 30 120 8 18
r8 12 60 0.85 25 150 12 12
r9 15 45 0.92 15 140 15 17
r10 9 55 0.88 22 130 9 14

Using the scoring function we assume the following parameters: δ = 0.2, λ = 0.3, β = 0,
Experience E = 10, dynamic weights at time t: w1(t) = 0.3, w2(t) = 0.2, w3(t) = 0.1, w4(t) = 0.05,
w5(t) = 0.1, w6(t) = 0.15, w7(t) = 0.1.

The Predictive reliability scores at time t: Pprediction(r1, t) = 0.92, Pprediction(r2, t) = 0.87,
Pprediction(r3, t) = 0.90, Pprediction(r4, t) = 0.91, Pprediction(r5, t) = 0.89, Pprediction(r6, t) = 0.92,
Pprediction(r7, t) = 0.87, Pprediction(r8, t) = 0.90, Pprediction(r9, t) = 0.91, Pprediction(r10, t) = 0.90.

The Beamforming Factor (BF) scores at time t: BF(r1, t) = 20, BF(r2, t) = 22.5, BF(r3, t) = 15,
BF(r4, t) = 21, BF(r5, t) = 19, BF(r6, t) = 20, BF(r7, t) = 22.5, BF(r8, t) = 20, BF(r9, t) = 22.5,
BF(r10, t) = 15.

To ensure fair comparison, the metrics are normalized to a [0, 1] scale using the formula:

xnorm =
x− xmin

xmax − xmin
(29)
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Table 7. Normalized metrics for each route.

Route L Norm B Norm R Norm De Norm Di Norm T Norm BE Norm

r1 0.286 0.50 0.5 0.20 0.0 0.20 0.500
r2 0.000 0.00 1.0 0.60 0.4 0.00 1.000
r3 0.571 1.00 0.0 0.40 1.0 0.40 0.000
r4 1.000 0.25 0.7 0.00 0.8 0.60 0.833
r5 0.143 0.75 0.3 0.35 0.6 0.25 0.333
r6 0.286 0.50 0.5 0.20 0.0 0.20 0.500
r7 0.000 0.00 1.0 0.60 0.4 0.00 1.000
r8 0.571 1.00 0.0 0.40 1.0 0.40 0.000
r9 1.000 0.25 0.7 0.00 0.8 0.60 0.833

r10 0.143 0.75 0.3 0.35 0.6 0.25 0.333

The Predictive reliability scores at time t were also normalized obtaining the following
values: PpredictionNorm(r1, t) = 1.0, PpredictionNorm(r2, t) = 0.0, PpredictionNorm(r3, t) =

0.6, PpredictionNorm(r4, t) = 0.8, PpredictionNorm(r5, t) = 0.4, PpredictionNorm(r6, t) = 1.0,
PpredictionNorm(r7, t) = 0.0, PpredictionNorm(r8, t) = 0.6, PpredictionNorm(r9, t) = 0.8,
PpredictionNorm(r10, t) = 0.6.

The Beamforming Factor (BF) scores at time t were normalized obtaining the following values:
BFNorm(r1, t) = 0.667, BFNorm(r2, t) = 1.000, BFNorm(r3, t) = 0.000, BFNorm(r4, t) = 0.800,
BFNorm(r5, t) = 0.533, BFNorm(r6, t) = 0.667, BFNorm(r7, t) = 1.000, BFNorm(r8, t) = 0.667,
BFNorm(r9, t) = 1.000, BFNorm(r10, t) = 0.000.

The scoring function S(r, t) for each route is calculated using the normalized values.
For example for r1 we have:

S(r1, t) = 0.5× (0.3 · 0.286 + 0.2 · 0.50 + 0.1 · 0.5 + 0.05 · 0.2 + 0.1 · 0.2 + 0.15 · 0.0 + 0.1 · 0.2)

+0.2 · 1.0 + 0.3 · 0.667

S(r1, t) = 0.5× (0.0858 + 0.1 + 0.05 + 0.01 + 0.02 + 0.0 + 0.02) + 0.2 + 0.3 · 0.667

S(r1, t) = 0.1429 + 0.2 + 0.2001

S(r1, t) = 0.5429

Repeating the same calculations for each route we will obtain the following values:

Table 8. Scoring Function values for each route after normalization.

Route Scoring Function (SF)

r1 0.5429
r2 0.5500
r3 0.4700
r4 0.675833
r5 0.530000
r6 0.5429
r7 0.5500
r8 0.4700
r9 0.675833
r10 0.530000

Even if by applying the scoring function, the paths r4 and r9 emerge as the optimal route with the
highest score of 0.675833, we must remember that in the classic DSR protocol, the primary metric for
selecting the optimal path is typically the number of hops. Carrying out the route analysis of the graph
illustrated in Figure 9, the possible paths from source to destination and the related Scoring Function
(SF) values are shown in Table 9:
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D
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J

r1, 0.5429 r6, 0.5429

r2, 0.5500 r7, 0.5500

r3, 0.4700 r8, 0.4700

r4, 0.675833

r9, 0.675833

r5, 0.530000

r10, 0.530000

Figure 9. Network topology diagram illustrating the routes from Node A to Node J with respective
metrics.

Table 9. Paths, Routes, and Total Scoring Functions (SF).

Path Routes Total SF

A→ B→ J r1 + r6 0.5429 + 0.5429 = 1.0858
A→ C→ J r2 + r7 0.5500 + 0.5500 = 1.1000
A→ D→ J r3 + r8 0.4700 + 0.4700 = 0.9400

A→ B→ E→ J r1 + r4 + r9 0.5429 + 0.675833 + 0.675833 = 1.894566
A→ C→ F→ J r2 + r5 + r10 0.5500 + 0.530000 + 0.530000 = 1.610000

Considering that MMS-DSR prioritizes the route with the highest cumulative scoring function
(SF) and minimum number of hops, the chosen optimal path would be:

A→ C → J with a total SF of 1.1000.
In conclusion, this numerical illustration demonstrates the effectiveness of MMS-DSR’s scoring

engine and shows how it can determine the optimal path in a network topology, considering various
metrics and beamforming efficacy.

6.3. Selection of DSR Over Enhanced OLSR

The choice of Dynamic Source Routing (DSR) over Enhanced Optimized Link State Routing
for Vehicular Ad-hoc Networks is primarily influenced by the distinct operational characteristics of
DSR, which align well with the high mobility and variable network conditions typical of urban smart
city environments. DSR offers several strategic advantages that make it particularly suited for such
settings:

• Adaptability to Network Changes: DSR utilizes an on-demand routing strategy, which allows it
to efficiently manage the high frequency of topological changes without the need for constant
route updates. This capability is crucial in urban areas, where vehicles frequently enter and exit
the network, leading to rapid changes in network topology.

• Reduced Overhead: unlike OLSR, which requires regular broadcasting of link-state information
to all nodes within the network, DSR minimizes communication overhead by maintaining
routes only when necessary. This approach not only conserves bandwidth but also reduces the
computational burden on network nodes, enhancing overall network performance.

• Efficiency in Dense Networks: DSR’s on-demand nature ensures that routing paths are
established based on current network conditions, providing optimized routes and avoiding
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the pitfalls of pre-determined paths that may no longer be optimal in dynamically changing
environments.

• Flexibility in High Mobility Scenarios: DSR is particularly advantageous in scenarios where
vehicle speeds and network densities change rapidly. The protocol’s flexibility allows it to adapt
quickly, ensuring that communication remains robust even as vehicles move at high speeds and
network configurations shift.

• Scalability: the on-demand nature of DSR scales well with the increasing number of vehicles
in urban settings. As smart cities grow and more vehicles are equipped with communication
capabilities, DSR can efficiently handle the expanding network without suffering from the
overhead associated with maintaining multiple routes simultaneously.

Enhanced OLSR, while robust in more stable and less dense networks, tends to perform less
efficiently in the variable urban settings typical of VANETs. The frequent transmission of topology
control messages required by OLSR can lead to significant network congestion, particularly in dense
urban areas where connectivity needs to be managed more judiciously. The proactive nature of OLSR,
which involves the periodic exchange of control messages to maintain route tables, can result in
excessive bandwidth consumption and increased latency, especially in highly dynamic environments.

Future-Proofing Smart City Communications: by focusing on the structural and operational
enhancements necessary for VANETs, the adapted DSR approach ensures that the protocol can meet
the high demands of modern smart city applications. This includes preparing for future integrations
and improvements in vehicular communication technology, such as the incorporation of machine
learning algorithms for predictive routing and the integration of next-generation wireless technologies.

We want to highlight the operational differences between DSR and Enhanced OLSR within
VANETs. The DSR routing process demonstrates an on-demand routing strategy that processes input
data, performs dynamic routing, and establishes optimized paths based on current network conditions.
This approach minimizes unnecessary routing overhead and adapts quickly to changes in network
topology, making it highly efficient for urban environments with high vehicle mobility.

In contrast, the OLSR routing process illustrates a proactive routing strategy. OLSR continuously
updates its routing tables through periodic control message exchanges, regardless of actual data traffic
requirements. While this approach ensures that route information is always available, it can lead to
significant bandwidth consumption and increased latency in highly dynamic networks, as the constant
exchange of control messages can congest the network and delay data transmission.

By focusing on the structural and operational enhancements necessary for VANETs, the adapted
DSR approach ensures that the MMS-DSR protocol can meet the high demands of modern smart
city applications, preparing for future integrations and improvements in vehicular communication
technology. The DSR protocol’s ability to efficiently handle dynamic changes in network topology
makes it a superior choice for VANETs over Enhanced OLSR, which is more suited for less dynamic,
stable network environments.

In conclusion, the selection of DSR over Enhanced OLSR for VANETs is driven by the need
for a flexible, efficient, and scalable routing protocol that can adapt to the unique challenges of
urban vehicular networks. The on-demand nature of DSR, coupled with its reduced overhead and
adaptability, makes it the optimal choice for supporting the high mobility and variable network
conditions characteristic of VANETs in smart cities.

7. Considered Scenario for MMS-DSR

The envisioned application scenario for Multi-metric Scoring Dynamic Source Routing is within a
Vehicular Ad-hoc Network in a smart urban environment. This section describes the implementation
of MMS-DSR in a vehicle-to-infrastructure (V2I) context, exploiting advanced communication
technologies such as Multi-User MIMO (MU-MIMO) systems and an intelligent central controller that
manages dynamic beamforming and deploys machine learning techniques for optimal routing.
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7.1. Scenario Description

The scenario is set in a densely populated urban area equipped with smart city infrastructure.
Road Side Units (RSUs) are deployed at strategic locations such as intersections, parking lots, and
frequent congestion areas. Each RSU is equipped with MU-MIMO capabilities, allowing it to
communicate simultaneously with multiple vehicles.

• Network Configuration: the network consists of numerous vehicles and RSUs, each embedded
with advanced communication technology to handle high-density information exchange. RSUs
serve as the backbone of the urban vehicular network, providing not only connectivity but also
acting as nodes that collect and process traffic data.

• Role of MU-MIMO: MU-MIMO technology in RSUs enables handling of high throughput
demands and supports extensive device connectivity. This technology significantly enhances
network efficiency by allowing multiple vehicles to receive and transmit data simultaneously
through spatial multiplexing.

• Dynamic Beamforming: beamforming techniques are employed to direct signals towards
specific vehicles, improving signal quality and reducing interference, which is crucial in urban
environments with numerous obstructions.

7.2. Machine Learning-Enhanced Routing

A central controller utilizes machine learning algorithms, specifically a combination of
Convolutional Neural Networks (CNNs) and Long Short-Term Memory networks, to predict traffic
patterns and optimize routing decisions dynamically.

• CNN-LSTM Model: the CNN component analyzes spatial features from the urban environment,
such as vehicle density, vehicle distance, and vehicle trajectory, while the LSTM part processes
temporal data, learning from past traffic patterns to predict future conditions.

• Data Handling: real-time data from various sensors on vehicles and static city sensors are
transmitted to the RSUs, where they are processed and analyzed. This data includes vehicle
speed, location, direction of travel, and other environmental factors that are used to compute the
metrics.

• Route Optimization: based on the analysis, the central controller calculates the optimal routes
for each vehicle, updating routes in real-time to respond to dynamic urban conditions like traffic
jams, accidents, or road closures.

7.3. Practical Implementation

A practical example of this scenario involves emergency response vehicles during peak traffic
times. Using MMS-DSR, the system can prioritize emergency vehicle communications, dynamically
adjusting routes and beamforming patterns to ensure the quickest and safest path through congested
city streets.

• Emergency Routing: when an emergency call is received, the system immediately calculates the
most efficient route for emergency vehicles, considering current traffic conditions and upcoming
changes predicted by the CNN-LSTM model. This route optimization ensures that the emergency
vehicles reach their destination as quickly as possible, avoiding traffic congestion and other
potential delays.

• Inter-Vehicle Communication: emergency vehicles continuously communicate their status and
position to nearby RSUs. The RSUs coordinate with each other and with the central controller
to manage traffic lights, dynamically adjust beamforming directions, and notify other vehicles
to clear the path for the emergency vehicles. This coordinated effort helps maintain a clear and
efficient route for emergency responders.
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• Real-Time Updates: the system provides real-time updates to emergency vehicles, allowing
them to adapt to changing conditions, such as sudden roadblocks or new traffic patterns. This
adaptability is crucial for maintaining efficient and safe routes during emergencies.

7.4. Visualization of the Scenario

The following figure provides a detailed visual representation of the MMS-DSR operational
framework in a smart city VANET environment. It illustrates how various components such as
Road-Side Units (RSUs), vehicles, and a central controller interact to optimize vehicular communication
and traffic management.

This Figure 10 depicts RSUs (RSU1 and RSU2) strategically placed along a route to communicate
with passing vehicles (V1, V2, V3, V4). These RSUs serve as critical nodes that not only relay
information from the vehicles back to a central controller but also receive routing instructions and
beamforming configurations from the controller. The central controller processes real-time traffic
and vehicular data to optimize routes, which are then communicated back to the vehicles via RSUs.
This ensures that vehicles are always taking the most efficient paths, avoiding congested areas, and
minimizing travel times. By continuously updating beamforming strategies, the RSUs can adjust their
communication beams to maximize signal clarity and strength, ensuring reliable and uninterrupted
communication. Vehicles constantly send data to the RSUs for maintaining up-to-date traffic models
and for emergency responses.

RSU1 RSU2

Central Controller

V1 V2 V3 V4

Data Control Data Control

Status Update Status Update

Figure 10. MMS-DSR UML considered scenario

8. Simulation and Evaluation

This section explores the empirical validation of the MMS-DSR protocol, showcasing its
effectiveness in both Mobile Ad Hoc Networks and Vehicular Ad Hoc Networks. The protocol’s
capabilities are evaluated against established standards such as traditional DSR, SOL-DSR, and
Enhanced OLSR. We particularly focus on its performance in an urban setting, simulating the dynamic
and complex environment of the Metropolitan area of Reggio Calabria, Italy.

8.1. Simulation Setup

Simulations utilize OMNeT++ integrated with SUMO (Simulation of Urban MObility) and the inet
framework to emulate realistic urban MANET and VANET scenarios. SUMO manages the vehicular
traffic within the city, reflecting accurate vehicle movements and interactions, while inet supports
advanced network simulations using the 802.11ax HE mode that we designed in [56]. This setup
allows for the detailed assessment of the MMS-DSR protocol in managing communication in densely
populated urban areas.
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Figure 11. SUMO simulation scenario in Reggio Calabria

8.2. Simulation Parameters

We configure our simulation to reflect the unique traffic and networking conditions of the
Metropolitan area of Reggio Calabria. Special attention is given to the placement of Road-Side Units
(RSUs) equipped with MU-MIMO technology, optimized for beamforming capabilities to enhance
communication efficiency across the network.

Table 10. Simulation Parameters tailored for Reggio Calabria’s urban environment.

Parameter Value

Tone Configuration 26, 242, 2x996
Protocols DSR, MMS-DSR, SOL-DSR, Enhanced OLSR
MIMO Configurations 10x10
Seed Variability Multiple sets
Confidence Interval 95%
Simulation Time 1000 seconds
Number of Nodes 20 to 100
Data Rate Up to 9607.5 Mbps
Network Standard IEEE 802.11ax
Mobility Model Random Waypoint, Manhattan
Traffic Type UDP, CBR, VBR
TX Data App UDPBasicApp
RX Data App UDPSink
Packet Size 1500 bytes
Node Sensitivity -120 dBm
Simulation Tools OMNeT++, SUMO, Veins
RSU Placement Strategically placed at major intersections
RSU Quantity 15 RSUs covering key traffic nodes

The RSUs are strategically placed at major intersections and points of high vehicle density to
maximize the MU-MIMO gains and beamforming effectiveness, ensuring optimal coverage and
minimal communication disruption. This placement is based on traffic flow data, which indicates areas
of frequent congestion and high vehicular mobility, making them critical points for effective traffic
management and emergency response facilitation.
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8.3. RSU Configuration and Placement Justification

In the Metropolitan area of Reggio Calabria, we deploy a total of 15 RSUs. These units are crucial
for the network’s infrastructure, particularly for managing the high-speed vehicular communication
required in urban settings. The RSUs are equipped with advanced MU-MIMO systems that allow for
significant enhancements in signal directivity and strength through beamforming techniques.

Each RSU’s location is selected based on a comprehensive analysis of traffic patterns and vehicle
density, ensuring that each unit can effectively manage the communication demands of its surrounding
area. This strategic placement not only maximizes the coverage and efficiency of the network but also
significantly enhances the reliability and speed of the communication.

8.4. Implementation of Comparative Protocols

In the evaluation of MMS-DSR, we compare its performance not only with the traditional DSR
protocol but also with two advanced adaptations: SOL-DSR and Enhanced OLSR. These comparisons
are crucial to validate the effectiveness and efficiency of MMS-DSR in handling urban vehicular
communications. Here we detail the implementation of these protocols within the OMNeT++
simulation framework, alongside the classic DSR protocol provided by the inet framework. Classic
DSR, a well-established routing protocol in ad hoc networks, is utilized as a baseline for our simulations.
This protocol is integrated into the inet framework, which provides a robust implementation suitable
for both MANETs and VANETs. The inet framework’s version of DSR follows the standard routing
mechanism where nodes dynamically discover and maintain source routes to all other nodes in the
network. SOL-DSR has been Implemented in Python, the DRL model is interfaced with OMNet++
through the Veins framework, which allows for the integration of machine learning algorithms with
traditional network simulation components. The DRL algorithm continuously updates its policy based
on the feedback from the network, selecting routes that minimize delays and maximize throughput.
The model is trained offline using a synthetic dataset generated from simulated network scenarios,
and the trained model is then deployed in the simulation to make real-time routing decisions. The
implementation of Enhanced OLSR in OMNeT++ is carried out using the inet framework, with
modifications to the standard OLSR protocol to include "greedy forwarding" techniques. These
techniques utilize dynamic assessment of neighbor proximity, based on the real-time vehicular data
provided by SUMO, to make forwarding decisions. This ensures that the routing is highly responsive
to the urban dynamics, providing improved performance in terms of latency and network overhead
in densely populated city scenarios. All protocols are simulated under identical network conditions
in OMNeT++ using the same vehicular mobility patterns generated by SUMO. This ensures that the
comparison is fair and highlights the relative strengths and weaknesses of each protocol in managing
urban vehicular communications. Metrics such as end-to-end delay, packet delivery ratio, and routing
overhead are measured to evaluate and compare the performance of the protocols.

The diagram in Figure 12 illustrates the integration of the simulation tools and routing protocols
used in our study. The inet framework provides foundational network functionalities and implements
the classic DSR protocol, which serves as our baseline comparison. SUMO generates realistic vehicular
movement data for simulating urban traffic patterns. Veins play a crucial role by bridging the gap
between OMNet++ simulations and real-world applications by incorporating machine learning models,
such as those used in SOL-DSR, into network simulations. This setup ensures that our simulations are
not only accurate but also reflective of actual urban vehicular environments. Each protocol, including
our enhanced MMS-DSR, interacts within the OMNeT++ environment to assess its effectiveness
against urban mobility challenges, providing a comprehensive evaluation of routing efficiency and
communication reliability.
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Figure 12. Visualization of protocol implementation and interactions with simulation tools

8.5. Performance Metrics

We focus on throughput, end-to-end latency, and route discovery time to assess the MMS-DSR
protocol’s performance under varying network loads and conditions. Throughput measures the
network’s capacity to deliver data successfully, reflecting the efficiency of data handling by the
protocol.
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Figure 13. Throughput comparison across varying number of vehicles.

Throughput is a critical metric for assessing the performance of routing protocols in Vehicular
Ad Hoc Networks. The MMS-DSR protocol showcases an exemplary integration of machine learning
techniques, specifically Long Short-Term Memory networks, to optimize routing decisions and enhance
network performance effectively. This integration is evident in the near-linear growth of throughput
observed in our simulations, where MMS-DSR accelerates from 1200 Mbps with 10 vehicles to a
remarkable 9400 Mbps with 100 vehicles. This growth not only underscores the effectiveness of
LSTM-based predictive modeling in optimizing data paths but also highlights the protocol’s ability to
dynamically minimize congestion, even as the network scales.
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In comparison to other protocols like SOL-DSR and Enhanced OLSR, MMS-DSR demonstrates
superior scalability and efficiency. For instance, at 100 vehicles, MMS-DSR achieves 9400 Mbps,
significantly outperforming SOL-DSR’s 6600 Mbps and Enhanced OLSR’s 5000 Mbps. This substantial
throughput advantage is attributable to the multi-metric scoring engine of MMS-DSR, which
dynamically adjusts the weights of various routing metrics based on current network conditions,
combined with the predictive power of LSTM that enhances route selection and management. This
approach enables MMS-DSR to maintain high throughput levels, even as network conditions change,
by proactively adapting to shifts in bandwidth availability, vehicle density, and network reliability.

Urban environments, characterized by high vehicle mobility and fluctuating traffic densities,
pose unique challenges for routing protocols. MMS-DSR addresses these challenges head-on by
utilizing its LSTM networks to predict and adapt to dynamic network conditions. For example,
MMS-DSR’s throughput remains stable and high in urban scenarios, a testament to its ability to predict
potential bottlenecks and disruptions in data flow. The protocol’s predictive capabilities allow it to
reroute data preemptively around congested areas and potential points of disruption, ensuring smooth
data transmission. For instance, even as the number of vehicles increases, MMS-DSR maintains a
throughput increase from 1200 Mbps at 10 vehicles to 9400 Mbps at 100 vehicles, showcasing less than
a 1% drop in efficiency compared to the initial performance, unlike traditional protocols which exhibit
larger declines.

Furthermore, MMS-DSR’s efficiency in managing network resources is highlighted by its
intelligent routing decisions that balance load across the network, preventing the over-utilization of any
single path and supporting uniform data distribution. This is crucial in maintaining high throughput
levels, as seen in our simulations where MMS-DSR consistently outperforms other protocols across
various vehicle densities and conditions. For example, when the vehicle density increases from 50 to
100 vehicles, MMS-DSR manages to keep its throughput nearly optimal, showcasing only a minimal
decrease in performance, which is significantly lower than the declines observed in protocols like
SOL-DSR and Enhanced OLSR.

Also, the urban scenario analysis further demonstrates the robustness of MMS-DSR in handling
the dynamic and often unpredictable environments of city scenario. The protocol’s machine learning
models enable it to effectively navigate frequent topology changes and varying traffic densities,
ensuring optimal route selection and minimal delays. This capability is particularly important during
peak traffic hours in cities, where MMS-DSR can predict increased vehicle density and adjust routes in
real-time to avoid slow-moving areas, thereby maintaining high throughput levels.
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Figure 14. Throughput comparison across varying vehicle speeds.

MMS-DSR also demonstrates superior performance in terms of throughput across varying vehicle
speeds. At a speed of 100 km/h, MMS-DSR achieves 9000 Mbps, which is significantly higher than
SOL-DSR’s 7300 Mbps and Enhanced OLSR’s 6300 Mbps. This can be attributed to MMS-DSR’s
adaptive routing strategies and predictive capabilities that effectively manage the dynamic nature of
vehicular movement.

As vehicle speed increases, MMS-DSR’s ability to predict and adapt to changes in the network
ensures that data packets are routed efficiently, avoiding potential disruptions and maintaining high
throughput. For instance, even at high speeds, MMS-DSR’s throughput only decreases slightly from
1100 Mbps at 10 km/h to 9000 Mbps at 100 km/h, demonstrating its robustness and efficiency in high
mobility scenarios. This minimal decrease in performance at higher speeds contrasts sharply with the
more significant drops observed in other protocols.

Furthermore, the efficiency of MMS-DSR in managing network resources and avoiding congestion
is evident as vehicle speeds increase. The protocol’s intelligent routing decisions, informed by LSTM
predictions, ensure that data is transmitted smoothly even in high-speed environments, reducing the
likelihood of packet loss and maintaining consistent throughput.

8.5.1. Average End-to-End Latency

Latency measures the time it takes for packets to travel from the source to the destination,
indicating the responsiveness of the network.
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Figure 15. Latency comparison in function of vehicle density.
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Figure 16. Latency comparison in function on vehicle speed.

Latency is an essential metric for evaluating the responsiveness and efficiency of routing protocols
in Vehicular Ad Hoc Networks. The MMS-DSR protocol demonstrates a significant advantage in
managing latency, particularly evident in our simulation results, where latency increases from 20 ms
at a density of 10 vehicles/km² to only 60 ms at 100 vehicles/km². This increase is notably lower
compared to other protocols, such as SOL-DSR, which jumps from 25 ms to 75 ms, and Enhanced
OLSR, which escalates from 30 ms to 85 ms under similar conditions. This remarkable performance by
MMS-DSR can be primarily attributed to the integration of Long Short-Term Memory networks, which
empower the protocol to proactively adjust routes in response to potential congestion and vehicle
mobility, thereby avoiding common causes of delay.

The machine learning impact on MMS-DSR is profound, as its use of LSTM networks allows
for predictive adjustments that preemptively mitigate potential delays. For instance, as vehicle

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 15 July 2024                   doi:10.20944/preprints202407.1161.v1

https://doi.org/10.20944/preprints202407.1161.v1


43 of 54

density increases, leading to higher chances of congestion and complex vehicle interactions, MMS-DSR
effectively uses its LSTM models to foresee and navigate around these potential bottlenecks. This
proactive routing ensures that even in scenarios where vehicle density significantly increases,
the latency remains optimally low. For example, when vehicle density increases from 50 to
100 vehicles/km², MMS-DSR exhibits only a minimal increase in latency from 40 ms to 60 ms,
demonstrating an exceptional ability to manage and adapt to increased traffic without a corresponding
steep rise in delay.

However, MMS-DSR’s adaptive routing capability is further highlighted in its consistent
performance across various network configurations. Its ability to maintain lower latency under
increasing vehicle density showcases the effective use of LSTM predictions to anticipate and adjust to
potential delays dynamically. This ensures faster packet delivery, which is particularly beneficial in
urban scenarios where quick response times are crucial. For instance, in a dense urban environment
characterized by frequent stop-and-go traffic and variable vehicle speeds, MMS-DSR’s latency remains
around 60 ms at 100 vehicles/km², significantly lower than the 75 ms for SOL-DSR and 85 ms for
Enhanced OLSR. This is crucial for applications requiring timely data delivery, such as dynamic traffic
light control and emergency vehicle routing, where delays can have significant implications.

The consistent low latency of MMS-DSR underscores its suitability for urban environments,
where the dynamic movement of vehicles necessitates quick adaptability and responsive routing. The
protocol’s machine learning-based predictive adjustments ensure timely data delivery, essential for
safety and traffic management applications. For example, in scenarios involving emergency responses
where vehicles need to communicate quickly with each other and with roadside infrastructure,
MMS-DSR’s ability to keep latency low, despite increasing vehicle density and mobility, ensures that
critical information is relayed without delay, supporting efficient emergency handling and enhancing
overall urban mobility.

The detailed analysis of latency in MMS-DSR, with its integration of LSTM networks and adaptive
routing strategies, reveals a protocol that is not only responsive and efficient but also highly adaptable
to the varying dynamics of urban network environments. The protocol’s performance in maintaining
low latency across different vehicle densities and speeds, and urban scenarios, combined with its robust
machine learning capabilities, positions MMS-DSR as an advanced solution for future developments in
VANET routing protocols, particularly for applications demanding quick and reliable communication
in complex urban settings.

8.5.2. Route Discovery Time

The time required to discover a route reflects the protocol’s efficiency in establishing connectivity,
especially in dynamic networks where rapid changes are common.
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Figure 17. Route discovery time VS vehicle density.
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Figure 18. Route discovery time VS vehicle speed.

Route discovery time is a crucial performance metric for routing protocols in Vehicular Ad
Hoc Networks, particularly in high-mobility urban environments where rapid topological changes
are common. MMS-DSR demonstrates superior performance in this aspect, with route discovery
times increasing from only 15 ms at a density of 10 vehicles/km² to 55 ms at 100 vehicles/km². This
progressive increase is significantly slower compared to other protocols like SOL-DSR and Enhanced
OLSR, where times escalate more steeply from 20 ms to 70 ms and from 25 ms to 80 ms respectively
under similar conditions. This highlights the effectiveness of the integrated machine learning model in
MMS-DSR, which uses Long Short-Term Memory networks to predict and adjust routes dynamically,
facilitating quick and efficient pathfinding even as network complexity increases.

The impact of machine learning on MMS-DSR is significant, particularly in how it optimizes route
discovery times. The LSTM networks enable the protocol to preemptively adjust routes in response to
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real-time changes in the network topology. For instance, as vehicle density increases and the network
becomes more congested, MMS-DSR efficiently predicts potential bottlenecks and reroutes data packets
through less congested paths. This ability is reflected in the moderate increase in discovery times from
30 ms at 50 vehicles/km² to only 55 ms at 100 vehicles/km², demonstrating an exceptional capacity to
handle increased traffic and complexity without a corresponding steep rise in discovery times.

Furthermore, MMS-DSR’s efficient pathfinding is evident across various network densities. Its
lower discovery times, compared to other protocols, underscore its advanced algorithms and the
features provided by LSTM predictions. These algorithms enable MMS-DSR to quickly adapt to
topological changes and optimize routes without incurring excessive overhead. For example, in urban
scenarios characterized by high mobility and frequent topological changes, MMS-DSR maintains
discovery times around 55 ms for 100 vehicles/km², much lower than the 70 ms for SOL-DSR and 80
ms for Enhanced OLSR. This rapid route discovery is crucial for maintaining continuous and reliable
communication in dynamic urban settings, supporting operational efficiency and safety in smart city
applications.

In dense urban networks, where the interaction between vehicles is continuous and complex,
MMS-DSR’s rapid route discovery capability ensures that communication delays are minimized. For
instance, in scenarios involving real-time traffic information sharing or coordination among emergency
vehicles, MMS-DSR’s ability to maintain low discovery times ensures that information is shared
promptly, enhancing the responsiveness of urban transport systems and emergency services.

In summary, the detailed analysis of route discovery time in MMS-DSR, with its integration
of LSTM networks and efficient pathfinding algorithms, reveals a protocol that is not only quick
and responsive but also highly adaptable to the varying dynamics of urban environments. The
protocol’s performance in maintaining low discovery times across different vehicle densities and
speeds, urban scenarios, and under dynamic topological changes, combined with its robust machine
learning capabilities, positions MMS-DSR as an advanced solution for future developments in VANET
routing protocols, especially for applications demanding fast and reliable route establishment in
complex and high-mobility urban settings.

To further validate the effectiveness of MMS-DSR, additional simulation results focusing on key
performance metrics such as Packet Delivery Ratio (PDR), Routing Overhead, and Scalability can
be discussed. These metrics provide a comprehensive view of the protocol’s performance in urban
VANET environments, highlighting its robustness and efficiency.

8.5.3. Routing Overhead

Routing Overhead measures the extra communication required for maintaining the routing
information, indicating the efficiency of the protocol.

MMS-DSR exhibits lower routing overhead compared to SOL-DSR, Enhanced OLSR, and
traditional DSR, as depicted in Figures 19 and 20. The overhead increases from 200 control packets at
10 vehicles/km² to 1600 control packets at 100 vehicles/km² and from 200 control packets at 10 km/h
to 1550 control packets at 100 km/h. This is significantly lower than the 2000 control packets required
by Enhanced OLSR and DSR. MMS-DSR’s on-demand routing strategy, combined with the predictive
capabilities of LSTM networks, minimizes unnecessary control packet transmissions, thus reducing
overhead and improving overall network efficiency.
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Figure 19. Routing overhead comparison in function of vehicle density.
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Figure 20. Routing overhead comparison in function of vehicle speed.

A key advantage of MMS-DSR is its ability to predict vehicle movements without relying on GPS
systems. By utilizing predictive models that anticipate vehicle trajectories, MMS-DSR reduces the need
for frequent route updates, which significantly lowers the routing overhead. This approach ensures
efficient use of network resources and enhances the protocol’s scalability and adaptability in urban
VANET environments.

The machine learning model in MMS-DSR, particularly the LSTM networks, plays a crucial role
in this optimization. These networks forecast vehicle movements based on historical and real-time
data, allowing the protocol to adjust routes dynamically and avoid congested areas. As vehicle density
and speed increase, MMS-DSR maintains lower overhead by efficiently managing control packet
transmissions and preventing unnecessary route discoveries. For example, at a vehicle density of 50
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vehicles/km², MMS-DSR requires only 1000 control packets compared to 1500 for Enhanced OLSR,
demonstrating its superior efficiency.

Furthermore, in high-density urban scenarios, MMS-DSR’s ability to predict and adapt to vehicle
movements without GPS significantly reduces overhead. This is crucial for applications where network
efficiency and resource management need to be handled. The protocol’s predictive capabilities enable
it to maintain low overhead even as the number of vehicles and their speeds increase, ensuring reliable
and efficient communication in dynamic and complex urban environments.

Basically, the detailed analysis of routing overhead in MMS-DSR, with its integration of predictive
models and efficient control packet management, reveals a protocol that is not only efficient and
scalable but also highly adaptable to the varying dynamics of urban VANET environments. The
protocol’s performance in maintaining low overhead across different vehicle densities and speeds,
combined with its robust machine learning capabilities, positions MMS-DSR as an advanced solution
for future developments in VANET routing protocols, particularly for applications demanding efficient
and reliable communication in complex urban settings.

8.5.4. Scalability

Scalability examines the protocol’s ability to handle increasing network sizes without significant
performance degradation.

MMS-DSR demonstrates excellent scalability performance, as illustrated in Figures 21 and
22. The Normalized Performance Index decreases from 0.95 with 10 vehicles/km² to 0.63 with
100 vehicles/km² and from 0.95 at 10 km/h to 0.63 at 100 km/h. This decline is less pronounced
compared to SOL-DSR, Enhanced OLSR, and DSR. MMS-DSR’s machine learning-enhanced predictive
capabilities and efficient routing strategies allow it to manage increasing network sizes effectively,
ensuring consistent performance across various vehicle densities and speeds. This robustness is crucial
for maintaining reliable communication in densely populated urban VANET environments.
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Figure 21. Scalability comparison performance across increasing vehicle density.
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Figure 22. Scalability comparison performance across increasing vehicle speed.

In high-density scenarios, MMS-DSR’s predictive modeling using Long Short-Term Memory
networks allows it to anticipate and adapt to changes in vehicle movements and network conditions
dynamically. This capability ensures that even as vehicle density and speed increase, MMS-DSR can
maintain high performance with minimal degradation. For example, at a density of 100 vehicles/km²
and speed of 100 km/h, MMS-DSR achieves a performance index of 0.63, compared to 0.48 for
traditional DSR. This significant difference highlights MMS-DSR’s ability to manage higher densities
and speeds without compromising on efficiency.

The MMS-DSR protocol benefits from its multi-metric scoring engine, which dynamically adjusts
the weights of various routing metrics based on current network conditions. This adaptability is
particularly beneficial in urban environments where vehicle densities and speeds can fluctuate rapidly.
By expoliting predictive models, MMS-DSR can preemptively adjust routes to avoid congestion,
ensuring that data transmission remains smooth and efficient.

In addition, the protocol’s efficiency is further enhanced by its reduced reliance on frequent route
updates. Unlike traditional protocols that may rely on constant GPS data, MMS-DSR predicts vehicle
movements and adjusts routes accordingly. This approach reduces the need for continuous control
packet transmissions, lowering overhead and preserving network resources.

In essence, the detailed analysis of scalability in MMS-DSR, with its integration of machine
learning models and dynamic routing strategies, reveals a protocol that is not only scalable and
efficient but also highly adaptable to the varying dynamics of urban VANET environments. The
protocol’s performance in maintaining high scalability across different vehicle densities, speeds, and
numbers, combined with its robust predictive capabilities, positions MMS-DSR as an advanced solution
for future developments in VANET routing protocols, particularly for applications demanding efficient
and reliable communication in complex urban settings.

9. Conclusion and Future Goals

9.1. Conclusion

The Multi-metric Scoring Dynamic Source Routing protocol has been demonstrated to be a
highly efficient and adaptable solution for routing in Vehicular Ad-hoc Networks within smart city
environments. Through extensive simulations and empirical validation, MMS-DSR has shown superior
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performance in key metrics such as throughput, latency, and route discovery time compared to
traditional DSR, SOL-DSR, and Enhanced OLSR protocols.

MMS-DSR’s integration of machine learning, particularly Long Short-Term Memory networks,
for predictive routing, allows it to dynamically adapt to rapidly changing urban traffic conditions.
This proactive approach ensures reliable and efficient communication by optimizing data paths and
adjusting to network dynamics in real-time. The use of advanced beamforming techniques further
enhances communication quality by improving signal directionality and reducing interference, which
is critical in dense urban environments.

The simulation results underscore MMS-DSR’s robust performance across various urban scenarios,
demonstrating its ability to handle high mobility and frequent topological changes inherent in VANETs.
Thanks to the capabilities of Massive MIMO and IEEE 802.11ax, MMS-DSR provides a scalable and
future-proof routing protocol suitable for the evolving demands of 6G networks and smart cities.

Table 11. Summary table of main features of each considered approach

Approach Technical Features Application Fields Additional Features

MMS-DSR
• Uses machine learning
• Suitable for both

MANET and VANET
• Employs beamforming

with MU-MIMO
technology

• Adapts to real-time
network conditions

• Supports most recent
network standards

• Good for urban
environments with
high vehicle density

• Suitable for
high-mobility scenarios

• Effective in dynamic
and complex
environments

• Optimized for 6G
networks

• Does not rely on GPS,
reducing overhead

• Maintains high
throughput and
low latency

• Predictive modeling for
efficient routing

• Scalable to large
network sizes

SOL-DSR
• Self-organizing and

adaptive
• Learning algorithms

for routing decisions
• On-demand route

discovery

• Suitable for moderate
mobility networks

• Effective in both urban
and suburban areas

• Higher overhead due
to frequent route
discoveries

• Limited scalability in
high-density scenarios

• Less effective
predictive capabilities

Enhanced
OLSR • Link-state routing

protocol
• Greedy forwarding

techniques
• Suitable for both

MANET and VANET

• Suitable for static and
low-mobility networks

• Effective in
well-defined urban
layouts

• High control packet
overhead

• Struggles with rapid
topology changes

• Less scalable in
high-mobility
environments

DSR
• Source-routing

protocol
• Simple and

well-established
• On-demand route

discovery

• Suitable for
low-mobility and
low-density networks

• Effective in small-scale
ad hoc networks

• High latency and low
throughput in dense
networks

• Significant overhead in
dynamic environments

• Poor scalability and
limited predictive
capabilities
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Table 11 provides a detailed comparison of the main aspects of the MMS-DSR, SOL-DSR, Enhanced
OLSR, and DSR protocols. The MMS-DSR approach stands out for its advanced technological features,
incorporating machine learning, particularly LSTM networks, to optimize routing decisions. This
protocol is versatile, suitable for both MANET and VANET environments, and employs beamforming
with MU-MIMO technology, making it well-suited for the most recent network standards such as
IEEE 802.11ax and future 6G networks. Notably, MMS-DSR does not rely on GPS, which significantly
reduces overhead, enhancing its scalability and efficiency in urban scenarios with high vehicle density
and dynamic network conditions.

In contrast, the SOL-DSR protocol, while adaptive and incorporating learning algorithms for
improved routing, tends to generate higher overhead due to frequent route discoveries. This makes
it less scalable in high-density scenarios compared to MMS-DSR. Enhanced OLSR, being a link-state
routing protocol with greedy forwarding techniques, is effective in static or low-mobility networks but
struggles with rapid topology changes and incurs high control packet overhead, limiting its scalability
in high-mobility environments.

The traditional DSR protocol, known for its simplicity and on-demand route discovery,
performs well in low-mobility and low-density networks but faces challenges in dense and dynamic
environments. It experiences high latency, low throughput, and significant overhead in such scenarios,
making it less suitable for large-scale or high-mobility applications compared to MMS-DSR. Overall,
MMS-DSR’s integration of predictive modeling, adaptive routing, and reduced reliance on continuous
control packet transmissions positions it as a highly advanced and efficient solution for modern urban
VANET and MANET environments, addressing the limitations observed in the other protocols.

9.2. Future Goals

Looking forward, several avenues for further research and development can enhance the
capabilities and application scope of MMS-DSR:

• Enhanced Security Mechanisms: while this study focused on performance optimization, future
work should integrate advanced security protocols to safeguard against potential cyber threats.
Incorporating encryption standards and reliable authentication mechanisms will be crucial to
ensure data integrity and privacy in vehicular communications.

• Integration with Machine Learning Techniques: future research should explore the integration
of additional machine learning techniques such as deep reinforcement learning (DRL) and
support vector machines (SVMs) to further enhance the predictive capabilities and adaptability
of MMS-DSR.

• Scalability Improvements: further studies should investigate the scalability of MMS-DSR in
even larger urban networks. This involves optimizing the protocol to handle thousands of nodes,
ensuring efficient data handling and minimal latency as the network scales.

• Real-World Deployment and Testing: implementing MMS-DSR in real-world smart city
environments will be a significant step forward. Pilot projects in collaboration with urban
municipalities could provide valuable insights into the protocol’s performance in live settings,
helping to refine and enhance its operational capabilities.

• Adaptive Beamforming Algorithms: future research should focus on developing more
sophisticated beamforming algorithms that can dynamically adapt to real-time changes in the
urban environment. This includes handling signal blockages and reflections more effectively to
ensure uninterrupted communication.

• Support for Heterogeneous Networks: expanding MMS-DSR to support heterogeneous
networks, which include a mix of different wireless communication standards and technologies,
will be essential. This would enhance the protocol’s flexibility and usability across various smart
city applications.

• Energy Efficiency: future enhancements should also consider energy-efficient routing and
communication strategies. Developing algorithms that minimize power consumption while
maintaining high performance will be critical for the sustainability of VANETs.
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• Collaborative Routing Strategies: exploring collaborative routing strategies where multiple
nodes work together to optimize routes and manage traffic dynamically could further enhance
the performance and reliability of MMS-DSR in complex urban environments.

By addressing these future goals, MMS-DSR can evolve to meet the increasingly complex demands
of urban vehicular networks, ensuring robust, efficient, and secure communication in the smart cities
of tomorrow.
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