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Abstract: The distribution of tiny sensors over a specific area was first proposed in the late 1990s as 
a concept known as Smart Dust. Several efforts focused primarily on computing and networking 
capabilities but quickly ran into problems related to power supply, cost, data transmission, and 
environmental pollution. To overcome these limitations, we propose using paper-based (confetti-
like) chemosensors that exploit the inherent selectivity of chemical reagents, such as colorimetric 
indicators. In this work, cheap and biodegradable passive sensors made from cellulose could 
successfully indicate the presence of hazardous chemicals, e.g., strong acids, by a significant color 
change. A conventional color digital camera attached to a drone could easily detect this from a safe 
distance. The collected data was processed to define the hazardous area. Our work presents a 
combination of the smart dust concept, chemosensing, paper-based sensor technology, and low-cost 
drones for flexible, sensitive, economical, and rapid detection of hazardous chemicals in high-risk 
scenarios. 

Keywords: Passive smart dust; remote sensing; drone; UAV; hazard; optical detection; 
chemosensor; pH indicator; paper-based sensors; confetti-like sensor; harmful chemicals 

 

1. Introduction 

Smart Dust represents an innovative concept in microtechnology. It involves the development 
of tiny sensors, primarily microelectromechanical systems (MEMS), to monitor various physical, 
chemical, or other environmental parameters [1,2]. These small sensors, which have been planned to 
be as tiny as grains of sand, would be equipped with microprocessors, various sensors, batteries, and 
communication modules and enable the autonomous collection and wireless transmission of data to 
central networks [3,4]. Potential applications of Smart Dust are manifold, ranging from 
environmental monitoring to military surveillance, and promise transformative impact in areas such 
as agriculture, pollution control, ecosystem monitoring, and management of risk scenarios or 
emergency situations. 

The development of the Smart Dust concept is attributed to Kris Pister and Joe Kahn, along with 
their teams at the University of California, Berkeley, in the late 1990s. The US agency DARPA 
supported some of these projects. For quite a while, Smart Dust was seen as an innovative concept 
with highly disruptive potential [5]. In 2013, Smart Dust was identified as an innovation trigger by 
Gartner Inc. but no longer appears to be included in recent versions of Gartner’s Hype Cycle for 
Emerging Technologies. Despite the promising prospects, Smart Dust technology still seems to face 
major challenges, such as miniaturization, communication, limited energy supply, safety and 
environmental issues, and costs [6]. In addition, deploying such electronic devices raises critical 
questions regarding safety, privacy, and environmental impact. The practical distribution of Smart 
Dust in the field has not yet been discussed in detail, and these sensors would need to be recollected 
after use, which is unlikely to have been a high priority given the other serious technological 
problems of which the power supply was the primary challenge. The future of this sensing 
technology is being explored with a focus on battery-less systems to achieve energy-autonomous 
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sensors [7]. These sensors may operate independently of traditional battery power by leveraging 
other energy sources, such as light and thermal gradients. This would reduce maintenance needs and 
extend operational lifetimes, being particularly important for applications in environmental 
monitoring and industrial automation. The further development of optically powered Smart Dust 
systems may also bypass the battery problem and emphasize efficient energy conversion and signal 
processing to enhance performance [8]. The broad potential of Smart Dust technology is evident 
across numerous applications. From precision medicine and environmental monitoring to industrial 
automation and renewable energy maintenance, these tiny sensors are poised to revolutionize data 
collection and use. As described, however, there are still considerable technical challenges that have 
not yet been solved [9]. Large challenges must be addressed in energy management, system 
integration, and miniaturization to realize the full capabilities of future Smart Dust systems. 

This study focused on developing small biodegradable cellulose-based chemosensors for precise 
drone-based localization of hazards and the demarcation of danger zones. This confetti-like material, 
the key to this form of Passive Smart Dust technology, was optimized for optimal detection by drone-
based optical camera systems while enabling the coverage of larger areas with low production costs 
and environmental sustainability. 

Thymol blue was chosen as a proven pH indicator due to its high molar absorptivity and distinct 
color changes at different pH levels. A polymer additive was used to keep the indicator sufficiently 
long on commercial filter paper. The manufacturing process was upscaled to obtain a larger amount 
of the confetti-like material. The dye bleeding could be significantly reduced compared to commercial 
products. Data processing involved converting drone-captured images from Red, Green, and Blue 
(RGB) to Hue, Saturation, and Value (HSV) color space for better color analysis. A custom Python 
script was used, including a threshold filter that identified areas with spilled acid. This was 
accompanied by several subsequent data processing procedures like Gaussian blur to reduce noise, 
and a clustering algorithm grouping data points, enhancing the visualization of spatial relationships. 
Additional field tests confirmed the system’s potential for rapid hazard localization. The Passive 
Smart Dust localized acid spills outdoors using a drone-mounted camera—processed images 
identified contaminated regions based on color values, showing the system’s compatibility with low-
cost drones. 

The main contributions of this work are: 
• Production of small cellulose-based paper discs with a diameter of 6 mm acting as passive sensor 

components optimized for hazard detection and localization by standard drone cameras.  
• Development of a reproducible manufacturing process to produce the first Passive Smart Dust 

using thymol blue as a colorimetric indicator and a polyvinyl acetate additive to slow down the 
leaching of the dye. This method maintains high absorbency with minimal dye leaching, 
ensuring environmental compatibility and potential for large-area application. 

• Automated image processing via an implemented data processing routine, including image 
segmentation, threshold filtering, and cluster analysis, used for optical hazard detection and 
precise localization.  

• Validation under real-world conditions at a testing site. Demonstration that low-cost drones can 
effectively localize hazardous substances from a safe distance without modifications, making 
the system cost-effective and easy to use in contaminated areas. 

2. Description of the Passive Smart Dust Concept 

2.1. Conventional Application of Drones for Hazard Detection 

Fast and reliable information is essential for managing critical situations and accidents with 
exceptional risk potential. Drones with special equipment have been tested and used regularly for 
these applications [10]. In recent years, drones have become increasingly popular and have also 
shown great capabilities in different data acquisition methods in object identification, gas detection, 
or remote sensing of hazard-related disasters [11–13]. Since they are remotely controlled, the operator 
can stay safe while investigating the region of interest. Very powerful drones are commercially 
available for typical disaster management, such as earthquakes, floods, or bushfires [14–16]. 
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However, for chemical or biological risks, the capabilities of drones are still quite limited. Obvious 
challenges include the high diversity of such risks, which often need specific sensors that are only 
available for very few compounds. Taking samples with a drone and bringing them to a collection 
point or central laboratory seems slow, relatively expensive, and unsuitable for delivering a 
sufficiently dense data mesh. Drones equipped with electrochemical, metal oxide semiconductor or 
non-dispersive infrared in-situ gas sensors face challenges due to their propulsion systems causing 
downwash and strong turbulence [17,18]. This affects the spread of the chemical plume and makes it 
difficult to measure gas or vapor concentrations. Remote gas sensors offer new possibilities without 
direct contact with hazardous materials [19]. Besides remote sensing using multispectral analysis or 
fluorescence, monitoring larger areas is still limited with conventional sensor technology. Passive 
Smart Dust addresses these challenges by using chemically sensitive dyes that provide localized 
information that can be read by a standard drone camera. 

2.2. Paper-Based Analysis 

Paper-based analytical techniques are quite old and have always been popular in some areas, 
such as pH testing or water analysis [20]. Some scientists considered this approach to be outdated 
due to rapidly developing and more powerful analytical instruments. However, these sophisticated 
and often expensive devices are neither mobile nor economically accessible to many potential users. 
Paper-based analysis has experienced an astonishing renaissance in recent years. It has developed 
into an independent branch of analytical chemistry, particularly in the context of extremely mobile 
point-of-care systems or diagnostics in developing countries. Today, the technology of paper-based 
sensors has already reached a high level of sophistication and performance [21,22]. Results are mostly 
presented as a simple optical response, e.g., in the well-known corona rapid tests. In response to the 
as-yet unsolved challenges of conventional Smart Dust, one approach to Passive Smart Dust is the 
application of small, confetti-like pieces of paper. Coated with chemically reactive pH indicators, 
acting as chemosensors. Many chemosensors have been developed to interact selectively and 
quantitatively with target compounds, including pH, metal ions, glucose, and detecting explosives 
to expand their applications. These reagents, often relying on optical effects like fluorescence or color 
changes, can read out manually or nowadays also by smartphone apps [23]. These target/dye 
combinations have the potential for developing additional variants of Passive Smart Dust. 

2.3. Detection of Chemical Hazards by Passive Smart Dust and a Drone 

The chemical information is read out by the color camera of a drone, also known as an unmanned 
aerial vehicle (UAV), which flies over the pieces of paper coated with colorimetric reagents at a 
certain distance. Passive Smart Dust indicates chemical hazards, such as a color change, which can 
be recorded by any optical camera system attached to the UAV. Expensive multispectral cameras as 
used in traditional remote sensing, are not required. The benefits of such a system are versatility and 
low cost. In addition, the small pieces of paper used in this work are completely biodegradable, like 
other materials mainly based on cellulose. The scenario of an acid spill caused by a truck accident 
was chosen to demonstrate the Passive Smart Dust concept (Figure 1). The well-defined color change 
of a pH indicator could be used as a proven and reliable method for detecting acids or bases. Small 
confetti-like pieces of paper were manufactured and tested in the laboratory. They were then 
deployed in an outdoor test area and analyzed using images from a drone camera hovering over the 
region of interest. The field test data was evaluated using a customized Python program to detect 
and locate the contaminated area automatically. A color-based threshold filter was combined with 
additional criteria to create useful images of the hazardous region, e.g., for emergency services. 
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Figure 1. Schematic representation of the Passive Smart Dust principle in the scenario of spilled 
liquids by an accident. The background image is a photogrammetric image of our test site. The 
hazardous liquid is shown in green for better visibility while being colorless in reality. The drone 
camera can identify and locate the hazardous area by a color change of our distributed Passive Smart 
Dust. Here, yellow discs mark the safe area, while purple discs indicate the contaminated area. 

3. Materials and Methods 

3.1. Colorimetric pH Indicator  

Thymol blue 4,4’-(1,1-Dioxido-3H-2,1-benzoxathiole-3,3-diyl)bis(2-isopropyl-5-methyl-phenol) 
is a versatile pH indicator used in various applications, such as biology, analytical chemistry, and 
environmental science. It has high molar absorptivity so it can be easily detected optically, even in 
low concentrations. This organic dye belongs to the subclass of the sulfonephthaleins and exists in 
three differently protonated forms [24,25]. These have three corresponding colors: purple, yellow, 
and blue, depending on the respective pH value. The suitability of a pH probe or indicator can be 
evaluated based on its acid dissociation constant, Ka (also referred to as acidity constant), or its 
negative decadic logarithm, pKa. In practical terms, the pKa value denotes the pH range over which 
an indicator changes its optical properties, making it useful for sensing applications [26,27]. The 
change in spectral properties of pH indicator dyes is caused by protonation or deprotonation. Thymol 
blue offers the possibility of releasing two protons. Its lower pKa was determined to be 1.7, indicating 
that thymol blue converts to its fully protonated form (H2Ind) at a pH below 1.7, displaying a purple-
red color (absorbance maximum at 546 nm). At a pH value between 1.7 and 8.9, thymol blue exists 
mainly in its singly protonated form (Hind-), which appears bright yellow (absorption maximum at 
433 nm). At a pH higher than 8.9, it is present mainly in its blue and completely deprotonated form 
(Ind2-, absorption maximum at 600 nm) [28,29]. The absorption spectra were determined using an 
Implen NP80 UV/VIS spectrometer The ability to undergo a reversible color change over a relatively 
narrow pH range makes this dye suitable for titrations and other analytical techniques requiring 
visual pH measurements [30]. 

3.2. Manufacturing of pH-Sensitive Cellulose Sensors  

Filter paper (Macherey-Nagel, MN 617) consisting of untreated cellulose was chosen as the raw 
material. 300 mg of thymol blue sodium salt (CAS 62625-21-2, ACS grade, Carl Roth, Germany) was 
dissolved in 400 mL of ultra-pure water under stirring at 60 °C for 1 hour. After the mixture cooled 
down to room temperature, 200 mL of Ponal® super3 was added under constant stirring. 
Subsequently, the mixture was adjusted to a neutral pH by NaOH solution (50%, Honeywell, 
Germany) while monitoring this process with a pH electrode (HANNA—HI5221-02). The resulting 
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suspension was then transferred to a plastic tray, into which the filter paper strips (9x25 cm2) were 
immersed for 20 seconds each. Excess material was removed by pulling the wet paper strips through 
a small adjustable slit. Subsequently, the paper strips were then dried by hanging them on a “washing 
line” in a fume hood overnight at room temperature. Finally, the colorimetric sensor discs of 6 mm 
were cut out using a custom-made punch.  

 

Figure 2. The production process of the colorimetric pH paper: (a) Starting with mixing the precursors 
and (b) immersing filter paper strips in a plastic tray containing the reagent mixture. The coated 
material was then dried by hanging it on a “washing line” (c). Finally, the coated cellulose 
chemosensors were punched out with a custom-made 6 mm Ø hole punch (d). Modified from 
BioRender.com. 

3.3. Data Processing 

In this study, visual data captured by a drone-mounted camera was stored as JPEG files and 
analyzed. The JPEG compression algorithm employs a discrete cosine transform (DCT) to convert 
spatial domain data into the frequency domain, followed by quantization and entropy coding for 
effective compression. This process balances image quality with file size, facilitating efficient storage 
and transmission. Decompression involves reversing these steps through entropy decoding, 
dequantization, and inverse DCT, restoring the image in the RGB color space with 8 bits per channel 
suitable for being used in the display of digital devices [31,32]. JPEG is a lossy format, which is not 
preferred for quantitative work. However, we could show that the data quality is sufficient for the 
purpose described. This has the advantage that even inexpensive digital cameras can be used to 
examine Passive Smart Dust, and the files are also much smaller than those of lossless raw formats. 

3.3.1. Color Space Conversion 

Due to the limitations of the RGB model in accurately rendering colors under varying lighting, 
we converted the recorded images into the HSV color space for enhanced color analysis. The HSV 
model categorizes colors in a cylindrical coordinate system based on their hue, saturation, and 
brightness levels [33]. The conversion process involves normalizing the RGB values, finding the 
maximum and minimum values, calculating the hue, saturation, and value based on the RGB 
components, and expressing the derived HSV parameters. The hue component, measured as an angle 
between 0° and 359°, corresponds to the color’s dominant absorption wavelength and provides a 
robust indicator of color regardless of lighting conditions. This is very beneficial for precisely 
detecting specific chemical hazards indicated by a specific colorimetric response. The saturation and 
value are set between 0 and 255 and set to a particular range to improve filter results. This approach 
significantly mitigates the variability introduced by the RGB model, thereby enhancing the reliability 
of the detection system in variable environmental contexts [34,35].  

3.3.2. Filtering Process 

An HSV threshold filter was used to identify particles signaling acidic (or neutral) areas. The 
filter hue settings (Table 1) were adjusted with the results of previous tests. To accommodate diverse 
outdoor conditions, mainly caused by different lighting, the boundaries of the HSV threshold filter 
were set wider than in a usual laboratory setup. After the threshold filtering, a Gaussian blur method 
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was used to reduce image noise and smooth out variations. The function applied adaptive 
thresholding, making it useful for images with varying lighting conditions by individually 
calculating the threshold for small regions. This results in a binary image where different image parts 
have different thresholds, enhancing visibility and detail in unevenly lit photos. Thus, fragments not 
representing our sensor discs were excluded [36–38]. It also mitigates chromatic aberration effects 
due to the rolling shutter configuration of the used camera platform. Afterwards, the Density-Based 
Spatial Clustering of Applications with Noise (DBSCAN) clustering algorithm was used [39,40]. This 
algorithm helps identify clusters within the data by specifying the maximum distance between two 
points so they can be considered part of the same cluster. It groups closely packed points while 
marking points in very low-density regions as outliers. This algorithm is particularly useful for data 
with noise and varying density, identifying dense areas, finding arbitrarily shaped clusters, and 
removing outliers. Here, the radius of the circles drawn around the remaining data points, centered 
on the centroids of the points in the largest clusters, is also determined. This approach ensures 
consistency between the clustering process and the following visualization, providing a clear and 
accurate representation of the spatial relationships among the data points given by the threshold 
filter. The Passive Smart Dust system’s resolution is based on the distribution of sensors on the 
ground. So, a safety radius that is drawn around each sensor signaling acid is not just a heuristically 
chosen value but a dynamic one depending on the distribution and distance between the sensors. 
This calculation was made to have a reasonable safety margin for first responders and obtain a visual 
output for decontamination actions. 

 

Figure 3. The data processing path from the JPEG image input shows the steps for visual output. After 
the color space transformation, the threshold filter is applied. After this first step, a Gaussian blur 
removes smaller fragments not connected to the sensors. An additional cluster algorithm is then used 
to detect the final danger zone and visualize it for the first responders. 

Table 1. Showing the boundaries of the used threshold filter settings. A range of around ± 30 was 
added for the average hue determined experimentally in the lab to balance natural variations. 
Adjustments of the Saturation and Value were added to reduce other noise allowing a better 
segmentation of the Passive Smart Dust of the background. 

 Lower Limit Upper Limit Range 
Hue 293 356 0-359 

Saturation 95 213 0-255 
Value 73 255 0-255 

3.3. Experimental Outdoor Setup 

Weathered concrete slabs (Figure 4) were used as a realistic surface for the field tests. In Figure 
5, a close-up can be seen and shows a material mix, which is even more demanding for threshold 
filtering compared to a homogeneous background. The density and even distribution of the paper 
sensors are decisive for the spatial resolution of the results. In this preliminary study, the confetti 
sensors were spread manually by releasing them from a height of about one meter. First the whole 
area was uniformly moistened to have an even wet surface in which acid spills could not being 
localized by the based on the edges of the wetness. of the liquid. Subsequently the concentrated acid 
was spread in the center using a sprayer. The whole area simulating the spilled acid was around 15 
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m². An overflight altitude of 20 m with a 10x zoom level of the drone camera was finally chosen, 
resulting in a reasonable image resolution while not affecting the Passive Smart Dust by the rotor 
downwash. With these settings, a paper disc of 6 mm diameter has a resulting size of about 255 pixels, 
which allows excellent statistical evaluation but also shows the potential for a further reduction in 
the size of the paper discs. All images were stored in the JPEG format and contained geo-location 
data in Exchangeable Image File Format (Exif). Due to the use of a Real-Time Kinematic (RTK) 
transmitter module for positioning, this data provides the exact location in a centimeter range.  

 
Figure 4. An overview of the testing site for performed outdoor experiments. After take-off, the UAV 
collected images hovering above the region of interest (ROI) where the Passive Smart dust was 
manually distributed over the different test liquids. 

 
Figure 5. Colorimetric cellulose sensors on the testing ground. Red-violet color on the left after contact 
with concentrated hydrochloric acid (37% HCl) and yellow sensors on the right after contact with 
water. The liquids had already partially evaporated when this picture was taken. 

3.4. Drone Platform 

In our study, we used the drone DJI Matrice 300 RTK. It is a commercially available 
quadrocopter by Da-Jiang Innovations Science and Technology Co., Ltd, Hangzhou, China. It is 
suitable for operation in harsh weather conditions. An RTK ground station was used to determine 
precise localization data. The drone offers a maximum flight time of 55 min with a range of up to 15 
km. A payload of up to 2.7 kg can be attached to the platform. The DJI Zenmuse H20T, Figure 6. (b), 
was used for optical measurements. The H20T is gimbal-stabilized, which is important for obtaining 
high-quality images, and it contains a zoom-capable 20-megapixel (MP) 1/1.7” complementary metal-
oxide-semiconductor (CMOS) sensor and a 12 MP wide-angle 1/2.3” CMOS sensor. Moreover, an 
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attached VOx microbolometer can measure wavelengths in the near-infrared range, and a 905 nm 
class 1M laser provides relevant distance information up to 1.2 km [41]. For the optical detection of 
the Passive Smart Dust particles, the 1/1.7” sensor was used. This has an active area of 
7.41 mm × 5.56 mm with a pixel size of 2.04 µm2, resulting in 20.15 MP in a 4:3 format.  

 

Figure 6. DJI Matrice 300 RTK drone system (a), including payload, the Zenmuse H20T multi-sensor 
camera, used for the experiments (b). 

4. Results 

4.1. Colorimetric Confetti-like Sensors  

The manufactured paper sensors can detect hazardous acids and bases reliably. While for the 
application of a leakage only the color reaction to extreme pH values is needed a color chart for each 
pH can be seen in Figure 7. For a dependable dectcting using a color filter a minimal hue deviation 
(approx. synonymous with the perceived color) was achieved after optimizing the manufacturing 
process, as shown in Figure 8 (b). Close-up shots of 20 samples of each color were recorded after 
contact with HCl (37 %), water, and 5 M NaOH. Of these 20 samples, 10 were from one production 
run, and 10 were from a second batch (Table 2). As the manufacturing process is still on a laboratory 
scale, different batches may reveal potential reproducibility problems. The average hue of 1 million 
pixels of each sample was then calculated and shown in Figure 8 (c). Small error bars for the obtained 
base material and after contact with concentrated hydrochloric acid show a reliable hue. The larger 
deviation of the hue after being in contact with sodium hydroxide is caused by divergences in the 
second production run which is underlined by the values in Table 2. 

 
Figure 7. Showing the polymer dye mixture color reaction on buffer solutions with different pH 
values. Starting from an extremely low pH on the left up to high values shown on the right. 

Adding Ponal polymer led to a sufficient reduction of dye bleeding compared to other 
commercially available pH strips. Figure 10 shows the stability of the hue of our product compared 
to three commercial products after being immersed in HCl (37 %) for 15 min. In a scenario where a 
drone first deploys the sensors over a certain area and afterward hovers over this region and scans 
for the colorimetric reaction, it is beneficial that the color stays stable enough, at least over this period. 
Also, the water resistance and mechanical properties of filter paper can be enhanced with the addition 
of a polymer [42]. The reduced porosity and increased smoothness of the paper surface gave the final 
sensors a more glossy appearance comared to a raw cellulose dye combination. In Figure 9, the 
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structural changes to the cellulose carrier material caused by the polymer additive were examined 
using an environmental scanning electron microscope (ESEM). Adequate porosity of the material is 
maintained to allow the sample liquid to be sufficiently absorbed by the sensor material. The cellulose 
fibers are covered with the usedpolymer dye mixture after drying. The polyvinyl acetate dye 
mixtures are providing accurate, biocompatible and cost-effective method for measuring strong pH 
changes as the encapsulated pH indicator dyes maintained their color-changing properties when 
embedded into a polymer [43–45]. 

 
Figure 8. The three different forms of thymol blue and corresponding colorimetric sensor of 6 mm 
diameter (a). Recorded deviations of the hue (based on 20 samples with 1 million pixels) for each color 
(b). A small deviation and large distances of the color values are a prerequisite for the segmentation 
filter. Normalized absorption of thymol blue in solution depending on the surrounding pH (c). 

 

Figure 9. ESEM micrographs of the untreated cellulose material (a), (c) and the resulting colorimetric 
sensor treated with the described polymer dye mixture (b), (d). 
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Figure 10. The dye bleeding of our product is reduced compared to three commercial products after 
15 min exposed to concentrated hydrochloric acid (a). The before and after hue show in a bar chart 
(b) For the Passive Smart Dust application, a stable hue is preferable. 

Table 2. Showing the hue of ten samples for two batches each. Both batches provided consistent hue 
numbers after contact with HCl 37% and water. Here the second batch showed larger deviations in 
the hue after being in contact with NaOH 5 M found on the far right of this table. 

 Hue 
pH<1 
1st 
batch 

Hue 
pH<1 
2nd 
batch 

Hue 
pH=7  
1st 
batch 

Hue 
pH=7 
2nd 
batch 

Hue 
H>13 
1st 
batch 

Hue 
pH>13 
2nd 
batch 

Mean 319.01 319.96 49.15 50.12 224.11 220.04 
SD 0.582 1.542 0.378 0.225 2.168 8.594 

4.2. Optical Detection of Hazardous Liquids 

Images ROI were processed by a custom application written in Python. After converting the data 
to the HSV color space, a threshold filter was used. This combines color information with additional 
criteria, as described in section 3.3.2. After this procedure, all areas define the contaminated region 
based on their previously determined color value, which indicates the corresponding hazard. The 
color filter settings for the lower and upper range of the HSV parameters were helpful to compensate 
for some variations in the color value. As mentioned, the decompression of JPEG image data results 
in the formation of some image artifacts. However, as our concept should apply to as many 
commercially available drones as possible, we have also investigated how much JPEG images and 
lossless formats such as PNG differ [46]. The results of these tests show that the number of positive 
pixels differs considerably, Figure 11 (a). The drone took images at a height of 20 m above the ROI. 
Our 6 mm diameter paper sensors were then extracted from JPEG and PNG images. The pixel number 
associated with the sensors is significantly higher in JPEG images. This is mainly due to blurred edges 
[47,48]. However, when examining the average hue values, hardly any differences can be observed 
between the two tested image formats. This result clearly shows that the color-based detection and 
localization of hazardous substances is also possible with simple drone cameras in the low-cost range, 
which often use lossy compression algorithms to store the image data. The colorimetric reaction of 
the dye thymol blue has also been well investigated. The shift in absorbed wavelength between the 
three different forms (H2ind, Hind-, Ind2-) and the corresponding hue number is large enough to 
visually detect higher pH changes on a color basis. This could be successfully examined with a drone-
based optical camera system from a distance. Here, the DJI Matrice 300 RTK was chosen for its robust 
capabilities, and the attached Zenmuse H20T camera, with its stabilized lens system, was able to take 
sharp photos in various weather conditions.  
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Figure 11. A comparison of compressed (JPEG) and lossless (PNG) image data of the 6 mm diameter 
discs used as Passive Smart Dust. (a)The pixel number associated with the cellulose disc taken from 
the drone at 20 m height (b) A comparison of the average hue of those areas reveals only a minor 
difference of the format of image storage, making standard drone cameras a suitable option. 

The photos’ Exif data provided the potential hazard’s exact location. As an RTK GPS was used 
in the tests, highly precise location data in the centimeter range could be obtained [49]. For ease of 
use on-site, the positively displayed test areas were also visualized in Google Earth using the KML 
(Keyhole Markup Language) file format.  

5. Discussion 

5.1. Application of Passive Smart Dust for Hazard Localization 

Inexpensive “confetti sensors” were produced using cellulose filter paper with the immobilized 
indicator dye thymol blue. A manufacturing process was developed based on reproducibility tests 
and the examination of different dye polymer and paper combinations. Testing of the color values 
before and after reacting with hydrochloric acid as a model compound of a chemical hazard was first 
performed in the lab and then transferred to the field. Here, it was analyzed whether simple drones 
were suitable for this purpose. The lossy JPEG image format was tested against a lossless format and 
proved sufficient to obtain reliable data described as hue color values. The color space transformation 
was chosen since when filtering for a specific color in RGB, the definition of thresholds for each of 
the three channels is required, and variations in lighting can affect the color’s perceived values. By 
focusing on the hue of a specific dye, the examination of specific colors is effective regardless of their 
intensity and saturation. This anticipates the changing environmental conditions in field trials. The 
drone’s flight speed was limited to 1 m/s to reduce distortions caused by the rolling shutter of the 
camera sensor. A testing site with an area of 15 m² was used for a small but realistic accident scenario. 
As described, different heights of 10 m up to 50 m were tested in combination with several zoom 
levels, from 5 to 20, of the drone camera. Regarding image data processing, a custom script in Python 
was chosen because of the huge variety of libraries and capabilities in computer vision [50,51]. The 
chosen safety radius around each positive signal was used instead of a simple fixed value since the 
resolution of the system depends on the distribution of the paper sensors in the area of interest. 

Compared to various commercially available pH papers, thymol blue immobilized to cellulose 
paper by a polymer additive was significantly more stable regarding to color bleeding. The laboratory 
experiments showed reproducible color values before and after exposition to strong acids. The JPEG 
format, in which the captured image data was stored, uses compression algorithms that result in 
some loss of information. Surprisingly, the effects of the JPEG algorithm with quantization and 
subsequent decompression had only a very small influence on the average hue values used for the 
segmentation filtering. The drone camera with a stabilizing gimbal and the standard lens system 
provided valuable image data.  

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 1 August 2024                   doi:10.20944/preprints202408.0030.v1

https://doi.org/10.20944/preprints202408.0030.v1


 12 

 

Laboratory tests and field tests at the BAM test site (Horstwalde) confirmed the potential for 
rapid and effective hazard localization. Regarding the environmental impact of the paper pieces, it 
can be inferred that all materials and chemicals used should be sufficiently biodegradable. Therefore, 
in most cases, the paper sensors can remain in the environment and be left to natural degradation, 
however, this still needs to be confirmed experimentally. In most cases, recovery and disposal of the 
used sensors should be unnecessary. In the event of an accident involving a contaminated area, this 
zone must be neutralized and cleaned anyway. 

5.2. Limitations and Improvements  

In addition to the indicator dye thymol blue, other pH indicators and polymers were also 
examined. Polyethyleneimine, polyethylene glycol, or chitosan combined with some dyes were 
tested. They proved inferior to the combination of thymol blue and Ponal, which achieved the best 
results in bleeding inhibition and color reflection. The covalent binding of the indicator dye to 
cellulose would eliminate the need for polymer additives [52]. Cellulose was chosen for its good 
availability and biocompatibility. Long-term monitoring of areas of interest may also be an 
interesting option. In this case, more stable chemosensor materials might be required.  

The automated stitching of several images to one image would be necessary to examine large 
areas. This option might be included in future software versions of some drones or using telemetry 
data and third-party software, as used in photometry. Our system works in daylight but was not 
tested in the dark. However, the chosen drone offers the possibility of a dual gimbal mount, which 
can be used simultaneously with a strong spotlight and a camera. Furthermore, fluorescent dyes 
could be used as chemosensors, which have been tested in preliminary experiments and are known 
for their applications in many other applications. Although our approach has proven reliable and 
produces qualitative results, we aim to develop more quantitative and selective methods. 

The deployment of the acid- or base-indicating Passive Smart Dust over the area of interest was 
still done manually to explore the system in a research environment. However, other options must 
be investigated to deliver a robust, fully integrated system to fulfill the real remote detection task. 
Passive Smart Dust is not limited to the used quadcopter; other systems, such as blimps, are 
conceivable. Here, however, we have focused on an application for first responders. Due to the rapid 
development in this field, it is conceivable that every fire engine will be equipped with drones in the 
coming years. 

Finally, data processing could be significantly improved to better distinguish between paper 
sensors and interfering backgrounds, including various surfaces such as asphalt, concrete, gravel, 
vegetated land, and more. In addition, different environmental conditions, such as lighting, 
fluctuations in wind speed, and precipitation, such as rain and snow, must be investigated. 

5.3. Future Research 

In some next steps, other hazardous compounds will be addressed to obtain a larger portfolio of 
substances that can be detected. First experiments with different color-changing materials providing 
fluorescent emission have been successfully performed. Adaptation to gases or vapors could open an 
even wider range of applications. The drone’s flexibility allows the attachment of conventional 
sensors for gas detection. In combination with the information provided by the Passive Smart Dust, 
gas leakage on the ground could be detected and localized. Additionally, combining data obtained 
by Passive Smart Dust with the thermal imaging camera in the drone could lead to a useful fusion of 
multidimensional data. 

In addition, systems for releasing Passive Smart Dust directly from the drone and other options, 
such as delivery with robotic vehicles or launching of confetti cannons, should be investigated. As 
mentioned earlier, drones and machine learning algorithms will be developed for faster and more 
accurate threat detection. Building on the initial results for fast image recognition, this direction will 
be the future for segmentation and detection algorithms. 
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Figure 12. (a) Close-up of the drone footage from the testing area (b). The applied threshold filter 
displays all sensor discs, indicating the hazardous zone and, in this case, the presence of strong acid. 
(c) An optical representation combining gathered information with image material to localize the 
hazardous region as a red area (d) Showing the reduced dataset after DBSCAN (as described in 3.3.2) 
with distance base safety radii drawn around the positive sensor discs. 

6. Conclusion  

The Passive Smart Dust concept significantly advances the economical and effective remote 
detection and localization of hazardous substances. This innovative interdisciplinary approach uses 
paper-based confetti-like sensors impregnated with indicator dyes that can be remotely deployed 
and analyzed using commercially available drones equipped with optical cameras. After process 
optimization, the manufactured particles maintained a consistent hue with minimal deviation, as 
evidenced by close-up images of samples exposed to concentrated HCl. The average hue, calculated 
for two different production runs, confirmed the product’s reproducible properties. Compared to 
commercially available pH papers, the use of polymer additives significantly reduced dye bleeding. 

Drone integration further enhanced the system’s utility and opens the door for safe and remote 
deployment of sensors. Image processing involved converting data to the HSV color space and 
applying threshold filters to identify contaminated regions. Comparisons between JPEG and PNG 
formats revealed the minimal impact of JPEG compression on hue values, underscoring the reliability 
of color-based detection even with low-cost drone cameras.  

Nevertheless, some limitations and areas for improvement were identified. While the manual 
distribution of sensor confetti is suitable for research purposes, automated deployment methods need 
to be developed in the future, e.g., drone delivery systems, other robotic vehicles, or a device such as 
a confetti cannon. The system’s effectiveness in low-light conditions or even darkness is possibly 
limited and has not been tested. Future enhancements could incorporate fluorescent dyes or dual 
gimbal mounts with strong spotlights for nighttime operation. We are already working on improved 
data processing algorithms essential for distinguishing sensor discs from complex background 
surfaces, including deep learning models. Additionally, expanding the range of detectable hazardous 
substances, including gases and vapors, would enhance the system’s utility.  

In a nutshell, the Passive Smart Dust concept represents a new approach to the remote detection 
of chemical hazards. The system may offer a practical solution for emergency response teams and 
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other applications requiring rapid situational assessment by utilizing low-cost, readily available 
materials and standard drone technology. 
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