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Abstract: (1) Background: The misuse of transformation technology using medical images is a critical
problem that can endanger patients’ lives, and detecting manipulation via a deep learning model is
essential to address issues of manipulated medical images that may arise in the healthcare field. (2)
Methods: The dataset was divided into a real fundus dataset and a manipulated dataset. The fundus
image manipulation detection model uses a deep learning model based on a Convolution Neural
Network (CNN) structure that applies a concatenate operation for fast computation speed and
reduced loss of input image weights. (3) Results: According to the fundus image manipulation
detection model’s results, for the real data, the four lesions had average sensitivity = 0.98, precision =
1.00, and F1-score = 0.99. For the manipulated data, the average sensitivity = 1.00, precision = 0.84,
and F1-score = 0.92. The average Area Under the Curve (AUC) for the four lesions was 0.988, which
is relatively high. Subsequently, to confirm whether the fundus image manipulation detection model
can operate effectively in actual clinical environments, the model’s outcomes were compared with
those of five ophthalmologists. For real data, the four lesions showed an average sensitivity = 0.93,
precision = 0.96, and F1-score = 0.95, whereas for manipulated data, the average sensitivity = 0.71,
precision = 0.61, and F1-score = 0.65. The four lesions also had an average AUC = 0.822, which was
lower than the results of the fundus image manipulation detection model across all metrics. (4)
Conclusions: This study presents the possibility of addressing and preventing problems caused by
manipulated medical images in the healthcare field. The proposed approach for detecting
manipulated fundus images through a deep learning model demonstrates higher performance than
that of ophthalmologists, making it an effective method.

Keywords: deep learning; fundus image; manipulation; concatenate; medical image

1. Introduction

The advancement of image processing techniques using deep learning has led to a surge of
research across various fields [1]. Among these techniques, image transformation technology
employs an Al model to modify images through generation, alteration, and feature addition [2]. Such
technology can facilitate the restoration of severely damaged images or enable digital mapping from
satellite photographs, making it possible to augment deficient training datasets for deep learning
models. Moreover, a research institute at the University of Liibeck in Germany published a paper on
an Al system that demonstrated outstanding performance in cancer diagnosis by leveraging image
transformation techniques [3]. In the study by Frid-Adar et al. [4], a Generative Adversarial
Network(GAN) model was used to create synthetic medical images in order to address the difficulty
of acquiring medical data. By using GAN-based data augmentation, the performance of a
Convolutional Neural Network (CNN) for liver lesion classification was improved. They compared
CNN performance when trained with both original and generated data, and finally validated the
synthetic liver lesion images through specialist evaluation. Similarly, in the work of Lee et al. [5],
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research was carried out on generating mammography images via GAN to overcome limitations in
medical research, such as anonymization of sensitive patient information and high labeling costs.
Thus, image transformation technology has been applied to constructive purposes—especially in
medical fields with limited data availability —leading to many studies on the manipulation or
generation of medical images [4-7].

Although various approaches have been proposed to address difficulties in obtaining clinical
data, few have focused on preventing the misuse of these techniques. Recently, image transformation
technology has triggered numerous controversies under the name “Deep-Fake” [8-9]. This emerging
possibility of misuse is especially concerning in the medical field, where the malicious use of
transformation techniques poses a critical risk to patient safety. Furthermore, the abuse of image
manipulation technology can lead to a variety of serious problems.

As of 2017, the precision medicine market stands at 47.47 billion USD, growing at an annual rate
of 13.3%. Alongside the sector’s expansion, the number of clinical trial approvals required to validate
the clinical efficacy of emerging medical products is steadily rising [10]. Image transformation
technology could be misused to falsify patient eligibility or clinical conditions, thereby circumventing
transparent testing and validation efforts [11]. Moreover, because Institutional Review Board (IRB)
approval is mandatory for most medical research, it is possible for manipulated medical images to
be inappropriately submitted for institutional clearance. With the rapid digitalization of societal
systems, including healthcare reimbursement, the potential for manipulating or fabricating clinical
images to claim unwarranted insurance coverage also increases [12]. In fact, advanced image
transformation techniques that blur the distinction between real and artificially generated medical
data can be exploited to fabricate or alter medical documentation [11,13].

Such manipulation technology affects not only the medical industry but also any sector that
relies on image-based data, thereby posing significant social challenges. Although numerous studies
on image transformation have emerged, relatively few have focused on detecting these fabricated
images. Given the rising prevalence of fake images and the potentially fatal consequences of image
manipulation in medicine, conducting research on the detection of manipulated images has become
a critical priority.

In this study, we propose a model designed to detect manipulated medical images in the
healthcare domain. Specifically, we focus on detecting alterations in fundus images generated
through a previously developed deep learning model and comparing the performance of our
detection approach against expert evaluations by ophthalmologists.

2. Previous Research

In a previous study [14], we proposed a deep learning based medical image generation model
to address the difficulties involved in securing adequate medical data, especially given the relative
scarcity of abnormal lesion data compared to normal data, by focusing on fundus images.

This earlier work utilized the “Ocular Disease Intelligent Recognition” dataset from Kaggle [15]
to compile training data for four categories of fundus images: normal, diabetic retinopathy,
glaucoma, and macular degeneration. To ensure data consistency and quality, a systematic screening
and preprocessing procedure was performed, yielding a final set of 356 high-quality fundus images.

The image generation model introduced in the previous study employed a Res U-Net
architecture, which combines a U-Net structure with Residual Blocks (Figure 1). This approach
effectively generated images that closely resembled the original data, outperforming the
conventional U-Net. In the quantitative evaluation of image similarity (Table 1), the Res U-Net model
excelled over the standard U-Net in three metrics—Root Mean Square Error (RMSE), Structural
Similarity Index Map (SSIM), and Fréchet inception distance (FID)—showing a particularly
remarkable eightfold improvement in FID, which indicates a notable enhancement in image quality.
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Figure 1. Res U-Net Model Configuration proposed in the previous study [14].

Table 1. Image similarity evaluation from the previous study [14].

RMSE SSIM FID
Normal 15.38 0.94 6.37
Glaucoma 27.94 0.75 63.48
Res U-Net Diabeti
rabetic 20.09 0.90 20.66
Retinopathy
Macular 30.4 0.84 38.09
Degeneration
Normal 38.58 0.65 254.32
Glaucoma 39.93 0.65 310.90
U-Net . .
Diabetic 36.76 0.61 284.28
Retinopathy
Macular
. 37.78 0.64 253.49
Degeneration

Moreover, to verify the clinical effectiveness of the generated images, ophthalmologists were
asked to assess them. The images produced by the Res U-Net model appeared visually very similar
to genuine fundus images, to the extent that about 30% of the samples could not be reliably
distinguished as original or regenerated. These findings suggest that the Res U-Net approach offers
even greater potential than a conventional U-Net for clinical application as a reliable medical image
generation model.

While our previous research confirmed the feasibility of generating fundus images through deep
learning, it did not explore the possibility of these generated images being misused. Recognizing the
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mounting social concerns over deepfake technology and its potential malicious use in healthcare, we
extended our work to investigate methods for detecting deep learning— manipulated fundus images.

3. Data Configuration

For the detection of manipulated fundus images in this study, we used real and manipulated
fundus images derived from over 6,000 raw images in the “Ocular Disease Intelligent Recognition”
dataset [15] previously employed in our work. Additionally, to develop a detection model capable of
handling various manipulation techniques, we included manipulated images generated by a Cycle
GAN in our training. This step was taken to prevent an artificially inflated detection performance
that might occur if the manipulated images were solely derived from the original image features.
Moreover, since clinical settings may present a broad spectrum of manipulated data, we assembled
the model’s dataset using a variety of image sources. For Cycle GAN training, we used Kaggle’s
“MESSIDOR-2 DR Grades” and “Glaucoma Detection” datasets, both of which consist of fundus
images and accompanying physician annotations [16,17].

Table 2 summarizes the dataset used to train and test our deep learning model for detecting
manipulated fundus images. For the Normal category, we used 350 real images and 214 manipulated
images; for Glaucoma, 203 real images and 125 manipulated; for Diabetic Retinopathy, 398 real
images and 147 manipulated; and for Macular Degeneration, 217 real images and 129 manipulated.
In total, we used 1,168 real images and 615 manipulated images. Among these, the test set consisted
of randomly selected data: 90 real images and 10 manipulated images for each category, including
Normal and all three disease groups.

Table 2. Composition of the fundus image manipulation detection dataset.

Real Data Manipulation Data

Normal 350 214
(Train:260,Test:90) (Train:204,Test:10)

Glaucoma 203 125
(Train:113,Test:90) (Train:115,Test:10)

Diabetic 398 147
Retinopathy (Train:308, Test:90) (Train:137,Test:10)

Macular 217 129
Degeneration (Train:127,Test:90) (Train:119,Test:10)

1,168 615

Total . .

(Train:808, Test:360) (Train:575, Test:40)

4. Manipulated Fundus Image Detection Model

Our manipulated fundus image detection model takes as input both genuine fundus images,
sized 256 x 256 x 3, and manipulated images generated by a separate manipulation model. The model
architecture is a CNN that incorporates a Concatenate operation to achieve fast computation while
mitigating the loss of weight information from the input images. Its relatively simple structure allows
for rapid yet precise detection.

Figure 2 illustrates the structure of the detection model. Apart from the first layer and the final
flattening layer, the network comprises four layers, each containing two 2D convolutional layers, a
concatenate layer, and a pooling layer. As input images move through the pooling and convolutional
layers, the model extracts salient features of the fundus images. Similar to the contraction path in U-
Net, the feature map size is halved at each stage, while the number of channels is doubled. To address
the issue of weight loss that grows with each additional deep-learning layer, the model integrates a
concatenate layer that connects to the previous pooling layer.
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Figure 2. Structure of the fundus image manipulation detection model.

After completing the operations in the fifth layer, the tensor assumes a shape of 8 x 8 x 128, which
is then passed on to the flattening layer. Here, the data are converted into a one-dimensional array,
forming a flattened matrix of 8,192 elements. Through subsequent fully connected layers, the number
of elements in the flattened matrix is progressively reduced. Ultimately, the model classifies each
fundus image as either genuine or manipulated.

Our detection model is designed to minimize feature loss during the convolution process, which
is critical because detecting manipulated images hinges on both raw pixel values and the differences
among them. Consequently, the concatenate layer helps preserve these essential feature values.

Developed to prevent the misuse of image generation technologies in healthcare, this detection
model can rapidly determine whether medical data have been manipulated, and it is engineered to
handle various types of manipulated content that may appear in actual clinical practice.

5. Result

5.1. Performance of the Manipulated Fundus Image Detection Model

In this study, we used 1,168 real fundus images and 615 manipulated fundus images to verify
the detection performance of the fundus image manipulation detection model. Of these, 808 real
fundus images and 575 manipulated fundus images were used for model training, while 360 real
fundus images and 40 manipulated fundus images were used for model testing. In the case of the test
data, the same number was constructed in all lesions for comparison of the results with the detection
test by an ophthalmologist to be described later.
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To quantitatively evaluate the fundus image manipulation detection model, four metrics
derived from the confusion matrix were used: sensitivity, precision, F1-score, and Area Under the
Curve (AUC). Sensitivity indicates how well an Al model identifies true positives in statistical
classification; in a study such as this one, aimed at detecting manipulated data, incorrect classification
results can cause serious problems, thus sensitivity is indispensable. Precision represents how
accurately the model’s predicted positives match actual positives, and by calculating precision, we
can establish the reliability of the AI model’s classification performance. This must be computed to
improve and enhance the model’s classification performance. The F1-score, which is the harmonic
mean of precision and sensitivity, is used to reduce distortions that may arise between the two
metrics. In this study, since the number of manipulated data points is smaller than that of real data,
a group-based quantitative evaluation is necessary, and thus the F1-score is used. Lastly, the AUC is
widely employed in classification studies as it provides a comprehensive performance metric over
all possible classification thresholds.

Table 3 shows the results for sensitivity, precision, and F1-score among the model’s detection
metrics for manipulated fundus images. In detecting real data, the Normal category achieves a
sensitivity of 0.98, a precision of 1.00, and an F1-score of 0.99. Glaucoma and Macular Degeneration
record sensitivity 0.99, precision 1.00, and F1-score 0.99, respectively. For Diabetic Retinopathy, the
sensitivity is 0.96, precision 1.00, and F1-score 0.98. All disease categories’ detection results for real
data approach 1.00 in these metrics, indicating that the fundus image manipulation detection model
in this study provides excellent performance on real data.

Table 3. Results of the fundus image manipulation detection model (Sensitivity, Precision, F1-Score).

Sensitivity Precision F1-Score
Normal 0.98 1.00 0.99
Glaucoma 0.99 1.00 0.99
Real Data Diabeti
abetie 0.96 1.00 0.98
Retinopathy
Macular 0.99 1.00 0.99
Degeneration
Normal 1.00 0.83 0.91
. . Glaucoma 1.00 0.91 0.95
Manipulation
D . .
ata Diabetic 1.00 0.71 0.83
Retinopathy
Macular 1.00 0.91 0.99
Degeneration

In the detection results for manipulated fundus images, Normal shows a sensitivity of 1.00, a
precision of 0.83, and an F1-Score of 0.91. Glaucoma shows a sensitivity of 1.00, a precision of 0.91,
and an F1-Score of 0.95. In the case of diabetic retinopathy, sensitivity is 1.00, precision is 0.71, and
F1-Score is 0.83. Macular degeneration shows a sensitivity of 1.00, a precision of 0.91, and an F1-Score
of 0.99.

Among these detection results, the Normal and diabetic retinopathy images show lower values
compared to other lesions. However, the difference is not significant, and glaucoma and macular
degeneration exhibit high metric values.

Table 4 shows the AUC results for the fundus image manipulation detection model. The Normal
category’s AUC is 0.989, Glaucoma and Macular Degeneration are both 0.994, and Diabetic
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Retinopathy is 0.978. Contrary to the lower values recorded for Normal and Diabetic Retinopathy in
the manipulated-data detection results of Table 3, each lesion’s detection performance in the
manipulation detection model exceeds a 97% detection rate. In particular, Glaucoma achieves a high
detection rate of 99.4%, which demonstrates that this fundus image manipulation detection model
can accurately distinguish between real fundus images and manipulated images.

Table 4. Results of the fundus image manipulation detection model (AUC).

Normal Glaucoma Diabetic Retinopathy Macular Degeneration

AUC 0.989 0.994 0.978 0.994

5.2. Detection Results of Manipulated Fundus Images by Ophthalmologists

In this study, to verify whether the fundus image manipulation detection model can function
effectively in actual clinical settings, we conducted a detection test for manipulated fundus images
with ophthalmologists. For each lesion, the data requested comprised 45 original fundus images and
5 manipulated fundus images, and the ophthalmologists were asked to identify manipulated images
from a randomly mixed set. A total of five ophthalmologists participated, each affiliated with a
different institution. Because the detection of manipulated fundus images takes place in diverse
clinical environments, it is possible to compare and rigorously evaluate the clinical effectiveness of
the fundus image manipulation detection model.

In detecting manipulated fundus images, no patient information for the manipulated images
was provided, and the same procedure was applied for the real fundus images. This was intended to
minimize the impact that missing patient information could have on the ophthalmologists” detection
of manipulated fundus images. Each metric was expressed as an average of the detection scores of
the five ophthalmologists. This is because it is more important to grasp the average detection ability
than to assess each ophthalmologist’s individual capacity for detecting manipulated images.

Table 5 presents the sensitivity, precision, and F1-score results among the detection metrics for
the manipulated fundus images evaluated by ophthalmologists. For real data detection, Normal
shows a sensitivity of 0.91, precision of 0.98, and F1-score of 0.94. Glaucoma shows a sensitivity of
0.92, precision of 0.95, and Fl-score of 0.93. In the case of diabetic retinopathy, sensitivity is 0.93,
precision is 0.96, and F1-score is 0.94. Macular degeneration shows a sensitivity of 0.97, precision of
0.96, and F1-score of 0.97. Although the indices for each lesion in detecting real data are all high, they
are somewhat lower than the detection performance of the manipulation detection model proposed
in this study.

Table 5. Detection results of manipulated fundus images by ophthalmologists (Sensitivity, Precision, F1-Score).

Sensitivity Precision F1-Score
Normal 0.91 0.98 0.94
Glaucoma 0.92 0.95 0.93
Real Data Diabeti

abetie 0.93 0.96 0.94

Retinopathy
Macular 0.97 0.96 0.97

Degeneration
. . Normal 0.88 0.67 0.76

Manipulation
Data

Glaucoma 0.60 0.45 0.51
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Diabetic 0.64 0.61 0.61
Retinopathy

Macular 0.72 074 0.72
Degeneration

Regarding the detection of manipulated fundus images, Normal shows a sensitivity of 0.88,
precision of 0.67, and F1-score of 0.76. Glaucoma shows a sensitivity of 0.60, precision of 0.45, and F1-
score of 0.51. In the case of diabetic retinopathy, sensitivity is 0.64, precision is 0.61, and F1-score is
0.61. Macular degeneration shows a sensitivity of 0.72, precision of 0.74, and Fl-score of 0.72.
Compared with the manipulation detection model, the ophthalmologists’ results for detecting
manipulated data are lower overall, and the difference is particularly large for glaucoma and diabetic
retinopathy.

Table 6 shows the AUC results among the ophthalmologists’ detection outcomes for
manipulated fundus images. Normal shows an AUC of 0.895, while Glaucoma exhibits the lowest
figure at 0.762. Diabetic retinopathy shows an AUC of 0.788, indicating a similar detection
performance to glaucoma, and macular degeneration shows an AUC of 0.844. Overall, the
ophthalmologists” manipulated fundus image detection results reveal lower AUC values compared
to the manipulation detection model.

Table 6. Detection results of the fundus image manipulation detection model by ophthalmologists (AUC).

Normal Glaucoma Diabetic Retinopathy Macular Degeneration

AUC 0.895 0.762 0.788 0.844

6. Discussion

In this study, we conducted research on the possibility of detecting manipulated medical images
using a deep learning model, aiming to resolve the issue of medical image manipulation that can
arise in the healthcare domain. We performed our experiments based on fundus images generated
by a previously studied deep learning model, and then compared and verified the results of the
manipulation detection model with those of 5 ophthalmologists.

When examining the detection results of the manipulated fundus image model using both
manipulated and real data, the real data showed an average sensitivity of 0.98, precision of 1.00, and
F1-score of 0.99 for four lesion types. For the manipulated data, the four lesions showed an average
sensitivity of 1.00, precision of 0.84, and F1-score of 0.92. In addition, the average AUC for these four
lesions was 0.988, which is a high value, and each lesion exhibited a detection performance of over
97%.

After comparing the four metrics used to quantitatively evaluate the fundus image manipulation
detection model, this study’s fundus image manipulation detection model showed generally high
values across all lesions. While the Normal and Diabetic Retinopathy images among the manipulated
data displayed relatively lower values in sensitivity, precision, and F1-score, the AUC result, which
indicates the detection rate of the manipulation detection model, was high for every lesion. Therefore,
it is judged that this fundus image manipulation detection model is not affected by manipulation
methods such as Cycle GAN or Res U-Net and exhibits excellent performance in detecting
manipulated fundus images.

Afterward, this study compared the results of the fundus image manipulation detection model
with those of ophthalmologists to verify whether the model could function effectively in actual
clinical settings. For real data, the four lesions showed an average Sensitivity of 0.93, Precision of 0.96,
and F1-Score of 0.95. For manipulated data, the four lesions showed an average Sensitivity of 0.71,
Precision of 0.61, and F1-Score of 0.65. In addition, the average AUC for the four lesions was 0.822,
which was lower than the results of the fundus image manipulation detection model for all metrics.
In the case of real data, the performance was similar to the model proposed in this study, but each
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metric for manipulated data was lower by about 0.29 in Sensitivity, 0.23 in Precision, 0.27 in F1-Score,
and 0.166 in AUC.

It appears that factors such as missing patient information or the relatively low quality of certain
fundus images played a role. Because detection was conducted without knowledge of image
manipulation using a deep learning model, the lack of clear criteria for manipulation detection also
seems to have contributed to the low detection rate.

Through this study, we confirmed that the fundus image manipulation detection model shows
excellent performance, but there are several limitations, which we plan to address in future research.
First, we utilized three open datasets to train the fundus image manipulation detection model and
used data manipulated through Cycle GAN and Res U-Net. Although we used three datasets and
two manipulation methods for application in real clinical environments, it is necessary to employ
datasets gathered from actual multicenter settings rather than only open datasets, and to conduct
research with a broader variety of manipulated data than those presented here. Second, our research
is limited to detecting manipulation in fundus images among medical imaging data. Because medical
imaging data can be acquired in numerous ways, issues with manipulated medical data can occur in
any field, so it is important to establish manipulation detection technologies for various areas. Third,
the relatively low detection performance by ophthalmologists may have been caused by the low
quality of certain manipulated fundus images. This means that manipulated images must be
generated at the same level of image quality as those collected in actual clinical settings, and through
this, accurate comparison of detection performance becomes possible.

7. Conclusions

In this study, research was conducted to detect manipulated fundus images through a deep
learning model in order to address and prevent problems that may arise from image manipulation
technology in the medical field. The results of the fundus image detection model were also compared
with those of an ophthalmologist. First, the dataset used in the study was divided into real fundus
data and manipulated data. To build a model capable of detecting fundus images manipulated in
various ways, we included fundus images generated by Res U-Net from a previous study and fundus
images generated by Cycle GAN, comprising a total of 1,168 real data and 615 manipulated data.
After that, the fundus image manipulation detection model used in this study is a deep learning
model with a CNN structure that applies the concatenate operation. The model for detecting
manipulated fundus images was designed for fast computation speed and to reduce the loss of input
image weights.

According to the results of the fundus image manipulation detection model, for real data, the
four lesions showed an average Sensitivity of 0.98, Precision of 1.00, and F1-Score of 0.99, while for
manipulated data, the four lesions showed an average Sensitivity of 1.00, Precision of 0.84, and F1-
Score of 0.92. In addition, the four lesions had an average AUC of 0.988, which was a high value.
After that, in order to verify whether the fundus image manipulation detection model could function
effectively in actual clinical settings, the study compared its results with those of an ophthalmologist
based on the manipulation detection model’s outcomes. In the case of real data, the four lesions
showed an average Sensitivity of 0.93, Precision of 0.96, and F1-Score of 0.95, while for manipulated
data, they showed an average Sensitivity of 0.71, Precision of 0.61, and F1-Score of 0.65. In addition,
the four lesions had an average AUC of 0.822, which was lower than the results of the fundus image
manipulation detection model in all metrics. Therefore, it can be said that the manipulation detection
model in this study is not affected by manipulation methods such as Cycle GAN or Res U-Net and
shows excellent manipulation detection performance for fundus images.
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