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Abstract: Intrusion detection is generally carried out by matching network traffic patterns with
known attack patterns or by identifying abnormal network traffic patterns. One statistical
methodological approach used in intrusion detection is Statistical Process Control (SPC) by
constructing a control chart. Hotelling’s T2 control chart is a multivariate control chart commonly
used to monitor the mean process. The performance of the T2 chart in monitoring mean shifts can
be increased if a robust estimator is utilized. Based on previous research, T2 based on the Fast-MCD
estimator has good performance in monitoring low to medium outlier contaminated data.
Therefore, the MRCD estimator can be used to detect intrusion. On the other hand, this research
focuses on developing a bootstrap-based robust Hotelling’s T? charts with Fast-MCD and MRCD
estimators for evaluating performance in detecting intrusion on intrusion detection datasets. Based
application of UNSW-NB15, the proposed chart has better performance than the conventional T2
and Fast-MCD-based T2 despite the longer execution time.

Keywords: bootstrap; intrusion detection; multivariate control chart; MRCD; Hotelling’s T2

1. Introduction

Intrusion detection is a process of monitoring events occurring within a computer system or
network, followed by analyzing the monitoring data to identify indications of intrusion attempts.
Intrusion refers to attempts to gain unauthorized access to a computer system or network, potentially
threatening the availability, integrity, and confidentiality of a computer network system. The system
used to perform intrusion detection is known as an Intrusion Detection System (IDS) [1]. Intrusion
detection is generally carried out by matching network traffic patterns with known attack patterns or
by identifying abnormal network traffic patterns [2]. In general, anomaly-based network intrusion
detection systems are categorized into three categories: knowledge-based systems, computational
approaches, and statistical approaches [3]. One statistical methodological approach used in intrusion
detection is Statistical Process Control (SPC), widely applied across various sectors including
industries and services. Besides detecting changes in manufacturing and service processes, SPC can
also be applied in IDS. Research has explored the application of SPC in the context of intrusion
detection [4].

Statistical Process Control (SPC) has played a major role in product quality control since
Shewhart [5] introduced the control chart techniques by applying statistical methods to monitor the
industrial processes. One of the multivariate control charts which is commonly used to monitor the
process mean is Hotelling’s T? control chart [6], which can be used to monitor either individual or
subgroup observations. In SPC concepts, an outlier can be defined as an observation that significantly
deviates from other observations, which indicates that the observation is observed by a different
process [7]. The Hotelling’s T2 chart is not suitable to detect the presence of multiple outlier [8], due

© 2023 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202312.2062.v1
http://creativecommons.org/licenses/by/4.0/

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 27 December 2023 doi:10.20944/preprints202312.2062.v1

to the masking and swamping effect [9], especially for highly outlier contaminated data. The statistic
of T2, which is based on the classical estimator, is easily affected and decreased by the presence of
outliers [10,11]. Moreover, the performance of control charts will decrease if the variables monitored
increase [12].

To overcome those problems, several methods have been proposed to minimize the effects of
outliers by changing the classical estimator with a robust estimator, especially for the covariance
matrix estimator. The performance of the T2 control chart in monitoring mean shifts will increase if a
robust estimator is utilized [13]. Many robust methods have been adopted to develop a T? control
chart to minimize the effect of outliers. These methods such as Minimum Volume Ellipsoid (MVE)
[14], Trimming Method [15,16], Minimum Vector Variance [17,18], Successive Difference Covariance
Matrix (SDCM) [10,19], Minimum Covariance Determinant (MCD) [15,20], Reweighted minimum
covariance determinant (RMCD) [21], and Fast Minimum Covariance Determinant (Fast-MCD),
whose good performance on monitoring small to medium outlier contaminated data with 30%
breakdown point [22]. The latest development of robust estimators is the Minimum Regularized
Covariance Determinant (MRCD) method [23], which uses the concept of data-driven algorithm and
regularization to avoid overfitting problems. The MRCD estimator can be used to detect outliers in
high-dimensional data. Besides the robust estimator, the Hotelling” T2 chart can also be developed
using a non-parametric approach as a control limit, namely the bootstrap resampling method [24].

This research focuses on developing bootstrap-based robust T? control charts with MRCD
estimators for detecting intrusion. This method will be applied to the UNSW-NB15 dataset. The rest
of this paper is organized as follows: Section 2 presents the related work. In Section 3, the explanation
of the proposed chart construction is presented. Section 4 provides the methodology and procedure
of the proposed chart. Section 5 shows the application results of the proposed chart for the IDS
dataset. Finally, Section 6 is allocated for the conclusion and future research.

2. Related Works

The SPC method commonly used in intrusion detection is a multivariate control chart. Ye et al.
[25] initiated the use of Markov Chain techniques, T> Hotelling, and chi-square multivariate tests for
intrusion detection. Then Ye et al. [26] proposed a technique based on Hotelling's T? that can detect
both counter relationships and mean-shift anomalies. Qu, Hariri, and Yousif [27] use the T2 Hotelling
diagram to detect intrusions on a network called real-time Multivariate Analysis for the Network
Attack detection algorithm (MANA) by updating control limits at certain time intervals. Zhang, Zhu,
and Jin [28] developed a Support Vector Clustering (SVC) based control diagram with performance
results similar to the T? diagram for detecting anomalies in computer networks. Tavallaee et al. [29]
apply Covariance Matrix Sign (CMS) to detect Denial of Service (DoS) attacks. Sivasamy and Sundan
[30] compared the performance of the T2 Hotelling control chart with the SVM and TANN methods
and found that Hotelling’s T? accuracy level was high for all types of attack classes.

In addition to Hotelling's T?, Rastogi et al. [31] stated that in theory MEWMA and MCUSUM can
be used in intrusion detection, however, intrusion detection data involves many quality
characteristics so MEWMA and MCUSUM are not suitable for use. Camacho et al [32] use PCA based
on Multivariate Statistical Process Control (MSPC) to monitor intrusions. Ahsan et al. [33] use PCA-
based Hotelling’s T2 which produces more efficient computational time. The use of non-parametric
control limits improves performance on the T2 control diagram with a Successful Difference
Covariance Matrix (SDCM) in the form of Kernel Density Estimation [34] and Bootstrap Resampling
[35]. Then Ahsan et al. [36] developed robust Hotelling’s T2 based on Fast-MCD which shows better
performance in detecting outliers in intrusion detection systems.

3. Proposed Chart

In this section, the procedures of the proposed chart are explained. The Minimum Regularized
Covariance Determinant (MRCD) estimator is employed to enhance the robustness of the mean
vector and covariance matrix on the chart’s performance for intrusion detection.
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3.1. Multivariate Hotelling’s T? Control Chart

In this section, a short brief of the conventional Hotelling’s T2 control chart is shown. Hotelling’s
12 is a multivariate control chart, a generalization of the f-student distribution, that can be used to
monitor the process mean. Let x; where i = 1,2,...,n areidentic and independently random vectors
which follow the multivariate normal distribution x;~N, (u, X). The data structure can be written as

X=[xI xI -+ xI] withmean vector ¥ = %Z x; and covariance matrix § = ﬁZ(xi_f)(xi -7,

The T/ statistics can be calculated as follows [6]:
T? = (x; = %)'S7'(x; — %) D

Conventional Hotelling’s T2 chart follows the assumption of multivariate normal distribution
[37], so the control limit can be generated by following F-distribution with the equation:

_ p(n+1D(n-1)

CL
n? —np

F, a;p;n—p (2)
where n is the total number of observations p is the variables quantity with « is the false alarm rate.
The monitoring process is said in-control if T2 statistics are not greater than the control limit.

3.2. Bootstrap Control Limit-based T? Chart

In some cases, a random variable might not follow any certain distributions. To overcome this
problem, the bootstrap method can be applied to estimate the parameter of unknown distribution
[38,39]. Despite initially proposed on classic T? statistics [24], this control limit also can be adopted on
the proposed chart by putting robust statistics on the first step. The algorithm of bootstrap control
limit calculation (see Figure 1 for illustration) is presented as follows:

Compute Trcp ;
® 2 2 2
statistics PayT @ Tm
) 1
1) () (B)
Generate B bootstrap T2(1) Tz(l) Tz(l)
samples 2(1) 2(2) 2(B)
"o T T e
2 2@ »(B)
TPoy T°m) = T @)
Calculate [100(1-a)]th W . ®
. q B
percentile value T2100(1—a) T2100(1—(x) T2100(1—o()
Determine Bootstrap 1 B )
Cly ==Y T2
Control Limit B~ p 100(1-)
i=1

Figure 1. Bootstrap Control Limit Algorithm.

Algorithm of Bootstrap Control Limit
Step 1. Compute the statistic T2 with n observations
Step2.  Generate B times bootstrap samples from statistic T for n
observations with replacement (e.g., B=1,000).
Step3.  Calculate 100(1-a).th percentile for each bootstrap
resample for statistic T?W; 1 =1,2,...,n
Step 4. Determine the bootstrap control limit by averaging each replication using

B
1 0
CLg = EZ T21oo(1—a)
i=1
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3.2. MRCD Algorithm

The minimum Covariance Determinant (MCD) based method is the most widely used robust
estimator of multivariate location and scatters [40]. This method is designed to determine Hyp
defined as subset with the smallest sample covariance determinant. The MCD estimates for the mean
vector and covariance matrix correspond to the mean vector and covariance matrix of Hycp. Define
h as the subset size where g <h<n,and h = p must be fulfilled, otherwie the MCD covariance

matrix will be singular. The MCD algorithm calculates every subset possible as many as (Z)

possible combinations in order to get Hycp. So, this method is time-consuming and not suitable for
estimating large datasets.

Minimum Regularized Covariance Determinant (MRCD) estimators are proposed [23] as the
extension of MCD. The MRCD is a robust estimator that uses various combinations of target matrix
and regularization weight determined through data-driven procedures. The application of the
MRCD estimator has good robustness and can be used to deal with outliers in high-dimensional data.

Let X ={x{, x5, ..., X; ... ,X,} where x; = {xil, Xigy e ,xip}’ from a p-variate observations.
First, the data need to be standardized using the Qn estimator [41] and put these values in a diagonal
matrix Dy. The median of each variable also needs to be computed and put in a location vector vy.
The stardardized obesvations are then stated on U that constructed under a set of u; as follows:

u; = Dx' (x; — vx) ®)

The next step is defining the Target Matrix (T) and scalar regularization parameter(p). T is a
p X p diagonal matrix that consists of estimated univariate scales, while p is a weighted parameter
that can be obtained by the data-driven approach which satisfies 0 < p < 1. Then define h X p
covariance matrix K(H) of h-subset of H on the standardized data U as follows:

K(H) = p T+ (1 - p)e,Sy(H) 4)

where Sy (H) is the covariance matrix of the h-subset for U and c, is the consistency factor [42]

Mathematical operation (7) can be done with a spectral decomposition T = QAQ" where 2 is
the diagonal matrix containing the eigenvalues of T, while Q is the orthogonal matrix containing the
corresponding eigenvectors. The previous equation can be rewritten as follows

K(H) = QA'2[p I+ (1 = p)c,Sw(H)]A*Q' ©)

where W, containing the transformation of standardized observations w; = 11/2Q"u;. Consequently,
it follows Sy (H) = 1"2Q'Sy(H)QA~1/2,

The subset MRCD H-p obtained by minimizing the determinant of the regularized covariance
matrix K(H) as:

Hyrep = argmin(det (K(H)))
HEQ ©)
Hyrep = argérfllin(det(p I+(1 - p)caSW(H)))

Once the Hypcp is determined, then the location and scatters of the MRCD estimator can be
defined as.

Zyrcp = Vx + DxHyrep ()

Surco = DxQAY2[p 1+ (1 — p)cySw(Hygrep)1A/?Q' Dy 8)

3.3. MRCD-Based T2 Chart

In order to develop the robust Hotelling’s T2 control chart, this study changes the classic
estimators of mean vectors X and covariance matrix S from equation (1) with the estimated value
of mean vector and covariance matrix from robust estimators. Robust T2 statistic based on MRCD
was constructed as follows
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Tiarcsi = (Xi — Xmrep)'Siiken (X — Xarcp) )

Due to the unknown distribution of the proposed chart, its control limit for both charts are
estimated using the bootstrap resampling method to develop an adaptive control chart. The detailed
procedure for the control limit is presented in the previous subsection.

4. Methodology

In developing the proposed robust T2 chart based on the MRCD estimator, there are two phases
required to be undertaken. Phase I is building a normal profile from the in-control or the normal
profile, while Phase II is detecting the intrusion using the calculated statistics and control limit from
Phase II. Phase I needs to calculate the mean vector, covariance matrix, and bootstrap control limit.
The procedure of Phase I is shown as following these steps:

Phase I: Building Normal Profile
Step 1. Form the in-control or normal data matrix X,,o;ma
Step 2. Calculate Xyrcp and Sygrcp , which are the robust
estimated values of normal data X,,mq using the
MRCD algorithm in equation (11) and (12)
Step 3. Calculate TI\%IRCD;i using equation (14) from normal data X,,o;ma
Step 4. Determine a and compute the bootstrap control limit CLg.yrcp

Then the estimated normal profile and control limit from Phase I are utilized in the detection
process in Phase II. The procedure of Phase II is shown as follows:

Phase II: Detection

Step 1. Form the new data matrix X,
Step 2. Calculate Tjigcp,; from new data X,orma as follows:
Tiircpii = (Xtestii — Emren) " Swkeo Keest;i = Xmrep)
where Xyrcp and Sygrcp are taken from Phase I
Step 3. Detect if TI\%IRCD;i > CLg.yrcp then the observation is

labeled as an intrusion and if Tpcp; < CLpmrep then the
observation is labeled as normal

Moreover, the performance of the proposed can be assessed and evaluated by the confusion
matrix table shown in Table 1. The classification goodness method could be measured by the degree
of goodness and degree of error. The goodness in intrusion detection can be divided into two types:

Table 1. Confusion Matrix Table.

Actual Detection
Intrusion Normal
Intrusion True Positives (TP) False Negatives (FN)
Intrusion False Positives (FP) True Negatives (TN)

a. True Positives (TP) are intrusion records that are successfully detected as intrusion.
b. True Negatives (TN) are normal records that are correctly stated as normal.

The errors in detecting intrusion also can be divided into two types:

a. False Positives (FP) are normal records that are incorrectly detected as intrusions.
b. False Negatives (FN) is an intrusion records that unsuccessfully detected as normal records.

FP leads to a false alarm while FN results in an undetected intrusion on the chart. Those types
of error can be used to calculate the degree of error namely FP Rate and FN Rate [43]. While the level
of goodness can be measured using the Area Under Curves (AUC) as follows [44]:
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6
1 TP TN
_1 10
AUC 2(TP+FN+TN+FP) (10)
FP
_ 11
FP Rate TN T FP (11)
FN
_ 12
FN Rate TP+ FN (12)

5. Results and Discussions

The UNSW-NBI15 dataset was built using the IXIA PerfectStorm tool at the Australian Centre for
Cyber Security (ACCS) by generating a combination of normal activities and realistic, modern
artificial attacks for research purposes related to Network Intrusion Detection Systems (NIDS) [45].
Compared to other NIDS datasets, UNSW-NB15 excels in complexity, referring to patterns of modern
network traffic attacks, making it suitable for evaluating intrusion detection systems [46]. The
training set of UNSW-NB15 consists of 175,341 records with 38 metric features and record labels
which are normal labels and several types of intrusion labels that are presented in Table 2.

Table 2. Characteristics of UNSW-NB15 Dataset.

Label Number of Records Percentage
Normal 56.000 31,94
Intrusion 119.341 68,06

-Analysis 2.000 1,14
-Backdoor 1.746 1,00
-DoS 12.264 6,99
-Exploits 33.393 19,04
-Fuzzers 18.184 10,37
-Generic 40.000 22,81
-Reconnaissance 10.491 5,98
-Shellcode 1.133 0,65
-Worms 130 0,07

Total 175.341 100,00

The data application is conducted through three methods: conventional Hotelling’s 12, robust T?
based on Fast-MCD, and the proposed diagram, which is the robust T2 based on MRCD. The
construction of the control chart is divided into two phases: Phase I for establishing control limits and
Phase II for the detection process and calculating the performance of the control chart. In the
conventional Hotelling’s T? control chart, the T? statistic is calculated using equation (2.29), with
control limits determined based on the significance level using the criteria of the highest AUC value,
which is a=6%, as depicted in Figure 2(a). After computing the statistics and establishing control
limits, the control chart can be visualized, as shown in Figure 2(b).
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Figure 2. T2 Chart of (a) Control Limit Selection and (b) Statistic Plot.

Based on Figure 2, the statistical plot depicts two types of data labels: green for normal data and
red for intrusion data. These statistics will be tested against the control limits. If the value of the
statistic T2 > CLg, the observation is detected as an intrusion. While if the statistic T2 < CLg, the
observation is detected as normal. Based on the labels and the detection outcomes obtained, a
confusion matrix table can be formed in Table 3.

Table 3. Confusion Matrix and Performance Evaluation for Conventional Hotelling’s T? Chart

Detection
Actual Accuracy AUC FP Rate FN Rate
Intrusion Normal
Intrusion 9,853 109,488 0.376 0.511 0.060 0.917
Normal 3,354 52,646

Next, in the construction of a control chart for Robust T2 based on Fast-MCD, the T2 statistic is
calculated, and the control limits are determined based on the significance level using the criteria of
the highest AUC value, which is a=25%, as depicted in Figure 3(a). After computing the statistics and
establishing the control limits, the control chart can be visualized, as seen in Figure 3(b).
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Figure 3. Fast-MCD-based 12 Chart of (a) Control Limit Selection and (b) Statistic Plot.

Based on the figure, the statistical plot depicts two types of data labels: green for normal data
and red for intrusion data. These statistics will be tested against the control limits. If the value of the
statistic T%mcp > CLg, the observation is detected as an intrusion. While if the statistic T?mcp < CLpg,

1
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the observation is detected as normal. Based on the labels and the detection outcomes obtained, a
confusion matrix table can be formed and evaluated as Table 4.

Table 4. Confusion Matrix and Performance Evaluation for Fast-MCD-based T2 Chart

Detection
Actual Accuracy AUC FP Rate FN Rate
Intrusion Normal
Intrusion 81,871 37,470 0.711 0.718 0.250 0.314
Normal 13,991 42,009

Based on Table 4, it can be known that the performance of Robust T2 based on Fast-MCD on the
UNSW-NBI15 data is quite good, with an AUC value of 0.718. Additionally, with an FP Rate of 0.25,
there's a relatively low FN rate of 0.314.

For constructing the proposed chart of Robust T2 based on MRCD, the T2 statistic is calculated
using, and the control limits are determined based on the significance level using the criteria of the
highest AUC value, which is a=30%, as depicted in Figure 4(a). After computing the statistics and
establishing control limits, the control chart can be visualized, as shown in Figure 4(b).

Alpha Selection for T2-MRCD Chart T2-MRCD Chart
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Figure 4. MRCD-based T2 Chart of (a) Control Limit Selection and (b) Statistic Plot.

03

Based on Figure 4, the statistical plot depicts two types of data labels: green for normal data and
red for intrusion data. These statistics will be tested against the control limits. If the value of the
statistic T2mrep > CLp, the observation is detected as an intrusion. While if the statistic T2vrep < CLg,
the observation is detected as normal. Based on the labels and the detection outcomes obtained, a
confusion matrix table can be formed and evaluated in Table 5.

Based on Table 5, it's apparent that the performance of Robust 7> based on MRCD on the UNSW-
NB15 data is excellent, with an AUC value of 0.849. Additionally, with an FP Rate of 0.298, there's an
exceptionally low FN rate of only 0.004.

Table 5. Confusion Matrix and Performance Evaluation for MRCD-based T? Chart

Detection
Actual Accuracy AUC FP Rate FN Rate
Intrusion Normal
Intrusion 118,915 426 0.902 0.849 0.298 0.004
Normal 16,671 39,329
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After applying the UNSW-NB15 data using these three methods, the performance of each chart
can be compared and evaluated based on several goodness and error criteria, as presented in Table
6.

Table 6. Confusion Matrix and Performance Evaluation for MRCD-based T2 Chart

Execution
Control Chart Accuracy AUC  FP Rate FN Rate .
Time (s)
Conventional T? 0.376 0.511 0.060 0.917 286
T? Fast-MCD 0.711 0.718 0.250 0.314 1,470
T2 MRCD 0.902 0.849 0.298 0.004 8,108

Table 6 displays the Accuracy, AUC, FP Rate, FN Rate, and execution time of the three methods
used in this study. The conventional T2 method, with its straightforward steps, took only 286 seconds.
The Fast-MCD-based T? method, known for its efficiency, required 1,470 seconds. Meanwhile, the
MRCD-based T? featuring a complex algorithm, took a longer time of 8,108 seconds.

The duration of execution time correlates with the quality of the chart's performance in detecting
intrusions. Based on the AUC values, the conventional T2 Hotelling chart showed poor performance
in intrusion detection, achieving an AUC of only 0.511. Both robust T2 charts demonstrated better
performance than the conventional T2. The Fast-MCD-based T2 had a relatively good AUC value of
0.718. On the other hand, the proposed MRCD-based T2 had the best performance with the highest
AUC value of 0.849 and an exceptionally low FN Rate of 0.004, indicating a very low chance of
undetected intrusions.

6. Conclusion and Future Research

The application of the UNSW-NB15 data revealed that the MRCD-based T2 Hotelling exhibited
better performance in detecting intrusion, with a 0.902 Accuracy and 0.848 AUC value. This proposed
chart successfully outperformed the conventional T2 Hotelling and the Fast-MCD-based T2 Hotelling,
which had AUC values of 0.511 and 0.718, respectively despite the longer execution time. For further
research, this proposed chart still can be modified by applying another non-parametric approach as
the control limit. Applying an MRCD estimator for monitoring processes for variance shifts or
simultaneous shifts in mean and variance also can be constructed. The latest robust estimator,
Cellwise MCD [47], known for its efficiency can be considered to be implemented to overcome the
MRCD’s problem in terms of long duration of execution time.
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